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Abstract
The goal of this deliverable is to analytically present the architectural components that will be
implemented and integrated during the Affordable5G project. Following the analysis of D1.1
“State of the art, technical system requirements analysis and pilot element descriptions”, the
system requirements are mapped to architectural building blocks that can accommodate the
functionalities needed for the cost-efficient deployment of private and enterprise 5G networks.
To this end, the main enablers driving the Affordable5G architecture are identified, and a
comprehensive review of the underlying technologies is provided. The Affordable5G system
architecture, leveraging disaggregated multi-vendor RAN with open interfaces (O-RAN), 5G
Standalone Core, data analytics and AI/ML-based network optimization, service orchestration
and network slicing, RAN sharing and neutral hosting, as well as 5G RAN transport with Time
Sensitive Networking (TSN) support, is presented and detailed interactions between the
components are described. The deliverable also includes example instantiations of the
proposed architecture for the realization of the two project pilots, aiming to demonstrate
efficient system support of the Mission Critical Service (MCS) and the Computer Vision
Analytics for Emergencies (CVAE) services.
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EXECUTIVE SUMMARY
The Affordable5G system aims to provide cost-efficient deployments of private 5G networks
able to support a variety of applications and use cases with distinct characteristics in terms of
throughput, latency, number of supported User Equipments (UEs) and sensitivity to timing
inaccuracies, among others. In this context, this deliverable (D1.2) elaborates on the
Affordable5G system architecture and describes the components and building blocks that will
be implemented and integrated in order to support the requirements and pilot scenarios
presented in the deliverable D1.1 “State of the art, technical system requirements analysis and
pilot element descriptions”. The deliverable also includes a review of the state of the art of
technologies relevant to the project. The D1.2 is the outcome of the study carried out in the
project task T1.2 “Building blocks in 5G system architecture”, as well as of work addressed in
tasks T1.3 “State of the art and innovations” and T1.4 “Security assessment and policies for
private networks”.
Following the analysis in D1.1, in which the different Affordable5G use cases and pilots were
presented and used to derive the set of system requirements, a number of key enablers that
are used to shape the system architecture are identified. These notably include i)
disaggregated multi-vendor 5G RAN with open interfaces, ii) full-fledged 5G Standalone (SA)
core, iii) data analytics and AI/ML-based network optimization, iv) network slicing, v) RAN
sharing and neutral hosting, vi) resource and service orchestration over heterogeneous
infrastructures, and vii) efficient 5G transport network with support for TSN.
The system’s 5G RAN follows the specifications provided by the O-RAN Alliance and includes
components and open interfaces for the management of the O-RAN network functions and of
the underlying cloud infrastructure, as well as for the incorporation of intelligent closed-loop
automation targeting at cost-efficient network operation. The RAN is connected to a 5G SA
core, which may quickly bring on the field the latest innovations from the newest 3GPP
technical specification releases, including extensions for multiple PDU session types that are
exploited in the new 5G Quality of Service (QoS) architecture.
To facilitate network automation and minimize the human intervention towards zero-touch
network provisioning, the system includes building blocks supporting network and
management data analytics services, recently standardized by the 3GPP, as well as
components for AI/ML-based O-RAN optimization. In addition, to address the diverse
requirements of different types of 5G services, the system includes a network slicing
component, which can exploit AI/ML and provision end-to-end slices in the compute, network,
and access network domains. Targeting at private networks with reduced deployment and
operational costs, the Affordable5G system also supports neutral host RAN sharing based on
solutions for multi-tenancy in the NG-RAN enabled by the introduction of PDU sessions,
network slicing and private networks.
The required resource and service orchestration in Affordable5G is undertaken by an end-toend solution operating on top of 5G infrastructures, composed of heterogeneous components
like virtual network functions, MEC resources and hardware devices. The orchestration
solution will be aligned with the latest O-RAN specifications and compatible with the relevant
interface for managing the O-Cloud infrastructures.
In the proposed system, support for the required lower-layer split in the RAN will be provided
by efficient transport and time synchronization technologies, which will be also exploited in the
realization of Time Sensitive Networking (TSN) over 5G proof-of-concept that will be
addressed in the context of the project.
The analysis of the different architecture components supporting the aforementioned
functionalities is complemented by detailed descriptions of their interactions in the form of
sequence diagrams. In addition, the deliverable elaborates on the application of the system
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architecture in the involved pilots and use cases. In this context, sequence diagrams for the
support of the Mission Critical Service (MCS) and the Computer Vision Analytics for
Emergencies (CVAE) services are also presented. In these diagrams, the different system
components involved in the realization of the different pilots and use cases are integrated and
analysed.
The study presented in this deliverable provides the basis for the implementation of the
components that are being addressed in WP2 “Hardware equipment optimization and resource
sharing” and WP3 “Software Open Platforms”, as well as the system integration addressed in
WP4 “System integration, roll out and pilot validation”.
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1

INTRODUCTION

The developed fourth generation (4G) cellular networks are mainly characterized by an
architectural approach, consisting of a large number of coarse-grained network elements
connected with point-to-point interfaces. This architectural approach is rather static and too
complex to meet the flexibility, elasticity and scalability that are required to efficiently support
the wide variety of vertical use cases that may arise in upcoming years [1].
The requirements of three types of services, and related use cases, have become the driving
force for innovation towards 5G networks. These types include massive Machine Type
Communications (mMTC), supporting millions of Internet of Things (IoT) devices with
intermittent activity and transmissions of small data packets, Ultra-Reliable and Low-Latency
Communications (URLLC), allowing zero-latency communication with high reliability, and
enhanced Mobile Broadband (eMBB), accommodating traffic with high data rates, as well as
cell-edge users’ connectivity.
To meet the diversified requirements of these services with minimal complexity and costs, the
3GPP has defined a completely new system architecture. The 5G System architecture is
defined to support data connectivity and services enabling deployments to use techniques
such as e.g., Network Function Virtualization (NFV) and Software Defined Networking (SDN),
and it shall leverage service-based interactions between Control Plane (CP) Network
Functions. Some key principles and concepts are to [2]:
•

•
•
•

Separate the User Plane (UP) functions from the CP functions, allowing independent
scalability, evolution, and flexible deployments e.g., centralized location or distributed
(remote) location. This feature is particularly important, as it allows the decoupling of
user and control plane from the physical locations of premises that employ 5G
networking.
Modularize the function design, e.g., to enable flexible and efficient network slicing and
neutral hosting. Therefore, multiple actors can now share the same physical
infrastructure.
Define procedures and interactions among network functions.
Support decoupled Network Functions (NFs) (decoupling among compute and storage
resources). Therefore, edge support can be implemented in order to minimize network
outage and support more flexible architectural deployments.

The design principles of 5G systems can be also applied in private (or Non-Public Network –
NPN) 5G networks. In contrast to a network that offers mobile network services to the general
public, a 5G NPN provides 5G network services to a clearly defined user organisation or group
of organisations. Nowadays, businesses and industries are looking forward to 5G NPNs to get
high-level granular views of their operations, service flexibility and spread of deployment
possibilities or cost reduction in a specialized IoT market, especially if such 5G network is
affordable and easy-to-manage. Although the concept of dedicated mobile NPNs for large
enterprises or industries is not a new one, the advent of 5G networks provides plenty of new
business opportunities for multiple actors [3].
5G NPNs are expected to deliver high-speed, low-latency and other benefits, supporting nextgeneration applications. They also ensure that critical civil functions and business processes
have access to high-quality and responsive communications, even when parts of the system
fail due to external factors. In practice, ensuring continuity and adaptability of service in critical
networks means building secure networks with high availability and reliability together with the
supporting cloud-native deployment capabilities.
Private 5G can also support artificial intelligence-driven applications serving an exploding
number of sensors and endpoints. With distributed cloud architectures, local processing allows
machine learning algorithms to be applied on massive amounts of data without leaving the
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security and privacy of the enterprise campus. Remaining in the private domain, less
demanding real-time and non-real-time traffic can be offloaded to edge or core computing
power, hosted by managed service providers.
The 5G Service Based Architecture (SBA) affords the ability to establish distinct network slices,
comprising completely independent control and user plane functions. This allows mobile
network operators to partition their public network, creating private 5G instances supporting
their enterprise customers. With user plane functions resident on the premise location, traffic
can be dynamically steered to either the customers private network, or towards a software
defined virtual private network delivered across the operators shared infrastructure or the
Internet.
An overview of the different private network categories and deployment options with emphasis
on the placement of edge computing facilities is provided in the following subsection. An
extended description of the deployment options with respect to the degree of centralization of
the different sections of the 5G system architecture can be found in D1.1 [4], section 1.2.

1.1 Analysis of different flavours and deployment options of NPNs
5G private networks can be designed to be integrated with a public network or be independent
of public networks. Both architectures can be optionally augmented with public network
services so private network devices can fall back to the public network with a second
subscription when out of private network coverage.
In general, NPNs can be classified into two major categories [5]:
•

•

Standalone non-public network (isolated deployment), where the NPN is deployed as
an independent, standalone network. The NPN is based on 3GPP-defined technologies
and is entirely independent of any Public Land Mobile Network (PLMN); consequently,
the NPN uses its own dedicated identifier (NPN ID). In this case, two more sub-options
have emerged: a) NPN is deployed as a stand-alone network using licensed spectrum
that may be allocated on a localized basis to support the business needs of industry.
Regulators are increasingly considering this option for parts of 5G spectrum allocations;
and b) NPN is deployed as a stand-alone network using unlicensed spectrum. The 6
GHz spectrum band is an example of an unlicensed band that could be used for a NonPublic Network.
Non-public network in conjunction with public networks. These deployments are a
combination of public and non-public networks. These scenarios assume that certain
use cases on the defined premises can be supported entirely by the public network,
whereas others require a dedicated NPN. There are therefore two network parts, one
public and one non-public, with traffic assigned to the appropriate part.

In the latter case, different deployments can be considered, depending on the shared parts
among the NPN and the public network. A first option is for both networks to share the Radio
Access Network (RAN). In this case, since transmitted data are categorized among the ones
that refer strictly to the NPN (e.g., data related to the specific premises where the NPN is
deployed) and the public network traffic portion. The NPN is based on 3GPP-defined
technologies and has its own dedicated NPN ID. However, there is a RAN sharing agreement
with a public network operator. Data traffic of the devices belonging to the private slice (private
network) is delivered to the private User Plane Function (UPF) in the enterprise, while data
traffic of the devices belonging to the public slice (public network) is delivered to the UPF in
the mobile operator's edge cloud.
In another approach, the control plane can be also shared among the two networks. In this
framework, network control tasks are always performed in the public network. The data traffic
of the devices belonging to the private slice (private network) is delivered to the private UPF in
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the enterprise, while the data traffic of the devices belonging to the public slice (public network)
is delivered to the UPF at the edge of the mobile operators. This can be made possible with
network slicing, i.e., the creation of logically independent networks within a single, shared
physical infrastructure. The NPN is directly connected to the public network. Finally, the NPN
can be completely hosted by the public network. In this case, all data is routed via the public
network. The multiplexing of two networks is made possible via NFV.
In addition, RAN and Core can be also shared among the two networks (private and public
ones). Unlike in the scenarios where UPF and Multi-access Edge Computing (MEC) platform
are located at the enterprise, in this case there is only gNB in the enterprise. Therefore, there
is no local traffic path between the private 5G devices and the intranet (LAN) devices such as
PCs or local intranet servers, so the traffic must go up to the UPF at the edge cloud of the
operator and then come back to the enterprise through a leased line to communicate with the
LAN devices.
There is a variety of deployment scenarios for Public Network Integrated NPNs (PNI-NPN),
i.e., non-public networks deployed with the support of a Public Land Mobile Network (PLMN),
taking into account RAN sharing and MEC positioning (Figure 1). In the following, there is a
brief discussion of the options that are more prevalent in the deployments so far. In all the
cases, spectrum could be either locally licensed spectrum for the enterprise campus or ‘leased’
from a Mobile Network Operator (MNO).

Figure 1: Deployment scenarios for Public Network Integrated NPNs (PNI-NPN)

Standalone NPN (option 1 in Figure 1). In this case, a full NPN is deployed within the premises
of the enterprise. Since UPF and MEC are deployed within the premises of the enterprise,
ultra-low delay between device and application can be achieved, making it suitable for
companies having Ultra Reliable Low Latency Communication (URLLC) requirements.
Advantages of this option include privacy and security since the data never leave the site, ultralow latency, no backhauling requirements, and network resiliency managed by the enterprise.
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Disadvantages include higher deployment and operational cost.
RAN and Control Plane Sharing between NPN and MNO (option 2 in Figure 1). RAN,
dedicated UPF and MEC are built in the enterprise. The RAN at the enterprise and the 5G
Core (5GC) CP at MNO’s cloud are shared between NPN and public network. Private network
traffic stays within the enterprise, as traffic from UEs belonging to the private slice is delivered
to the private UPF. The data traffic from UEs belonging to the public slice is delivered to the
UPF at the edge of the MNO. Control plane functions (authentication, mobility, etc.) for NPN
devices and public network devices are performed by 5GC CP in MNO’s network. Therefore,
there is a security risk concerning the operational and subscription information of the NPN
devices residing in MNO servers. Ultra-low latency use cases are still possible since UPF and
MEC are located within enterprise premises.
N3 LBO (Local Breakout) (option 3 in Figure 1). RAN, MEC Data Plane (DP) and MEC are
deployed in the enterprise. The MEC DP looks at the destination IP addresses of the packets
belonging to all GTP Tunnels coming from the RAN and routes packets to the internal private
network if it is local traffic. This option is also called ETSI MEC’s Bump in the Wire method.
MEC DP is typically an SDN switch supporting traffic rules coming from the orchestrator. Since,
however, MEC DP is not 3GPP UPF there are limitations related to mobility management and
charging for private network devices. The advantage of this method is lower deployment cost
as the cost of MEC DP is much lower than a UPF. Ultra-low delay use cases can be supported
since MEC is located within the enterprise. Regarding security, private network data stay within
the enterprise, but operational and subscription information are handled in the MNO’s network.
F1 LBO (Local Breakout) (option 4 in Figure 1). The option is similar to the previous one, with
the difference that only RU/DU is deployed in the enterprise and CU is placed in the mobile
network’s edge cloud. Therefore, MEC DP is used for local breakout of the private network
traffic from the F1 interface. Advantages and disadvantages are similar to the previous option.
The previous discussion shows that there is no architecture that is optimal for all situations as
each of them has different advantages, disadvantages, and budget requirements. In the
context of Affordable5G, the primary goal is to support operation as a 5G Standalone private
network; however, RAN sharing and neutral hosting are also investigated since they are
important parameters of cost-efficient NPN deployments.

1.2 Key enablers driving the Affordable5G architecture
The Affordable5G system requirements were presented in D1.1. The derivation of the
requirements was based on the envisaged private network deployment scenarios and on pilots
and use cases related to mission critical services, computer vision analytics for emergencies
and industrial and manufacturing applications. In D1.1, the following Affordable5G top-level
requirements - common to all addressed use cases - were identified after analysing the full set
of the presented system requirements.
•

•
•
•

The Affordable5G network will conform to 3GPP 5G network requirements in both the
5GC and NG-RAN, with the goal to primarily support operation as a 5G Standalone
NPN (SNPN). Support of additional operation such as Public network integrated NPN
(PNI-NPN) is optional.
The architecture will comply with 5G network slicing in the 5GC and NG-RAN to support
neutral hosts and differentiated QoS slicing.
The system will support Control and User Plane Separation (CUPS) in 5GC and NGRAN including separation of CU-UP and CU-CP and deployment of UPF (and Data
Network) in both core and edge (MEC).
The NG-RAN will be aligned to the additional O-RAN Alliance requirements. In addition,
the NG-RAN edge will support open extensibility and intelligence in both the control
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•
•

and the user plane.
In the NG-RAN, the RU/DU/CU NFs will support Higher-Layer Split/Lower-Layer Split
(HLS/LLS) split architecture to support multi-vendor RAN using open interfaces.
The NG-RAN will support virtualised or cloud-native deployment and orchestration on
primarily commodity hardware, potentially with FPGA/GPU/DSP hardware
acceleration.

Further elaboration on the system requirements that took place in the context of the tasks T1.2
“Building blocks in 5G system architecture”, T1.3 “State of the art and innovations” and T1.4
“Security assessment and policies for private networks”, identified the following main enablers,
which were used to derive the Affordable5G system architecture presented in this deliverable.

1.2.1 O-RAN
The system will support disaggregated RAN with open interfaces following the O-RAN
initiative to allow for flexible and cost-efficient 5G deployments in private and enterprise
networks. This solution will not only facilitate the deployment of a 5G RAN using components
from multiple vendors, but it will also simplify network management leading to reduced
operational costs. This will become possible by embedding intelligence using emerging
deep learning techniques at both the component and network level of the RAN
architecture. In combination with the standardized southbound interfaces, AI-optimized
closed-loop automation is achievable and is expected to enable a new era for network
operations.
The use of standardized interfaces for O-RAN element and O-Cloud management (i.e., the
cloud infrastructure addressed in O-RAN) is important to avoid vendor lock-in. In Affordable5G,
the implementation of the relevant interface (O1) will allow the appropriate RAN intelligent
controller to collect data from various components of the O-RAN using a standardized
approach. In addition, related data can be also gathered directly from the virtualized
infrastructure via the interface through which the O-Cloud management is performed (i.e., ORAN O2). Specification of this interface has not been completed by the O-RAN Alliance;
however, related guidelines have been provided and will be followed during the implementation
phase. Affordable5G will be constantly monitoring the O-RAN activities with the aim to
incorporate, if this is possible taking into account the project timeline, any new significant
specifications.
Description of the system components and functionality related to O-RAN is provided in several
sections of this document, notably sections 2.2.1.1, 2.3.1, 2.3.5, 3.1.3, 3.2.1, 3.3.2, 3.3.3.2,
3.3.4 and 3.3.5.

1.2.2 5G Core
In the last years, the rollout of the first phase of 5G (NSA Non-Standalone, eMBB) has been
proven critical in many verticals. However, the real impact of the Standalone (SA) 5G system,
including the whole spectrum of services and network slices (URLLC and mMTC), as well as
non-public deployments, is still to come in many services and business models.
To investigate the full potential of 5G for NPNs, the Affordable5G system architecture
includes a full-fledged 5G SA core based on an extremely flexible software architecture,
on top of which the 3GPP NFs are implemented. The core network is capable of
interworking with the project’s O-RAN-based radio access infrastructure and is specifically
tailored to the project use cases. The core is compliant to 3GPP Release 15 technical
specifications and supports, among other functionalities, the separation of the user and control
planes to ease flexible and agile deployments as required by specific 5G use cases (e.g.,
URLLC and TSN). In addition, the core may quickly bring on the field the latest
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innovations from the newest 3GPP technical specification releases. Furthermore,
virtualisation and distribution to the edge of the core network functionalities will allow running
networks with applications as close as possible to the users, improving service delivery and
quality of experience. Extensions of this core network with support for multiple PDU
session types binding the UEs and the DN (IPv4, IPv6, Ethernet, unstructured) will be
investigated, together with support for selecting the specific network slice instance that will
serve a particular device.
The role of the PDU sessions in the new 5G QoS architecture are discussed in section 2.2.2.1,
while the core network’s capabilities are analysed in section 3.2.2. Moreover, the involvement
of core NFs in the management (i.e., addition, deletion and modification) of an SNPN, and in
the management of a slice within an SNPN is described in detail in section 3.2.1.

1.2.3 Data analytics and AI/ML-based network optimization
Data collection and analysis is of primary importance in 5G networks (both public and private)
due to the increasing need for efficient monitoring and management of the network and of the
underlying infrastructures. At the same time, technologies like data analytics and AI/ML are
investigated as a means to facilitate network automation and result in better utilization of the
network resources. Network automation is particularly important for cost-efficient deployments
of NPNs since it has the potential to reduce management costs significantly.
To this end, the Affordamle5G system incorporates modules that are in charge of gathering
information from all architectural layers and provide this information either to the registered
services or to AI/ML-based modules for network and service optimization. In this context, cross
layer data gathering is supported. In addition, network and management related data are
processed by Artificial Intelligence (AI) and Machine Learning (ML) algorithms in order to
optimize specific parameters and key performance indicators. Typical examples include
network configuration (RAN planning and deployment, scheduling), cross-slice optimization for
improved QoS, energy consumption by UEs as well as mobility management.
Affordable5G addresses data analytics and AI/ML in accordance with the latest
specifications by 3GPP and O-RAN. Specifically, the system architecture incorporates
components supporting both network and management data analytics services
standardized by the 3GPP, as well as components for AI/ML-based O-RAN optimization.
Detailed description on the incorporation of AI/ML in O-RAN is given in section 3.3.4, while the
proposed solution for network telemetry and data analytics is presented in section 3.3.5.

1.2.4 Slicing
The network slice is a composition of adequately configured network functions, network
applications, and the underlying cloud infrastructure (physical, virtual, or even emulated
resources, RAN resources etc.), that are bundled together to meet the requirements of a
specific use case, e.g., bandwidth, latency, processing, and resiliency, coupled with a business
purpose. As it was evident from the analysis of the pilots and the use cases in D1.1, there can
be various and diverse requirements, such as high data rate transmission (e.g., transmitted
videos in Pilot 2 scenario) or zero latency applications (e.g., transmission of response signals
in the emergency communications scenario of Pilot 1). Moreover, as it is analysed in the next
subsection, different MNOs may share the same 5G infrastructure, via the instantiation
of different dedicated slices.
The slicing solution specified in Affordable5G can provision end-to-end slices in the
compute, network, and access network domains and perform slice resource partitioning
at the infrastructure, network slice, and vertical service levels. Notably, the solution will
include an AI component responsible for analysing data analytics information provided by the
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system in order to predict possible scarcities in slice resources that can have an impact on the
performance of the running services.
The description of the slicing solution used in the Affordable5G system is provided in section
3.3.3.

1.2.5 Neutral hosting and RAN sharing
One of the disruptive concepts that has evolved in the telecom industry during the last years
is the neutral hosting. Instead of the traditional individual deployment and operation by each
MNO, a third neutral party builds and operates part of the network, offering private and public
connectivity. Hosted clients, such as MNOs, Civil Protection entities or other private operators,
will be able to lease the neutral host to supply their services at the network edge. In the second
pilot of Affordable5G [4], the permanent physical infrastructures, such as lampposts, will be
able to provide entry points for services from multiple hosted clients.
One of the potential strategies for reducing deployment and operations cost is network sharing
through neutral hosting. The idea is to have a single network infrastructure that is owned by a
third party and leased to interested operators. The neutral hosting model is especially suited
to infrastructure owners of large campuses that need both indoor and outdoor coverage.
Utilizing new mid-band spectrum for 5G deployments results in hyper dense radio networks
that are very costly to deploy and operate. Therefore, the ability to share this infrastructure
among multiple public and non-public network operators makes a lot of sense.
A serious hurdle in the neutral hosting model is the lengthy negotiations that are needed
between the infrastructure owner and the operators that will use the infrastructure in order to
agree on the architecture of the network, including quality, security and resiliency. In this
context, an important recent development is the first release of the Joint Operator Technical
Specifications for Neutral Host In-Building (JOTS NHIB), agreed by the four UK mobile network
operators, Telefonica O2, EE, Vodafone and 3UK [6]. The JOTS NHIB specifications set out
technical requirements for shared in-building solutions, covering a broad range of requirements
including architecture, radio, test, operations, and fulfilment, with significant focus in the
security architecture. The specifications are RAN architecture agnostic, currently based on
LTE with an S1 demarcation between dedicated MNO EPC core and the hosted RAN.
However, the general framework seems also applicable to 5G NR and even possibly to non3GPP RATs. Since they also are spectrum agnostic, possible MNO-Neutral Host partnerships
could include shared spectrum opportunities. This operator agreement is a significant step
forward in the cost-effective delivery of multi-operator services into campus premises and while
only applicable in the UK, could as well as be a template for other regions. It also proves that
MNOs recognize the potential to scale up indoor deployments by enabling a shared
multi-operator approach.
The Affordable5G system will support neutral host RAN sharing based on solutions for
multi-tenancy in the NG-RAN enabled by the introduction of PDU sessions (discussed in
section 2.2.2.1), network slicing and NPN. The specified mechanisms distinguish between
the cases of managing a SNPN from the cases of managing a slice within an SNPN. The
proposed approach (described in section 3.2.1) advances the state of the art regarding ORAN slicing.

1.2.6 Resource and service orchestration
Along with the evolution in the 5G capabilities (codified in 3GPP releases like Release 15 and
Release 16), there is also an industry-wide change towards software defined and cloud
technologies, using Commercial off-the-shelf (COTS) compute and networking infrastructure
to i) manage costs and expand the supplier eco-system, and ii) enhance openness,
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competition and spur innovation in the RAN and core network. In this context, there is a need
for efficient management of these virtualized infrastructures, as well as versatile service
orchestration.
The orchestrator that is specified for the Affordable5G system provides an end-to-end
orchestration solution in 5G infrastructures, composed of heterogeneous components,
spanning across multiple domains with various underlying virtualized infrastructure
management technologies. The heterogeneous components include virtual network
functions, MEC resources and hardware devices. The orchestration solution will include
support for assigning a process to a specific CPU core in order to provide guaranteed
QoS, and for network service migration within the available core or edge infrastructure
in cases of service disruptions. In addition, it will be aligned with the O-RAN specifications
and compatible with the relevant interface for managing the O-Cloud infrastructures.
The detailed description of the orchestrator is provided in section 3.3.1.

1.2.7 5G Transport and TSN support
The Affordable5G RAN architecture is based on Lower-Layer Split (LLS). This places strict
requirements on the interface between the RU and the DU (fronthaul). To address this
requirement, the 5G RAN transport network consists of transport equipment, physical
media and control/management protocols associated with the transport network,
together with elements providing the required time synchronization.
In addition, the transport network will be used for the realization of the TSN over 5G proofof-concept that will be addressed in the context of the project. There are significant benefits
that can be achieved for industrial use cases with the introduction of TSN and 5G wireless
communication, for example due to increased flexibility in the deployment of industrial
equipment. This requires 5G to provide robust support for Ethernet-TSN communication
services and interworking with wired TSN networks. In this context, Affordable5G
addresses the functionality that is required to support transmission of Ethernet data with
minimum and predictable latency over a 5G network. The study is particularly focused on the
development and integration of the appropriate TSN translators and of components
needed for efficient time synchronization.
Detailed description of the transport network is provided in section 3.1.3, while support for TSN
over 5G is discussed in 4.2.3.

1.3 High level Affordable5G architecture
Based on the aforementioned key enablers for the Affordable5G architecture, a conceptual
approach of the system is depicted in Figure 2.
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Figure 2: Conceptual approach of the Affordable5G system

In this context, an identification of the involved architectural layers can be observed. In the
lowest level, the Infrastructure Layer includes components directly related to the actual network
deployment, such as edge components, cloud infrastructure and transport network. Since
individual operators need to have access to this common infrastructure in order to achieve
cost-efficient network deployments, neutral hosting procedures are placed on top of these
components.
Since our goal is to provide various services to the end users simultaneously, different slices
should be supported by the 5G Network. To this end, each slice uses the 5G Core and O-RAN
components of our architectural approach. The core and RAN network functions constitute the
Network Function Layer of the proposed system.
Finally, the upper architectural layer includes procedures for resource and service
management and orchestration, as well as network automation. In addition, as mentioned in
the previous section, AI/ML algorithms of Affordable5G target at a holistic network optimization.
These algorithms gather inputs from network telemetry modules and apply dynamic network
reconfigurations. The functionality just described belongs to the Management, Orchestration
and Automation Layer of the proposed system.
In the next section, the underlying technologies and the state of the relevant art (with emphasis
on the results of recent EU projects) are presented, while in section 3 the Affordable5G
architecture and the system components will be described and the interactions among the
entities (in terms of UML sequence diagrams) will be analysed. The design of the pilot services
described in D1.1, as well as the instantiations of the proposed architecture for the realization
of the Mission Critical Service (MCS) and the Computer Vision Analytics for Emergencies
(CVAE) pilots will be presented in section 4, while concluding remarks are provided in section
5.
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2

UNDERLYING TECHNOLOGIES AND STATE OF THE ART

In this section we present the technologies that are relevant to the Affordable5G system and
provide a review of the state of the art, with particular focus on the work conducted in recent
EU projects. In this context, technologies applicable to the realization of an NFV infrastructure
capable of supporting a private 5G network are presented in section 2.1, while developments
in the context of 5G network domains, i.e., the 5G core, the RAN and the Transport networks,
are discussed in section 2.2. Technologies relevant to network slicing, resource and service
orchestration, data analytics and AI/ML-based network optimization are addressed in section
2.3. Finally, discussion on security management in 5G is provided in section 2.4.

2.1 NFV Infrastructure
This section addresses software and hardware technologies for virtualized infrastructures that
can support 5G network deployments. Emphasis is given on solutions for cloud-edge and
cloud-native management, and hardware acceleration targeting at server workload offloading.

2.1.1 Cloud-Edge Cloud-Native Management
2.1.1.1 Virtualisation and containerisation at the edge
The landscape of cloud solutions leveraged to deliver cloud-edge deployments is quite wide
and include solutions providing services from the virtualisation layer on such as OpenStack [7]
and OpenNebula [8], and solutions starting from the containerisation layer as Kubernetes [9].
OpenStack is an open-source platform, capable of managing a pool of computing, storage
and networking resources to deploy private and public cloud systems. These can be on bare
metal, Virtual Machines (VMs), or containers. The OpenStack platform is broken up into a
series of mostly plug and play components, which can be enabled as needed. These
components include support for service orchestration, lifecycle management, workload
provisioning, networking, storage, and so forth. Today OpenStack is one of the most widely
used solutions for deploying both public and private cloud infrastructures. In the area of 5G,
OpenStack has already satisfied many of the major requirements for Network Slicing, like
automation and orchestration of services, since at least 2018. China Mobile employs
OpenStack in their 5G system platform [10], and a number of recent 5G PPP projects have
worked with OpenStack, such as 5G-VICTORI [11], 5G-PICTURE [12], and more. Several
edge and 5G solutions are largely based on OpenStack for the virtualisation layer, including:
ETSI OSM [13], StarlingX [14], ONAP [15].
OpenNebula is the other open-source solution competing with OpenStack in the management
of distributed virtual infrastructures. It orchestrates the deployment of services (computing,
network, storage etc) on virtual machines. Recently OpenNebula has introduced what they call
a “True Hybrid Cloud Infrastructure” [16], which aims to allow users to expand their private
clouds where needed with public third-party cloud services, thus automatically allocating and
provisioning edge resources, and deploying containerized applications at the edge. This is
done via microVMs equipped with Docker, and even Kubernetes. This has opened up potential
usage in 5G scenarios, with one prominent example reported by the OpenNebula developers
being the implementation with Amazon’s AWS Wavelength [17].
On the side of container management, the largest open-source player is Kubernetes and the
related ecosystem. Other solutions, such as Docker Swarm [18] have been marginalised by
Kubernetes that is now at the core of many cloud-edge and 5G solutions and initiatives to
deliver containerisation at the edge such as Akraino [19] and StarlingX.
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Kubernetes is an open-source system for deploying and managing containerized applications.
It enables the deployment of large-scale application stacks, handling scaling and failover, selfhealing, service discovery and load balancing, storage orchestration and more, and can be
deployed anywhere. This makes it a good option for both the Cloud and the Edge. Since it is
not a monolithic Platform as a Service type system, it remains flexible enough to work with
regardless of the scenario.
Kubernetes has been frequently identified as a key player in the development of the 5G
technology. With many modern cloud native applications executing in lightweight containers
as opposed to VMs, Kubernetes provides the management and orchestration functionality that
is required by 5G networks, with services deployed from core to edge. Many 5G PPP projects
have leveraged Kubernetes in some capacity for its container orchestration capabilities, such
as 5G-VICTORI.
To support the adoption of Kubernetes (K8S) on low power devices and at the edge, a number
of community projects have surfaced over the years, including MicroK8S [20], K3S [21], and
KubeEdge [22]. While the first two projects deliver a lightweight K8S distribution, the third
project, KubeEdge, provides support for remote nodes management with intermittent
connectivity from a Kubernetes cluster.
MicroK8s is a high availability, zero-ops, small footprint Kubernetes cluster. Its goal is to
provide a quickly deployable K8S cluster that require minimal to no configuration work, and
has a very small resource footprint, making it ideal for being deployed at the Edge. It runs in
an immutable container, provides self-healing, monitoring, and Continuous Integration (CI) and
Continuous Delivery (CD) out of the box, and supports GPU acceleration with Nvidia CUDA
[23]. Being a full Kubernetes cluster, it has access to a variety of K8s plugins to extend its
functionality, such as Intel’s FPGA-plugin to enable support for Intel FPGA hardware [24].
Microk8s was developed by Canonical, who employs it for their edge deployments in their telco
projects [25], to provide NFV solutions for 5G as well. This detail makes Microk8s a good fit
for the scenarios tackled by Affordable5G.
Similar to MicroK8s, K3S aims to provide a lightweight Kubernetes cluster with a small
resource footprint, ideal for Edge deployment. K3S in particular is optimized for ARM, meaning
that is ideal for very small IoT devices, Raspberry PIs and similar, whilst providing all the
advantages that a full Kubernetes cluster provides.
The goal of KubeEdge, differently from the previous two projects, is to extend the orchestration
capabilities of Kubernetes at the Edge. It is an Open-Source platform built on top of
Kubernetes, that allows containerized (Docker) applications to be deployed at the Edge, where
the platform enables metadata synchronization with the Cloud. Edge nodes can work with low
resources, can run offline, and can be of any architecture (ARM, x86). Large complex
applications can be deployed at the Edge, including those requiring GPU acceleration such as
ML image recognition.
Additionally to the above landscape, to bridge the GAP between Containerisation and
Virtualisation – which is often seen as a strict requirement to increase resource isolation – it is
worth to mention KubeVirt [26]. KubeVirt is a project that aims at providing a unified
development platform to build and deploy applications in both virtual machines and containers.
It accomplishes this by extending Kubernetes’ orchestration capabilities by adding VMs as a
virtualized resource type and allowing developers to manage them alongside all other
resources inside Kubernetes. This allows developers to adopt Kubernetes, whilst allowing
them to deploy and manage their applications that are meant to run in VMs.
Compared to virtualisation, containerisation offers a more DevOps oriented approach, where
developers can easily test their services locally, and the version tested locally is packaged
exactly (as a container) in the same way it will run in the production infrastructure. Despite that,
management of containers is not yet well integrated in NFV management and orchestration
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solutions. For example, in ETSI OSM, while Virtual Network Function (VNF) placement in
specific nodes is well supported for virtualised infrastructures, this is not yet available for CNF
(Cloud native Network Functions) or KNFs (Kubernetes-based Network Functions).
2.1.1.2 Infrastructure as Code
One key innovative principle introduced by Cloud Native approaches is the management of
Infrastructure as Code (IaC), i.e., the definition of the infrastructure of a large system through
machine readable files. This allows as well to store an infrastructure configuration “as code” in
a versioned repository, to automate the synchronisation of “code” changes with the actual
infrastructure deployment, to combine Continuous Integration and Continuous Deployment
approaches to infrastructures. In short, thanks to IaC, developers treat an infrastructure
similarly the source code of software component, making setting up consistent environment
easier, speeding up customised infrastructure replication in different sites, and allowing a more
efficient continuous delivery, as developers edit the source code of the infrastructure, instead
of the infrastructure itself.

Figure 3: Example of how a Continuous Deployment Service could enable an IaC approach

Figure 3 illustrates an example of how a Continuous Deployment Service could enable an IaC
approach. The CD Service tracks the content of a repository that contains the descriptors of
the infrastructure. When a change is committed in the repository, the CD Service
communicates with the orchestrator (with the help of some “operator” close or inside the
orchestrator) to update the infrastructure’s deployment with the updated state described in the
code stored in the repository.
While today IaC is becoming more and more common for Cloud Native deployments thanks to
tools such as ArgoCD [27] and FluxCD [28], this is not yet the case in the NFV management
arena. A solution for NFV management based on IaC would involve maintaining descriptors
for VNFs and associated NSs in a repository, and thanks to a service for Continuous Delivery
these can then be deployed and updated in sync with the code in the repository.
As mentioned above, the state of the art of IaC for Cloud Native deployments is represented
by ArgoCD and FluxCD.
ArgoCD is a declarative, GitOPS, Continuous Delivery tool for Kubernetes. It uses git
repositories as the source for the actual state of applications and automates their deployment
in the target environments. ArgoCD is implemented as a Kubernetes controller, monitoring the
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live state of the applications deployed in the cluster, and ensures that changes made in the git
repositories are reflected in the Cluster. It supports several configuration managers such as
Helm, Kustomize and Ksonnet. Changes can be rolled back to any state committed to the git
repository, much like the code of a regular application. It provides a UI to monitor and manage
the flow.
FluxCD, similarly to ArgoCD, provides a Continuous Delivery tool for Kubernetes, using git
repository as the source of the infrastructure state. It also includes Flagger by default, which is
an additional tool to facilitate progressive delivery with automated testing and analysis, and
firing notifications on the likes of Slack and Microsoft Teams. All can be controlled and
monitored via a UI.

2.1.2 Hardware acceleration
The 5G and beyond network architecture requires increased flexibility and elasticity in order to
enable the highly demanding services in a performance and power efficient manner. This is
mainly pronounced at the cloud side due to the introduction (among other reasons) of
virtualization, containerization and other abstractions in order to enable resource sharing
amongst multiple clients targeting to support the various so-called “as-a-service” models [29],
[30]. To address this issue, high-performance server-type multicore CPUs are utilized.
However, this solution is costly, and it consumes significant power consumption. In the
Affordable5G project, our target is to follow a distributed approach i.e., to offload a
critical part of the workload processing to the edge devices.
Performing part of the processing at the edge level will alleviate the need of moving large
volume of data to/from the cloud servers, since part of the processing can happen near to the
point in which the data has been generated. Recently, FPGA computing has attracted
significant interest due to its cost-efficiency and improved data processing speed. For example,
in [31], an FPGA-based approach has been proposed targeting to exploit both hardware and
software through a co-design approach and to provide hardware offloading when necessary,
moving processing to the hardware platform and releasing part of the software computation
for other processing tasks. Another work presented in [32] developed an FPGA based radio
resource scheduler for low latency 5G applications, attaining a higher system throughput within
a scheduling period of 0.2 ms, significantly surpassing solutions without hardware acceleration.
However, FPGA approaches suffer from two main drawbacks: i) their increased power
consumption especially when high-performance FPGAs are required (as dictated in the cases
of managing compute and memory intensive network functions), and ii) reconfiguration
penalties are often paid, which might prohibit the real-time requirements necessitated by
specific network operations.

2.2 5G Network Domains
In this section we describe key technologies underlying the 5G network domains, namely the
RAN, the Core and the Transport network. In the context of the 5G RAN, focus is placed on
the open RAN solution specified by the O-RAN Alliance and on the support of RAN sharing
and neutral hosting, which are key enablers for cost-efficient NPN deployments. Regarding the
5G core, emphasis is put on the new QoS architecture that can provide significant new
capabilities compared to 4G. The focal point of the discussion on 5G Transport is the fronthaul
interface (between the RU and the DU), as well as the time synchronization techniques needed
to also support TSN over 5G.
Brief description of the NG-RAN vendor ecosystem is provided in Appendix B.1, while different
5G core network implementations are discussed in Appendix B.2.
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2.2.1 5G RAN
2.2.1.1 Open RAN / O-RAN
Initially driven by MNO 5G cost and affordability concerns, the industry transition towards an
open, disaggregated, intelligent, virtualised and highly extensible 5G vRAN architecture has
consolidated around the O-RAN Alliance [33] vision of complementing 3GPP 5G standards
with a foundation of virtualized network elements, white-box hardware and standardized
interfaces that fully embrace the core principles of intelligence and openness. An ecosystem
of innovative new products is already emerging, which will form the underpinnings of the multivendor, interoperable, autonomous RAN that have been envisioned before but is only now
becoming a reality for 5G [34]. An initial amalgamation of previous C-RAN and xRAN initiatives,
momentum has built with other players such as the Facebook-lead TIP [35] having now
announced an alignment of their Open RAN activities and specifications with O-RAN [36]. Both
ONAP [37] and ONF [38] are now also aligned with O-RAN. As well as complementing 3GPP,
O-RAN also leverages work & standards such as eCPRI (part of the Open Fronthaul) and
Sync-Plane from ITU-T/IEEE.

Figure 4: O-RAN Architecture

In the evolution from a 4G RAN to a 5G vRAN, there is an increasing consensus that the NGRAN (combinations of disaggregated e/gNBs such as RU/DU/CU) is in itself no longer
sufficient and that the user-plane breakout (UPF, what was sometimes referred to as vEPC in
4G) and Edge Cloud (EDGEAPP/MEC) are integral parts of a market conformant ‘5G NG-RAN
Edge’.
Whereas in 4G the RAN was equivalent to an eNB, in 5G, the disaggregated NG-RAN Edge
could be defined as 'e/gNB(s) + Non-3GPP RATs + Near-RT RIC + MEC'. This ‘5G Edge’
actually consists of 2 separate components, the User-plane edge cloud [39] and the Controlplane vRAN edge, incorporating a RAN Intelligent Controller (RIC), aligned to the O-RAN
Alliance, to allow control-plane AI/ML zero-touch and advanced Self-Organizing Network
(SON)/Radio Resource Management (RRM) capabilities.
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Figure 5: 5G NG-RAN Edge Intelligence in User & Control Planes

The EU is increasingly looking towards O-RAN and Open RAN as part of 5G security and to
ensure supplier diversity through appropriate multi-vendor strategies and to foster a diverse
and sustainable 5G ecosystem in the EU. Additionally, the following H2020 projects are
utilizing O-RAN aligned NG-RAN [40].
5G-COMPLETE [41] uses an O-RAN aligned NG-RAN but the focus is research into the
underlying transport network architecture and solutions that impact the 5G RAN deployment
options and consequent traffic profiles.
5G-CLARITY [42] adopts and O-RAN aligned NG-RAN but extends towards non-3GPP access
technologies like WiFi and Light Fidelity (LiFi) utilizing the Release 16 Access Traffic Steering,
Switching and Splitting (ATSSS). Applications include Industry 4.0 paradigms.
5G-RECORDS [43] uses an O-RAN demonstrator, in a media content production context, for
an ultra-low delay live audio production use-case.
2.2.1.2 RAN sharing and neutral hosting
The need to share RAN infrastructure has been driven by a number of factors including i)
CAPEX/OPEX management for new network rollouts and service area expansion, ii) mitigation
of planning and regulatory aspects of cell placement and backhaul provision, and iii) business
opportunities for infrastructure owners (like telecom tower companies, utility providers, smart
city ‘urban furniture’ owners) to provide outsourcing to existing MNOs or expand into private
4G/5G or neutral host Communication Service Provider (CSP) operations. In this respect, it is
not totally new in 5G as 4G LTE also provided RAN site and equipment sharing opportunities
such as Gateway Core Network (GWCN), Multi-Operator Core Network (MOCN) and Multiple
Operator Radio Access Network (MORAN) [44] as shown in Figure 6.
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Figure 6: 4G/5G RAN Sharing

In 5G, the neutral hosting market relevance and interest has continued to evolve from purely
RAN sharing towards multi-tenancy in the NG-RAN enabled by the introduction of PDU
sessions, network slicing and NPN, highlighted in [2].
An additional complication in 5G, with 5GC CUPS and URLLC slices, is that the UPF can now
be located at the edge, so the per tenant ownership or sharing of this UPF, together with the
control-plane mappings between the RAN CU-CP and 5GC Access and Mobility Function
(AMF) / Session Management Function (SMF) network functions must be addressed too,
adding additional permutations, options and potential interoperability issues.
2.2.1.3 Private 5G for industry verticals
The supply chain for the current type of ‘brownfield’ public 3G/4G mobile networks (Public Land
Mobile Network - PLMN), operated by MNOs, is locked-in by the traditional major equipment
vendors (like Ericsson, Nokia & Huawei). This is expected to continue, at least initially in 5G,
with some notable exceptions [45].
The main initial market opportunities for 5G Open RAN solutions are for ‘greenfield’ private 5G
networks for Industry 4.0 and additional vertical markets, i.e., Stand-alone Non-Public Network
(SNPN). These open multi-vendor Business-to-Business (B2B) solutions will be owned and
operated by a new eco-system of CSPs. Taking advantage of new spectrum licensing regimes
[46], they will provide cost-effective tailored solutions to solve the connectivity business
problems of these new generation of industrial use-cases.
One of the largest 5G vertical markets is for Industry 4.0 applications in manufacturing, IoT,
asset and fleet management [47]. 3GPP is progressing with features and enhancements to
support the specific needs of these Industrial networks [48]. Additional organizations like 5GACIA [49] are also focused on these industrial verticals [50].

2.2.2 5G Core
In this section, we first give an overview of the ongoing EU projects that exploit innovative
technologies in the field of mobile core networks and then describe the 5G new architectural
changes based on PDU Sessions and constituent QoS flows. Along this direction,
Affordable5G’s main contribution at the core network level consists in the development of a
full-fledged 5G-SA core network capable of interworking with the project’s O-RAN-based radio
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access infrastructure, and specifically tailored to the project use cases. More details of this
solution will be provided in section 3.2.2.
5GENESIS [51] implements 4G/5G core networks provided by 3 technology partners in 5 EU
city testbeds to support specific verticals. Specifically, the project started implementing 4G
cores (EPC) including the NFs HSS, MME, PCRF, SPGW, upgraded during the project lifetime
to 5G-NSA (3GPP Release 15) and ending to have the first prototype 5G SA networks in each
platform, which will include the 5G counterparts of the NFs mentioned above for 4G, hence the
AUSF, AMF, SMF, UPF. In this project, Athonet’s Core Network focuses on making effective
the separation of the user and control planes to ease flexible and agile developments as
required by specific 5G use cases, with special emphasis on virtualization and distribution to
the edge of the core network functionalities. Fraunhofer Institute for Open Communication
Systems’ Core Network, instead, focuses on the integration of the Open5GCore with
commercial, off-the-shelf vendor 5G SA base stations and with 5G RAT developed in the
5GENESIS project supporting the current need to have a genuine 5G Core Network in addition
to the evolved EPC. Finally, University of Surrey’s Core Network works towards the integration
of WiFi and 5GC, complementing 4G and other non-3GPP access technologies.
5G EVE [52] creates the foundations for a pervasive roll-out of 5G end-to-end (E2E) networks
in Europe. The project is doing so by offering to all 5G experimenters a 5G E2E facility, which
enables them to validate their network Key Performance Indicators (KPIs) and services.
Specifically, mobile core networks consisting of virtualized Evolved Packet Cores (vEPCs) are
provided by multiple vendors (including Ericsson and Nokia). Providing reliable E2E 5G
network solutions is crucial for all actors in the 5G value chain, including network operators
and vendors, as well as vertical industries and SMEs. The 5G EVE E2E facility will enable
experimentation and validation with full sets of 5G capabilities. They will be initially Release
15-compliant, and by the end of the project they will be Release 16-compliant.
5G-VINNI [53] aims at developing an E2E 5G facility that can be used to first demonstrate the
practical implementation of infrastructure to support the key 5G KPIs, and then to allow vertical
industries to test and validate specific applications that are dependent upon those KPIs. The
Resources & Functional Level of the 5G-VINNI E2E facility comprises the RAN, Backhaul,
Mobile Core and Cloud Computing facilities, the latter coming either in the form of Edge or
Centralised Clouds. The Resources & Functional Level will provide the physical resources to
host the Service Level and Network Level elements (e.g., VNFs). These are interconnected to
build dedicated logical networks, customized to the respective telco services, e.g., Enhanced
Mobile Broadband (eMBB), V2X, URLLC, mMTC.
FUDGE-5G [54] has the objective of devising, assessing and demonstrating a conceptually
novel and forward-looking cloud-native, unified and secured service-based 5G architecture,
solutions and systems for private networks. FUDGE-5G will allow for extreme interoperability
and customization for industry verticals among wired and wireless access infrastructure (“allEthernet” 5GLAN with 5G-Multicast and 5G-TSN support), enhanced Service-Based
Architecture (eSBA) platform, mobile 5GC, service orchestration and vertical applications.
Different 5G core network providers, i.e., Athonet, the Fraunhofer Institute for Open
Communication Systems, Cumucore, will enable technology elements for innovative private
networks: native 5GLAN support, 5G-Multicast and 5G-TSN. Five vertical use cases will be
used for validating in the field, the FUDGE-5G technology solutions in the 5G-VINNI testbed
operated by Telenor.
5G-EPICENTRE [55] will provide the 5G core functions to an experimentation 5G platform
focusing on software solutions that serve the needs of Public Protection and Disaster Relief
(PPDR). In this sense, full-on site 5G private networks are conceived and include the minimum
set of functionalities ensuring the maximum reliability and resilience of the tactical networks.
International Telecommunication Union (ITU) considers LTE-Advanced systems and 5G as a
mission critical PPDR technology able to address the needs of mission critical intelligence by
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supporting mission critical voice, data and video services as an IMT radio interface. 5GEPICENTRE will deliver an end-to-end experimentation 5G platform focusing on software
solutions that serve the needs of PPDR.
SMART5GRID [56] will target 5G as the first global technology standard that addresses the
variety of future use cases of the energy sector, by ensuring that both the radio and core
network performance requirements can be met in terms of end-to-end latency, reliability, and
availability. Smart5Grid aims to revolutionize the Energy Vertical industry through the
successful establishment of four fundamental functions of modern smart grids, i.e., (i)
automatic power distribution grid fault detection, (ii) remote inspection of automatically
delimited working areas at distribution level, (iii) millisecond level precise distribution
generation control, and (iv) real-time wide area monitoring in a creative cross-border scenario,
thus assisting power grid operators and other energy stakeholders (e.g., smart grid operators,
distribution system operators/transmission system operators, energy service providers, etc.).
Smart5Grid introduces a 5G experimental facility, supporting integration, testing and validation
of existing and new 5G services and NetApps from third parties since underpinning
experimentation with a fully softwarised 5G platform for the energy vertical industry is one of
the key targets of the project.
AI@EDGE [57] addresses the challenges harnessing the concept of “reusable, secure, and
trustworthy AI for network automation”. In AI@EDGE European industries, academics and
innovative SMEs commit to achieve an EU-wide impact on industry-relevant aspects of the AIfor-networks and networks-for-AI paradigms in beyond 5G systems, spanning the radio access
infrastructure and the core network functions. In this context the 5G concepts converge into a
connect-compute platform for creating and managing resilient, elastic, and secure end-to-end
slices capable of supporting a diverse range of AI-enabled network applications.
2.2.2.1 PDU Session primer
One of the key internal changes between 4G and 5G is a new QoS architecture based
on PDU Sessions and constituent QoS flows (Figure 7). The changes from the 4G
equivalent (EPS bearer) have facilitated significant new 5G capabilities compared to 4G.

Figure 7: PDU sessions and QoS flows
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Some of the key benefits of the QoS architectural change include:
•

•
•

•

•

•

•

Finer grained QoS (Multiple QoS Flows, with their own QoS characteristics, per PDU
Session, whereas in 4G different QoS services implied different EPS bearers). See [2]
section 5.7 and [58] chapter 12.
The basic building blocks and enabler to implement 5G network slicing. See [2] section
5.15 and [59] section 4.3.
Multiple PDU sessions per UE and network slice, each with potentially distinct UPF and
Data Networks (DN) which elegantly enable Traffic Steering, Edge Compute (MEC)
and LBO. See [59], section 4.3.
This split UPF/DN capability also enables an alternative Home Routed roaming
architecture in additional to the more traditional LBO roaming, important for vertical
NPN (Non-Public Network) applications.
Whereas 4G only provided transport of Layer-3 IP services, PDU Sessions also support
transport of Layer-2 Ethernet & Unstructured services which enable B2B applications
such as VLANs, Industry 4.0 TSN bridging and makes it far more suitable for many
future vertical market scenarios (see [2] sections 4.4.6, 5.29).
The mapping between DRB (Data Radio Bearer) and the QoS Flows component of the
PDU sessions in the Access Stratum adds an additional SDAP (Service Data Adaption
Protocol) layer in the CU-UP of the NG-RAN.
Multi-connectivity (Carrier Aggregation, with Multi-access MA PDU Sessions,
redundancy for URLLC [2] section 5.33), ATSSS ([2] section 5.32), Non-3GPP access
(N3IWF) and indeed Vehicle-to-everything (V2X) are also mapped to underlying Radio
Bearers, QoS Flows and PDU Sessions.

For more information on PDU Sessions see [2] section 5.6 and [58] chapter 12. For details
refer to [60] and [59] section 4.3. What is shown here is a simplification.
A PDU Session in 5G System (5GS) represents an association between the UE and a data
network (see [2]). The 5G Core Network (5GC) uses the PDU Session to support a PDU
connectivity service providing the exchange of PDUs between the UE and the Data Network.
The 5GS supports three PDU Session types: IP PDU Session type, Ethernet PDU Session
type and Unstructured PDU Session type. There are specific operation and management
aspects for each PDU Session type which need to be considered by the 5GS, however most
of the procedures defined in the 3GPP specifications are common for all PDU Session types.
The use of PDU sessions to enable 5G network slicing, with an O-RAN aligned architecture,
is shown in Figure 8.

Figure 8: PDU Sessions in Network Slicing aligned with O-RAN
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2.2.3 5G Transport
Transport Network topologies have a direct impact on 5G deployments and service
performance, especially when the 5G RAN architecture is based on Lower-Layer Split (LLS).
Figure 9 demonstrates the characteristics and requirements of the different 5G RAN transport
segments, namely the fronthaul, the midhaul and the backhaul segments.

Figure 9: 5G RAN fronthaul, midhaul and backhaul transport segments [61]

Development of 5G transport network has been addressed in recent EU projects including 5GPICTURE and 5G-COMPLETE. The 5G-PICTURE [12] project developed and demonstrated
a converged fronthaul and backhaul infrastructure with integrated advanced wireless and novel
optical network solutions. ADVA’s G.metro technology was successfully demonstrated in 5G
railway experimental testbed. The testbed was showcasing seamless service provisioning and
mobility management in high-speed moving environments. The architecture and the test
results are published in [62].
The 5G-COMPLETE [41] project’s name is an abbreviation that stands for “A unified network,
Computational and stOrage resource Management framework targeting end-to-end
Performance optimization for secure 5G muLtitEchnology and multi-Tenancy Environments”.
This project addressed Ethernet-based RAN transport with deterministic low latency, low jitter,
and extremely low loss. The novel transport approach is published in [63] and [64].
In Affordable5G, particular emphasis is put in providing efficient support for the
fronthaul interface since it involves the strictest timing requirements. In addition, the
transport network and the accompanied time synchronization techniques will be used
for the realization of the TSN over 5G proof-of-concept that will be addressed in the
context of the project. A brief description of the 5G fronthaul interface is provided in the
following subsection.
2.2.3.1 5G Fronthaul interface
The Common Public Radio Interface (CPRI), as 4G fronthaul standard, was published in 2003.
This interface was based on Time-Division Multiplexing of antenna data streams in form of Inphase (I) and Quadrature (Q) samples. When the industry moved towards Ethernet fronthaul
transport, IEEE introduced 1914.3 Radio Over Ethernet (RoE) [65]. The IEEE 1914.3 RoE
standard defined the encapsulation of digitized radio, mapper/demapper functions and the
header format for transfer CPRI streams over Ethernet.
CPRI and RoE did not scale well along with 4G enhancements (e.g., MIMO) and 5G NR. The
fronthaul bandwidth demands were extremely high.
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To answer the new challenges, the eCPRI standard [66] emerged with a much flexible way of
Ethernet fronthaul, allowing statistical traffic multiplexing, and enabling support for different
LLS options. Specifically, LLS 7-2 converts the time domain signal to frequency domain. As
result, the fronthaul capacity demands might be reduced by 60%-80% depending on radio
configuration, in comparison to CPRI or RoE.
That is why today’s consensus about the RAN Fronthaul interface is eCPRI.
The eCPRI interface includes the following information flows:
1.

2.

3.

User Plane
• User Data
• Real-Time Control Data
• Other eCPRI services (remote reset etc.).
Control and management Plane
• Control and management information exchanged between the control and
management entities within the eREC and the eRE. This information flow is
conveyed to the higher protocol layers and is not considered time critical.
Synchronization Plane
• Synchronization data used for frame and time alignment.

The eCPRI protocol stack is depicted in Figure 10.

Figure 10: eCPRI protocol stack over Ethernet/IP

The standard defines eCPRI protocol over a variety of physical layers (optical, electrical,
backplane). Optical fibre interfaces are the most relevant for the 5G RAN deployment.
Currently 10GE SFP+ transceivers are very common, while 25GE SFP28 and 100GE QSFP28
are also available for deployment but for a higher cost.
Ring topology is the most efficient way for deployment of a fibre network, because it provides
resiliency with minimal number of fibre links. A drawback of a regular fibre ring topology is
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scalability: the bandwidth increases along with the number of ring nodes, so more fibres are
required. Also, the overall latency increases with the number of nodes grow.
To save optical fibre and reduce the forwarding latency, Wavelength Division Multiplexing
(WDM) is proposed. In this case, colorized transceivers are plugged in Transport Network
Equipment (TNE), as well as in remote antenna units. This approach converts shared optical
ring topology into a wavelength point-to-point connectivity (Figure 11).

Figure 11: Shared fibre ring with WDM P2P channels

For example, ADVA’s G.metro self-tuning enhanced Small Form-factor Pluggable (SFP+)
devices boost the capacity of fiber-based access networks without significant changes to
existing hardware equipment [67]. What is more, with automated tuning capabilities it also
reduces inventory and provisioning efforts to a minimum. Another advantage is increased
security, as fiber tapping of multiplexed wavelengths becomes more complicated.
Besides eCPRI standard, CPRI group has also published additional requirements for the
Transport Network in a separated document [68].
•
•

eCPRI synchronization plane is based on existing protocols: SyncE, PTP.
eCPRI QoS is encoded in PCP-field of VLAN tag or in DSCP of IP header.

2.2.3.2 5G NR RAN latency requirements
The eCPRI protocol allows sharing of fronthaul and non-fronthaul flows over the same link,
where fronthaul flows have strict latency requirement. IEEE addresses this application in
802.1CM standard, published in 2018 [69]. The standard defines 5G NR fronthaul latency
budget and two TSN profiles: Profile A and B. The major differences between TSN Profile A
and TSN Profile B are the maximum frame size of non-fronthaul traffic and frame pre-emption.
2.2.3.3 5G NR synchronization requirements
Ultra-short frames, carrier aggregation and Coordinated MultiPoint (CoMP) introduced in 5G,
require improved time synchronization accuracy. Below are recommendations from O-RAN
Control, User and Synchronization Plane Specification [70]:
•
•

The relative time error between the O-DU and O-RU shall be within a limit of 3μs
(±1.5μs).
The expected accuracy of the reported O-RU delay characteristics is 200ns.
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2.2.3.4 IEEE TSN and Transport Networks
IEEE TSN is not a single standard but rather a large set of features developed over more than
decade. A categorization of the relevant IEEE TSN standards is provided in Table 1.
Category

IEEE Standards

Time Synchronization

802.1AS (Network Timing & Synchronization)

Latency and Jitter

802.1Qbu & 802.3br (Frame Preemption)
802.1Qav (Credit Based Shaping)
802.1Qbv (Scheduled Traffic)
802.1Qch (Cyclic Queuing)
802.1Qcr (Asynchronous Traffic Shaping)

Reliability and Redundancy

802.1CB (Frame Replication & Elimination)
802.1Qca (Path Control & Reservation)
802.1Qci (Per-Stream Filtering)

Resource Management

802.1Qat & 802.1Qcc (Stream Reservation)
802.1Qcp (YANG Models)
802.1CS (Link-local Reservation)

Table 1: Relevant IEEE TSN standards

Time aware shaping (IEEE 802.1Qbv) and frame preemption (IEEE 802.1Qbu & 802.3br) are
the two key mechanisms used to limit Ethernet frame propagation latency. When we are
looking at control of jitter (or packet delay variation), frame preemption is the main method.
Frame preemption standard was published in 2016, but its industry adoption was slow, mostly
because of implementation cost. The turning point was the evolution of Industry 4.0, where
both bounded latency and controlled jitter became mandatory features. Yet another reason for
adopting frame preemption is eCPRI fronthaul, described earlier in the document.

2.3 Management, Orchestration and Automation
The section presents state-of-the-art technologies for service management and orchestration,
as well as solutions for 5G network automation.

2.3.1 Slicing
5G technologies, including programmable and end-to-end network slicing, have been the focus
of extensive research in academia and industry, and the scope of several 5G PPP projects. In
the literature, several approaches have been presented in this domain, and the main aspects
tackle RAN slicing ([71], [72], [73]) and end-to-end slicing ([74], [75], [76]). These aspects have
been studied in several EU projects such as 5G-EVE, 5G-ESSENCE and 5G-CLARITY, to
name a few.
Focusing on end-to-end slicing, the authors of [74] present an optimization problem formulated
with the aim of adjusting the resources assigned to the slices based on network load, but they
do not consider requirements for the resource mapping. The work in [75] takes a step beyond
the mathematical and simulation studies by introducing an end-to-end slicing system
implemented on an open-source testbed. Similarly, the authors of [76] propose an
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infrastructure end-to-end slicing engine able to deploy resource chunks on the computer,
networking, and access domains, and to deploy dedicated services focusing on static uses
cases.
On the 5G PPP projects, 5G-EVE in [77] presents a platform seeking to offer value-added
features for E2E validations, including multi-technology service slicing. The infrastructure
enables the spawning of network services in the form of VNFs and Physical Network Functions
(PNFs) by leveraging the SDN and NFV Management an orchestration layer deployed.
Likewise, 5G-ESSENCE [78] mainly tackles flexible RAN slicing management to satisfy the
needs of verticals such as aviation and makes it possible through a centralized SoftwareDefined RAN (cSD-RAN) controller that programmatically selects the spectrum resources to
be dedicated to each slice. Finally, the paper in [79], presents an overview of the 5G-CLARITY
innovations, among which the deployment of end-to-end private network slices for service
provisioning and its interconnection with public 5G slices is highlighted. The SLA provided to
such services is improved by means of an Intent Engine and an AI Engine to automate its
configuration and management.
In the second half of 2020, the O-RAN Alliance introduced the slicing architecture [80], where
the general principles, requirements, reference signals and deployment options for network
slicing on the reference O-RAN architecture are presented. O-RAN conceives network slicing
as an end-to-end feature including core, transport and RAN segments. The specification
presents a total of four deployment options, according to the location of the Network Slice
Management Function (NSMF) and the Network Slice Subnet Management Function (NSSMF)
in the Service Management and Orchestration (SMO) layer. Figure 12 depicts the O-RAN
slicing reference architecture describing the relationship with the 3GPP slice management
functions (NSMF, NSSMF), the 3GPP management functions such as the Network Function
Management Function (NFMF) and the O-RAN slice lifecycle and management procedures.

Figure 12: O-RAN Slicing Reference Architecture
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Conversely, the technical report in [2] introduces the Network Slice Selection Function (NSSF)
in the 5G Core to assist slice selection, for instance based on the permitted PLMN IDs and
NSSAIs, and perform an AMF reselection if needed. In this case, the NSSF determines the
mapping with the allowed and configured NSSAI in the involved NFs for the serving PLMNID.
Then, the NSSF determines the AMF set to be used to serve the UE and updates its
configuration. The 3GPP slicing architecture and the interaction with the network functions is
depicted in Figure 13.

Figure 13: 3GPP Network slicing architecture

2.3.2 Orchestration
The 5G era in terms of implementation has already started, causing a paradigm shift towards
virtualization and cloudification of both network functions and services. To that end, both
industry and academia have put significant effort in research and initiatives on the network
resource orchestration. The topic of resource orchestration has recently attracted great interest
by the research community, with the primary efforts focusing on the network core (neglecting
the edge resources) in single-domain scenarios, providing heuristic algorithms for VNF
placement and service chain creation [81], [82], [83], [84]. To overcome their limitations, recent
works deal with the resource orchestration in scenarios with multiple administrative domains
[85], [86], [87]. Although these works can be considered as a step forward in the context of 5G
network orchestration, they are still very preliminary in terms of implementation, evaluating
their proposed solutions either via simulations or simple proof-of-concepts.
Regarding the initiatives for actual implementations, both open source and commercial
products have been built to provide the next generation networks with orchestration
capabilities. Open Source MANO (OSM) [13] (Figure 14) is one of the most important and
widely adopted open source projects, aligned with ETSI NFV specifications. In the same
context, Open Network Automation Platform (ONAP) [15] (Figure 15) is a comprehensive
platform for orchestration, management, and automation of network and edge computing
services for network operators, cloud providers, and enterprises. SONATA platform [88] is the
outcome of 2 EC-funded projects, i.e., SONATA [89] and 5G-Tango [90], being a vendoragnostic MANO platform that fully embraces the flexible programmability of 5G networks and
the virtualization of the communication services. The widely adopted Cloudify solution [91]
for multiple cloud platforms orchestration is aligning with ETSI specification and it offers an
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open-source version as well as commercial options. With respect to the commercial world,
Netcracker's suite [92] includes orchestration capabilities, an SDN Controller, and a range of
VNFs, such as virtualized customer premises equipment (vCPE), virtualized evolved packet
core (vEPC), and other value-added VNFs and management offerings. Nokia has designed
Cloudband [93] that facilitates the hosting, orchestration, automation, and management of
VNFs, CNFs and services. Huawei Network Control Engine [94] is the “brain” of Huawei's
Intent-Driven Network (IDN), integrating the network management, control, and analysis
functions. HPE NFV Director [95] claims full compliance with ETSI NFV specification and
provides VNF and CNF orchestration and management, design and edition of descriptors, and
automated actions based on policies. Amdocs NEO [96] is a comprehensive solution providing
design, orchestration and inventory management capabilities of cloud-native services.

Figure 14: OSM architecture

Figure 15: ONAP architecture
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All the existing approaches constitute ongoing projects that already bring important capabilities
in the automation of 5G virtualized networks. However, these initiatives have focused on the
orchestration of network resources and data centers, without explicitly taking into account the
challenges of the network edge: i) limitation of resources, as storage, communication and
computational resources are more scarce (and thus valuable) as we move towards the edge
of the network; ii) the consideration of network edge makes the network truly heterogeneous,
stressing the need for orchestrating different functions (both physical and virtual) and different
devices (e.g., sensors, cameras, etc.); and iii) as more technological domains are incorporating
in the network, the possibility of having multiple administrative domains and underlying
infrastructures (e.g., VMs or containers) increases significantly, requiring high level
orchestrators that orchestrate the individual domain orchestrators. In addition, the recently
formed O-RAN Alliance [33] aims at re-shaping the RAN industry towards more intelligent,
open, virtualized and fully interoperable mobile networks.
The importance and the aforementioned challenges at the edge domain have motivated the
introduction of the ETSI MEC initiative [97], as well as several research works for the service
orchestration of different vertical applications. To that end, the work in [98] designs, implements
and evaluates (over LTE) a connected-vehicle service orchestrator, which aims to optimize the
QoE of an infotainment video streaming. In [99], an extended framework for the management
and orchestration of UAVs’ services in a MEC-NFV environment is presented. The recent
COVID-19 pandemic outbreak triggered the identification of health-related MEC use cases, as
presented in [100]. In [101], the authors propose a MEC architecture for large scale IoT
deployments (such as Smart Cities) supporting existing and future IoT platforms and compliant
to the ETSI MEC standard. Apparently, despite the preliminary interesting insights of the
existing works on 4G and small-scale testbeds, we are still far from actual implementations of
MEC-related use cases in real networks, which will require a holistic and seamless MEC
orchestration of the emerging services along with the virtual network components of the 5G
service-based architecture.

2.3.3 AI/ML – based network optimization
2.3.3.1 AI/ML in 5G
The previously unseen demands for high-reliability and ultra-high-capacity wireless
communications have led to imminent challenges across all domains of the next-generation
wireless system. These pervasive and ever-growing increasing data will require robust
intelligent algorithms for different services in different scenarios. The combined efforts from
multi-disciplinary fields, spanning from physical to higher-level network layers, are important
for the success of the wireless communication industry. Towards this direction, AI/ML
techniques will play a critical role in the success and deployment of an intelligent, cognitive,
and flexible 5G system, primarily due to the memorization and accurate decision-making
capabilities. As a matter of fact, ML algorithms have already been proved as a powerful tool
with many potential applications to enhance and facilitate wireless communication network in
several topics, such as radio channel modelling, channel estimation, signal detection, network
management and performance improvement, access control, resource allocation.
ML is a specific branch of the AI field that extracts knowledge from datasets according to
historical information (supervised and unsupervised learning), or real-time decision making
based on rewards without a priori experience (reinforcement learning). In the framework of
wireless and mobile networks, ML serves as a promising venue both in management,
orchestration and resource allocation aspects in order to enhance the network performance.
Indicative inputs for ML algorithms can be several network metrics, such as signal strength
indicators, channel state information, slice network traffic, offloading, etc.
In general, ML is divided into three wide categories depending on the nature of the input

© 2020-2022 Affordable5G Consortium

Page 44 of 152

D1.2: Affordable5G building blocks fitting in 5G system architecture (V 1.0)

(training) data: (i) supervised learning, which considers the features and the corresponding
labels of the data to be known in advance (e.g., regression and classification), (ii) unsupervised
learning, which attempts to extract hidden patterns of unlabelled data (e.g., clustering), and (iii)
reinforcement learning, which includes a trial-and-error training approach through the
interaction of a cognitive agent with an unknown environment (e.g., Q-learning, Deep
Reinforcement Learning – DRL). An important ML concept refers to (iv) federated learning,
according to which several decentralized models contribute to the construction of a centralized
global model by sharing local information. Table 2 illustrates the ML categories, along with
their description and widely used algorithms.

Table 2: Overview of Machine Learning Techniques [102]

AI/ML techniques for 5G networks have been investigated in several ongoing 5G PPP projects,
including ARIADNE, 5G-COMPLETE, 5G-CLARITY, MonB5G and LOCUS.
The ARIADNE [103] project focuses on high-bandwidth wireless communications in D-band
(above 100 GHz), mainly relying on three use cases: (i) outdoor backhaul/fronthaul networks
of fixed topology, (ii) advanced non-line-of-sight connectivity based on Reconfigurable
Intelligent Surfaces (RISs) and (iii) ad-hoc connectivity in moving network topology. In the
frame of the project, the consortium will exploit advanced connectivity aspects based on
metasurfaces, where the objects within the network can act as tunable reflectors for shaping
the propagation environment. To this end, AI/ML techniques will be developed in order to
dynamically assign and reconfigure the cognitive RISs to provide continuously reliable high
bandwidth access links. The ARIADNE project includes various vertical activities, spanning
from theoretical paradigms (beyond Shannon approach), modelling and tuning of the
metasurfaces, RF-frontend energy-efficient architectures of D-band transceivers,
characterization of the D-band propagation environment to ML-assisted approaches for
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resource allocation and network optimization. The AI/ML methods proposed in ARIADNE
primarily include physical-layer intelligent support, such as channel modelling (related channel
parameters, weather-oriented effects), antenna system configuration (beamforming and
tracking), intelligent tuning of the metasurfaces and network optimization techniques especially
focused on resource allocation, route finding/scheduling, placement of radio network
components with or without the present of RISs both for indoor and outdoor cases.
5G-COMPLETE [41] attempts to effectively combine the computing and storage resource
functionality of 5G networks over Fiber-Wireless (FiWi) oriented RAN. In general, 5GCOMPLETE inherits the concept of open and programmable interfaces to overcome vendor
lock-in (O-RAN). Key pillars of 5G-COMPLETE include the high capacity of fiber and highfrequency radio links under the umbrella of a unified architectural outline. The 5G-COMPLETE
architecture is divided into three tiers (edge, regional and core cloud) and split into 4 vertical
network slices according to 5G-PPP specified service types (mMTC, eMBB, uRLLC and
uRLLC industrial). Specifically, the activity proposes a layered architecture, which is
hierarchically organized as follows:
•
•
•
•

Multi-technology Fronthaul/Midhaul/Backhaul with hybrid edge/cloud technologies
Hierarchical SDN control plane for end-to-end Transport Network (TN) connectivity,
with tech-specific child controllers and RAN controller
MEC-enabled NFV orchestration across edge/cloud nodes
End-to-end slice management driven by service intents.

To intelligently manage the whole 5G architecture scheme, a cross-layer AI/ML platform is
established in a closed-loop manner, mainly providing assistance in the following directions:
•

•

•

The Vertical Service Management Function (VSNF) and the Network Slice
Management Function (NSMF) are responsible for the translation of service intents into
network slice profiles, dynamic detection of intent evolution at runtime and slice sharing
decisions.
The E2E NFV & MEC Orchestrator jointly manages the network function placement
and routing and is responsible for closed loop adaptation to dynamic service intents
and network loads, re-optimization of function placement, traffic routing, aggregation,
RWA and scheduling.
From the O-RAN side, the AI/ML platform supervises the control of radio resources,
network connectivity and edge/cloud computing and continuously performs reoptimization based on infrastructure load and service dynamicity. Joint multi-tier
allocation algorithms for elastic bandwidth on demand and traffic aggregation at the
interfaces with wireless/compute resources are also proposed.

Regarding the ML framework, a data-driven self-optimization strategy is adopted, primarily
focusing on a 3-fold optimization approach (network, computational and storage resource
allocation). Specifically, global optimization schemes including centralized approaches based
on Integer Linear Programming (minimization of combined compute/network power
consumption, optimal placement of DU/CU functions, optimal routing, wavelength assignment
and scheduling, traffic engineering at the edge and placement of MEC nodes), as well as
decentralized approaches based on Evolutionary game theory (optimal routing problem in
converged wireless/optical environments) are of particular interest. Finally, real-traffic data are
exploited to train neural networks in order to forecast future network demands and estimate
mobility patterns and channels conditions.
The 5G-CLARITY [42] activity poses the significance of moving beyond public 5G networks
and focuses on the realization of private and beyond 5G networks. The architectural design of
5G-CLARITY brings a two-fold innovation, namely development of novel user and control
plane components to deliver a private 5G network that integrates 5G New Radio (5GNR), WiFi
and Light Fidelity (LiFi) technologies and employment of slice management entities for isolated
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heterogeneous access network, integration of private and public networks and establishment
of ML models for network supervision purposes. In specific, SDN/NFV components along with
an AI engine will be encapsulated in the SMO layer to automate network management and
contribute to the self-organization of the proposed scheme. Moreover, the 5G-CLARITY project
will be tested under two indicative use cases: a human-robot interaction application and a
network slicing and Automated Guided Vehicle (AGV) positioning application for Industry 4.0
paradigms.
Openness principles featured by O-RAN community and open standards are also adopted in
the context of 5G-CLARITY. Towards this direction, the physical infrastructure is mainly
composed of COTS servers that are in turn divided in RAN/edge compute servers, white box
switches with SDN support and a heterogeneous wireless RAN. The Infrastructure
Management Framework (IMF) module combines the NFV MANO and SDN controller
functionalities, whereas the SMO building block manipulates the network slices. Finally, a
distribution of dedicated control and user plane VNFs are employed to assist the wireless RAN.
Considering the AI/ML functionality, the AI engine function will act as the cornerstone within
the proposed 5G system intelligence, with excessive contribution in the automation of the
configuration and management of the network slicing. According to O-RAN specifications,
there is an interface between the data acquisition (RAN Telemetry module) and the host of
ML-training models. The latter is in charge of the data processing, provision of model
predictions (e.g., detect anomalies), while also exhibits self-training capabilities in cases of
accuracy degradation.
The MonB5G [104] activity mainly differentiates from the above projects by establishing a
distributed management of network slices in 5G+ networks. In general, the conventional
centralized architectures fail to deal with the varying requirements of massive coexisting
network slices. In the framework of MonB5G project, a slice-specific management and
orchestration scheme is developed to separately handle the deployment of a massive number
of network slices and create slice-specialized AI/ML optimization mechanisms. Key pillar of
MonB5G is the development of a hierarchical, fault-tolerant, automated data driven
management system, highlighting the need for security robustness and energy efficiency.
Finally, MonB5G takes advantage of the well standardized MANO and MEC frameworks,
incorporating complementary intelligent orchestration-related abilities.
In addition, MonB5G will place the intelligence across several network domains, distributing
the cognitive capabilities and the decision making across various components. Specifically,
two research paths are determined within the scope of this project: (i) a distributed ML for E2E
slice orchestration and (ii) federated learning approaches for the joint optimization of
computational and communication resources. Importantly, the network slice service-level KPIs
of this activity are not only restricted to metrics concerning a single VNF but take into
consideration multi-level metrics from all the network slice components. The distributed ML
models hosted in the SMO, in collaboration with the intent-based policy requirements result
into a zero-touch network configuration (e.g., update of the RAN configuration when
necessary) of sliced B5G networks. Moreover, AI-driven security schemes will be employed
for identification and mitigation of both in-slice and cross-slice attacks and ML-assisted
techniques will be developed to optimize the network resources in an energy efficient manner.
Preliminary studies of MonB5G team exhibit slice-specialized traffic and capacity prediction
algorithms exploiting real data of BS traffic time series, based on Deep Neural Networks (with
convolutional and fully connected layers). Finally, the concept of federated learning is used to
spread the trained ML model parameters across the cognitive entities of various network slices.
The LOCUS [105] project mainly concerns the location information of people and things,
attempting to improve the functionality of 5G infrastructure to accurately provide and analyse
spatiotemporal patterns. Such an approach is provisioned to be critical in the increase of the
overall 5G network ecosystem, offering the opportunity to develop novel applications and
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services. The main contribution of the LOCUS project relies on an architectural intervention,
which introduces a new network component in the 5G core network. Specifically, the additional
LDAF network function will act as a network data analytics processor, augmenting the 5G
Location Service (LCS) architecture and interconnecting the network operationalization (internetwork function analytics and information exchange) with the ML-based network parts.
Moreover, LDAF is expected to provide on-demand services either in the edge or core parts
of the network, depending on the accuracy and real-time requirements. Notably, the LDAF
component is provisioned to encapsulate all the localization related data from the network, as
well as incorporate ML functionality in order to enhance the predictability though data analysis.
2.3.3.2 O-RAN AI/ML intelligence
Open radio access network (O-RAN) Alliance has already started to participate in the recent
5G architectures, primarily embracing the concepts of transparency, openness, and
intelligence. Key pillars in the deployment of O-RAN building blocks offer the opportunity to the
mobile operators to independently define and design open hardware, supporting both
centralized and distributed cognitive radio control across all the RAN components. Towards
achieving these goals, several focus and working groups (C-RAN alliance, xRAN forum, ITUT Focus Group on Autonomous Networks and the recently announced group RAN Intelligence
& Automation - RIA) have been formed to collaborate in the definition of requirements, use
cases and architectural aspects that an O-RAN setup has to be compliant with.
In addition to RAN programmability and network openness, one of the main objectives of ORAN is to reshape the current architectures into more intelligent and autonomous versions.
The O-RAN solutions are provisioned to host advanced data science tools, leveraging AI and
ML functionalities to significantly automate the control-flow process and enhance the RAN
performance. Introducing such an intelligence level requires a well-defined architectural design
in order to support algorithms that continuously gather and exploit the network data in an
efficient manner. RAN functionalities and building blocks must be re-defined beyond the
traditional manually programmed methods in order to host AI/ML capabilities and handle the
ever-increasing complexity of the envisioned networks. The flexible system disaggregation
(see Figure 16), along with open interfaces, have been reported as the key concept according
to which operators can isolate RAN components from different vendors, while providing multivendor interoperability. These disaggregated and open RAN solutions are the first step before
AI/ML algorithms can take over the management of advanced RAN functions, especially with
regard to AI algorithms placement and the introduction of agent-based distributed techniques
in solving complex problems requiring high security and trust.
According to O-RAN Alliance specifications describing the AI/ML workflow and requirements,
two main entities, namely the non-real-time (RT) RAN intelligent controller (RIC) and the nearRT RIC, will play a critical role in the AI/ML assistance and control loops, determining the
optimization rationale of the O-RAN deployments according to the time scale each of them
manages (e.g., the near-RT RIC operates in the range of 10/500 ms, while the non-RT RIC at
greater than 500 ms). Besides the controllers’ functionality, the O-RAN Alliance also specifies
open interfaces and disaggregates the near-RT functions from central unit (CU) and distributed
unit (DU), partially relaxing the hardware requirements at the cell site. This is coupled with the
introduction of applications (xApps and rApps), which can potentially be hosted either on nearRT RIC for near real-time control (E2 interface between near-RT RIC and CU) or on non-RT
RIC (A1 interface between near-RT RIC and non-RT RIC), depending on the time sensitivity
of the control process. AI/ML algorithms are considered to run as on-top of the near-RT RIC
(for resource optimization) or the non-RT RICs applications (for policies and orchestration) and
can be re-configured by the mobile operators depending on their specific needs.
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Figure 16: Evolution of RAN architectures. (A) Closed system monolithic approaches offer little or no
flexibility (vendor lock-in). (B) Cloud or Centralized RAN where baseband unit is located either in a
data center or a far-edge location and remote radio heads are connected through a high-bandwidth
front-haul. (C) O-RAN disaggregation to enable multi-access edge computing and distributed network
monitoring

Probably the most critical target of the O-RAN architecture is the realization of intent-based
management. This idea mainly implies an intelligent configuration performed at the RAN in a
sense that setting technical parameters (e.g., handover thresholds between cells), scheduling
and prioritizing across users and services in an intent-driven manner. As part of the SMO
module, non-RT RIC will have critical engagement in this concept, at least during the initial
phase of the O-RAN deployment.
In this subsection we summarize the design principles underlying the O-RAN potential to
encapsulate the concept of a cognitive management-oriented SON, especially for purposes of
RRM. Firstly, we showcase the state-of-the-art of several active 5G projects (initiated during
5GPPP Phase 3). Next, we consider a general-purpose RRM task that has to be addressed
by the O-RAN architecture, highlighting the engagement of AI/ML workflows. Finally, we
present the well-documented parts of the O-RAN architecture with respect to AI/ML support in
a generic manner, outlining possible Deep Learning (DL) and Deep Reinforcement Learning
(DRL) algorithms implemented within O-RAN deployments.
2.3.3.3 Network Automation Standardization activities
With artificial intelligence enabling autonomous networks in areas such as planning,
deployment, operation, optimization, service deployment, and quality assurance, most of the
standards development organizations and industry bodies are actively involved in
standardization for autonomous networks.
In this regard, the ETSI Experiential Network Intelligence (ENI) group [106] specifies an
architecture of cognitive network management based on ML techniques and context-aware
policies. The objective is to configure services depending on user needs and environmental
conditions. Published specifications include a set of use cases and the derived requirements
for a generic technology independent architecture of a network supervisory assistant system.
ENI is developing a general-purpose architecture for enhanced network intelligence, and a
mapping on NFV policy management is under discussion as NFV started policy modelling work
for automating NFV management and VNF CI/CD.
The ETSI TC INT WG AFI (Autonomic Management and Control Intelligence for Self-Managed
Fixed & Mobile Integrated Networks) is studying Generic Autonomic Networking Architecture
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(GANA), while the ETSI Zero-touch network & Service Management (ZSM) is studying
closed-loop automation in the ZSM framework, optimized for data-driven machine learning and
AI algorithms. Furthermore, other relevant ETSI groups include NFV (Network Functions
Virtualization), OSM (Open Source MANO), MEC (Multi-access Edge Computing) and F5G
(Fifth Generation Fixed Networks).
Regarding 3GPP, its Release 8 (start of LTE era) has introduced the concept of self-organized
network to enable self-configuration, self-healing and self-optimization, with main benefits
reduction of operating expenses and improved performance. The Network data analytics
(NWDA) function introduced in Release 15 (start of 5G era), can be used in QoS guarantees,
traffic steering, dimensioning and security. Further study in Release 16 kicked off in 3GPP SA2
(Service and System Aspects – Architecture). Relevant 3GPP Working Groups include SA2
(Service & System Aspects-Architecture), SA5 (Service & System Aspects-Management,
Orchestration and Charging) and RAN.
The ITU-T has also provided specifications for the use of ML in future network. In this context,
the Focus Group on Machine Learning for Future Networks including 5G (ITU FG-ML5G
[107]) was active from January 2018 until July 2020. The Group drafted technical specifications
for ML for future networks, including interfaces, network architectures, protocols, algorithms,
and data formats. Out of the ten FG ML5G’s technical specifications, four have already been
turned into ITU Recommendations (standards), one into a Supplement, and the other five are
in the process of being turned into ITU standards.
A list of relevant standardization activities within 3GPP and ITU-T is presented in Appendix A.
Regarding open-source communities, the Open Network Automation Platform (ONAP) [15] has
been building and enhancing use cases for radio, core and transport automation on top of its
policy-driven close-loop framework. In this context, Intent-based end-to-end (E2E) slicing
automation is on its way.
2.3.3.4 AI/ML platforms
An AI platform can be considered as an end-to-end software engineering lifecycle
management of ML models from the design phase to deployment phase across cloud and
edge computing environments.
The ITU-T Y.3176 recommendation [108], provides the architecture and reference points for
integrating ML marketplaces in future networks. Additionally, the interaction process of model
search, model selection and push, model discovery, model training and model deployment are
provided.
CubeAI [109] is an open-source AI platform independently developed by the China Unicom
Research Institute. It currently includes sub-platforms and functional modules such as AI online
training, automated model release and deployment, and visualization of AI capabilities. Its core
role is to break through the barriers between AI model development and actual production
applications, accelerate the process of AI innovation and application, and promote the rapid
iteration and evolution of the entire life cycle of AI applications from design and development
to deployment and operation.
Huawei’s Network AI Engine (NAIE) [110] is an AI design and development platform that
continuously performs AI training for and extracts knowledge from various types of network
data uploaded to the cloud. In this way, it generates AI models and network knowledge, which
is then injected to network infrastructure, network management and control units, as well as
cross-domain intelligent O&M units. The platform also serves as an intellectual asset sharing
center where carriers can centrally manage, share, and reuse AI models and network
knowledge, eliminating repeated development or training. The platform provides the data
service, training service, AI marketplace, and network AI applications on the cloud for carriers
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and third-party service application developers.
Adlik [111] is an open-source project initiated by ZTE and now incubated by the Linux
Foundation AI (LF AI). The goal of Adlik is to accelerate deep learning inference process both
on cloud and embedded environments. Adlik consists of two sub projects: model compiler and
serving platform. Model compiler supports several optimizing technologies like pruning,
quantization and structural compression to optimize models developed in major frameworks
like Tensorflow, Keras, and Caffe, so that they can run with lower latency and higher computing
efficiency. Serving platform provides deep learning models with optimized runtime based on
the deployment environment such as CPU, GPU, and FPGA. Based on a deep learning model,
the users of Adlik can optimize it with model compiler and then deploy it to a certain platform
with serving platform with high performance and flexibility.
Acumos [112] is Linux Foundation’s open-source effort towards building, packaging,
cataloguing, sharing, and deploying AI apps. Acumos standardizes the infrastructure stack and
components required to run an out-of-the-box general AI environment. It supports a variety of
popular software languages, including Java, Python, and R. Acumos leverages modern
microservices and containers to package and export production-ready AI applications as
Docker files. Acumos provides a marketplace where developers can search and find pretrained models for downloads. It also allows users to publish their custom models to the
marketplace for easy sharing.
MLFlow [113] is an open-source and open-interface ML platform project that covers end to
end lifecycle phases of ML development and deployment. All functions are accessible through
generic APIs (REST API, Python API, R API, Java API and CLI) that allow binding to different
ML libraries. It also has support for data preparation, training, and deployment of the ML
models across heterogeneous service providers such as Microsoft Azure, Amazon
Sagemaker, Apache Spark.
ML.NET [114] is an open-source ML pipeline framework by Microsoft. ML models can be
integrated directly into application codebase natively. Also, predictions can be served by the
OS-agnostic platform supported by the .NET Core framework. This feature is useful for
prediction serving at the edge computing environments as the application need not
communicate with external service to get prediction results, as the model itself is packaged
within the application.
Other open-source efforts such as Weka [115], Apache Mahout [116], and Scikit-Learn [117]
provide declarative programming means to design and create ML pipelines and models. These
platforms, however, do not provide means for model versioning and model deployment.
Ease.ML [118] is a training platform providing automatic model selection using a declarative
programming approach. It relieves users from determining which models to select for a specific
task at hand. Ease.ML introduces a resource scheduler to manage the deployment of the
training job in a shared cluster environment used by multiple users at once.
Google Vizier [119] is an ML platform that supports hyper-parameter tuning service. Users
can specify the parameter configuration space and the optimization goals. The Vizier service
then proceeds with running experimentation trials until it has met the user-specified goals.
Michelangelo [120] is an ML-as-a service framework deployed at Uber that facilitates,
building, and deploying ML models in the cluster environment. It is designed to cover the endto-end ML workflow: manage data, train, evaluate, and deploy models, make predictions, and
monitor predictions. The system also supports traditional ML models, time series forecasting,
and deep learning.
Amazon SageMaker [121], Microsoft Azure ML [122], and IBM Watson Studio [123] are
commercial offerings available to paid customers. These end-to-end services running the ML
training and deployment pipelines are restricted to their proprietary runtime infrastructures,
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which can potentially result in vendor lock-in issues for the end-users.
DLHub [124] is a platform that allows publishing trained models to model repositories and
provides model serving capabilities for ML.
ModelDB [125] also provides support for training and managing ML models. It provides a webbased GUI that allows for easy visualization of the ML pipelines. It also supports model
versioning, visual exploration of models, and has support for collaborations.
2.3.3.5 Machine Learning frameworks
An ML framework is any tool, interface, or library that lets developers implement ML models
easily, without deep understanding of the underlying algorithms.
TensorFlow [126] is now an open-source software library (originally developed by Google)
that offers training, distributed training, and inference. TensorFlow implements what are called
data flow graphs, where batches of data (“tensors”) can be processed by a series of algorithms
described by a graph. The movements of the data through the system are called “flows”.
Graphs can be assembled with C++ or Python and can be processed on CPUs or GPUs.
TensorFlow is written with a Python API over a C/C++ engine that makes it run faster.
TensorFlow is widely adopted, especially in enterprise/production-grade ML.
Keras [127] is an open-source Neural Network (NN) library built on top of TensorFlow to make
ML modelling straightforward. It simplifies some of the coding steps, like offering all-in-one
models, and can also use the same code to run on a CPU or a GPU. Keras is not limited to
TensorFlow but can also use it with Microsoft Cognitive Toolkit (CNTK), R, Theano and
PlaidML.
PyTorch [128] is an open-source ML library based on the Torch library, primarily developed
by Facebook's AI Research lab. It is the leading competitor to TensorFlow. It does regression,
classification, neural networks, supports both Python and C++ to build deep learning models
and runs on both CPUs and GPUs.
Caffe & Caffe2 [129] are deep learning frameworks developed by Berkeley Vision and
Learning Center that are especially suited to image classification and image segmentation.
Caffe2 is now a part of PyTorch. Both Caffe and Caffe2 offer a Python API running on a C++
engine.
Apache MXNet [130] is an open-source Deep Learning framework used to train, and deploy
deep neural networks. MXNet supports a wide range of languages like JavaScript, Python, and
C++. MXNet is also supported by Amazon Web Services to build deep learning models. MXNet
is a computationally efficient framework used in business as well as in academia.
Microsoft Cognitive Toolkit (CNTK) [131] though created by Microsoft, is an open-source
deep learning framework. It illustrates neural networks in the form of directed graphs by using
a sequence of computational steps. CNTK is written using C++, but it supports various
languages like C#, Python, C++, and Java.

2.3.4 Telemetry and data analytics
The term Network Telemetry (NT) describes how information from various data sources in a
network can be collected using a set of automated communication processes and transmitted
to one or more receiving equipment for analysis tasks. The analysis may include event
correlation, anomaly detection, performance monitoring, metric calculation, trend analysis, and
perhaps other advanced processes, such as AI/ML algorithms that target to the improvement
of specific KPIs of the network. In this framework, a NT architecture describes how different
types of NT data are transmitted from different network sources and received by different
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collection entities. In general, such an architecture is made up of the following three key
functional components: i) Data Source (DS), which includes all network components that
generate data of particular importance, ii) Data Collector (DC), a term that refers to the entities
that gather data from various DSs and feed them to the upper part of the architectural
framework, and iii) Data Analyzer (DA), which processes data from various DCs to provide a
set of appropriate actions. In this context, the DC usually performs data processing prior
sending feedback to the DA. The DA actions may range from the generation of simple
statistical metrics useful for data analysis to more complex solutions in various problems.
Unlike traditional techniques used in network diagnostics and analytics, NT offers several
benefits. Conventional data collection mechanisms use a pull technology where a collector has
to request data at regular intervals. This technique is resource intensive and can result in
information that is not granular enough. NT uses a push approach, achieving more efficient
data collection. To this end, the DC can subscribe to specific data of interest from one or more
data sources and receive this data in near real-time.
In general, the telemetry system can be enhanced with data from multiple DSs. For instance,
data from multiple networks, storage and computing devices, as well as other environmental
data can be collected as time series data and correlated to provide system wide insights and
analytics. Since the telemetry data is intended to be consumed by machines, enormous
amounts of data can be processed and analysed quickly. By pairing the telemetry system with
an appropriate downstream AI/ML algorithm, insightful analytics can be generated, and
automated actions can be performed that can resolve network issues and provide acceptable
KPIs.
The concept of analytics and in general network monitoring and telemetry has attracted
scientific interest in various EU projects. In this context, 5G-CLARITY [42] introduces a data
processing and management subsystem consisting of two distinct parts: i) the DSs, which
include wireless access nodes, network and transport nodes, and ii) the data consumers. The
latter include the Data Semantic Fabric (DSF) and the Data Lake (DL). The DSF provides a
model-based telemetry framework for data aggregation in distributed, multi-domain
environments. The focus of the DL is to centralize data management and enable virtual
unlimited data storage allowing a cost-effective management of data and its access. The 5GCLARITY Intelligence Engines are consumers of the 5G-CLARITY DSs through DL
architecture. A central aspect in 5G-CLARITY is the ability of the network to extract near real
time metrics regarding various heterogeneous wireless access technologies that compose the
5G-CLARITY network, namely 5GNR, Wi-Fi and LiFi. In this regard, 5G-CLARITY uses the
Prometheus tool [132] to collect Wi-Fi and LiFi telemetry data and then an adapter to publish
the metrics into the dRAX data bus (pseudo E2 interface). The aforementioned approach is ORAN compliant. In addition, 5G-CLARITY also uses the AWS cloud computing platform for the
cloud-based solution. Telemetry outputs are used in conjunction with AI/ML algorithms for
advanced process optimization (e.g., Adaptive AI-based defect-detection in a smart factory).
5G COMPLETE [41] supports Cross-layer AI/ML-driven decisions and closed loop automation
for intent translation, slice sharing, joint function placement, network routing as well as
automated re-optimization based on infrastructure load and service dynamicity. In this context,
data are collected and processed from all layers of the proposed architectural approach. The
followed approach is O-RAN compliant.
5GENESIS [51] implements a monitoring and analytics framework. In this context, there are
the Infrastructure Monitoring (IM) and Performance Monitoring (PM) blocks that span across
all layers of the 5GENESIS architecture, from Infrastructure to Coordination, via MANO. The
implementation of IM is performed with the help of the Prometheus tool. The Monitoring and
Analytics framework of 5G GENESIS integrates several ML-based analytics for several use
cases, including anomaly detection, KPI performance modelling and prediction, as well as
analysis of correlations and causalities between the monitoring metrics and KPIs.
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5G ZORRO [133] has implemented a Service Level Agreement (SLA) service that collects and
analyses monitoring data in order to detect violations in SLAs. After each new contractual
agreement, it receives the SLAs of each new contract from the service providers. Furthermore,
it keeps the SLAs of all the active contracts and periodically requests resource metrics from
the monitoring data provider. Implementation is based on the Prometheus tool. The Analytics
and Intelligence Functions logical layer of the system architecture receives data from the other
three logical layers (Zero Touch Management and Orchestration, Security and Trust,
Marketplace and Business layer) while 5G network functionalities are taken into consideration
via a 5G network visualization platform.
5GROWTH [134] has implemented a Vertical-oriented Monitoring System (VoMS) that
provides a mechanism for collecting, storing, and processing information, based on metrics,
received from the deployed services. The outputs of VoMS are send to the ΑΙ/ΜL platform.
The key concept of this approach is the support of vertical services requesting different network
slices. Data are collected from the Service and Orchestration Layer, as well as the Network
Layer.
In this context, the monitoring Platform includes the following elements: Prometheus Server (a
platform that collects metrics from monitored targets), Grafana (Provides graphs and
visualizations of metrics), Alert Manager (Processes Prometheus alerts) and Config Manager
(a lightweight REST adapter exposing a single, simplified REST API for the configuration of
the whole monitoring system, e.g., to create monitoring jobs for target monitoring parameters,
or thresholds for monitoring alerts), acting as the “management” northbound interface of the
Monitoring Platform.
5GTOURS [135] has provided an enhanced MANO in order to support AI and Big Data
algorithms. In this context, it is proposed to include AI agents for dynamically detecting
anomalies in the network service using ML instead of a static based technique, thus optimising
the network service accordingly. It also predicts any defects that may happen in the future by
applying anomaly detection techniques in the forecasted metrics value. All related data are
collected via the Prometheus tool from the Network Layer.
5GVICTORI [11] supports a monitoring component in OSM. In this context, VNF metrics are
collected from the VIM (OpenStack or VMWare) and the running VNFs. Then, the Prometheus
stores these metrics in its data base (TSDB) and the metrics can be retrieved through its REST
APIs. Also, if needed to visualise the data, tools such as Grafana are integrated with
Prometheus.
5G!DRONES [136] supports infrastructure monitoring in its proposed architecture. This
component is in charge of enforcing the monitoring of the 5G Facilities. It receives data from
the KPI Assessment and Data Gathering component and uses them to monitor the 5G KPIs
defined by the considered use cases in the project. This component is in charge of monitoring
the KPIs defined by the trial scenario of 5G!DRONES and requested by the Trial Scenario
Execution Engine (an additional component of the proposed architecture). To that end, the KPI
Assessment and Data Gathering component receives from the Trial Scenario Execution
Engine the relevant interface information needed to connect to the slice manager and to
retrieve monitoring information from the 5G Facility Testbed Infrastructure Monitoring.
5G EVE [52] supports a KPI framework-architecture that collects data from the 5GCore
network, RAN and MEC as well as telemetry platforms via the KPI Collection modules. Above
these modules, there are the KPI Analysis and Validation modules. Modules run as VMs or
containers. KPIs include user data rate or speed, peak data rate, capacity, E2E latency, device
density, availability, and mobility.
PRIMO 5G [137] uses the Mobile Backhaul Orchestrator (MBO) in the proposed architectural
approach, which comprises two components: Network monitoring and ML engine. The first
component gathers data from the network layer in order to provide the learning data for the

© 2020-2022 Affordable5G Consortium

Page 54 of 152

D1.2: Affordable5G building blocks fitting in 5G system architecture (V 1.0)

ML. This module receives traffic and collects statistical network information from each device
(switch) in the network every 30 minutes. The network monitoring module is interpolating a
specific information such as byte count and time stamps and transfers them to the route
optimizer for further processing to identify and optimize the usage of resources. Machine
Learning Engine, which is part of the MBO, collects information from the network monitoring
and calculates optimal routes for each slice.
In 5G CARMEN [138], a two-tier orchestrator is built, comprising three top-level service
orchestrators (one for each administrative domain: Italy, Austria and Germany) and multiple
edge-level local orchestrators within each of the above domains. Each edge system entails a
MEC Application Orchestrator (MEAO) component and an NFV Orchestrator (NFVO), both
connected to an Edge Controller, as well as a MEC Platform and various VNFs controlled by
a MEC Platform Manager and VNF Manager (VNFM). All of the above components are built
on top of the NFVI, that is controlled/managed by a Virtualization Infrastructure Manager (VIM).
With respect to monitoring and analysing radio resources, 5G CARMEN envisages to
implement an SD-RAN Controller on top of 5G-EmPOWER, engaging a Machine Learning
Core, Network Analytics and Slicing Capabilities. This controller will be responsible for
collecting data from the RAN, storing them, analysing them using Machine Learning and
providing visualization capabilities. Additionally, it will communicate with the orchestrator in
order to feed VIM with data relevant to the radio resources, creating a holistic view of the 5GCARMEN Platform, that enhances resource management and allocation.
2.3.4.1 Network Data Analytics Function (NWDAF)
The Network Data Analytics Function (NWDAF) is a new feature of fifth generation (5G)
networks, which enables the network operators to either implement their own ML based data
analytics methodologies or integrate third-party solutions to their networks. NWDAF, which is
defined in 3GPP TS 29.520 [139], incorporates standard interfaces from the service-based
architecture to collect data by subscription or request data from other network functions and
similar procedures (Figure 17).

Figure 17: NWDAF overview

The NWDAF in the 5GC plays a key role as a functional entity that collects KPIs and other
information about different network domains and uses them to provide analytics-based
statistics and predictive insights to 5GC network functions, for example to the Policy Control
Function (PCF). Advanced ML algorithms can utilize the information collected by the NWDAF
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for tasks such as mobility prediction and optimization, anomaly detection, predictive QoS and
data correlation [140].
3GPP TR 23.791 [141] has currently listed the following formula-based/AI-ML analytics use
cases for 5G using NWDAF: 1) Load-level computation and prediction for a network slice
instance 2) Service experience computation and prediction for an application/UE group 3) Load
analytics information and prediction for a specific NF 4) Network load performance
computation and future load prediction 5) UE Expected behaviour prediction 6) UE Abnormal
behaviour/anomaly detection 7) UE Mobility-related information and prediction 8) UE
Communication pattern prediction 9) Congestion information – current and predicted for a
specific location 10) QoS sustainability which involves reporting and predicting QoS change.
In this context, in [142] the authors present a NWDAF implementation, aiming to solve two
specific problems: network load prediction and network anomalies detection. In both cases,
data generation is performed according to 3GPP specifications and performance evaluation is
associated with the use of well-known ML learning algorithms. In [143], an enhanced 5G
architecture that allows for end-to-end support of data analytics is presented. In particular, the
requirements for data analytics to improve the operation in different domains are presented.
To this end, predictive radio resource management is investigated, via a particular
implementation for application and radio access network analytics, based on a novel database
for collecting and analysing radio measurements. In [144], a novel framework regarding the
dynamic selection of cloud resources to serve off-loaded 5G-NWDAF is presented, while
incurring minimum cost and maximizing utilization of served next generation NodeBs (gNBs).
In addition, the 5G MONARCH project [145] has deployed an enhancement of NWDAF to
collect per slice/cross slice information and provide data analytics to the NFs. NWDAF also
collects information from and provides analytics data to the management layer, RAN and UE,
where each layer may have its own implementation of a data analytics engine, interacting with
NWDAF at 5GC to support end to end per slice service assurance. Each logical data analytic
module is implemented as multiple instances for different use case, and purposes.
Meanwhile, in 3GPP Release 17, studies are ongoing for network automation phase 2. This
includes new functionality like support for multiple NWDAF instances in one PLMN including
hierarchies, enabling real-time or near-real-time NWDAF communications, enabling NWDAF
assisted user pane optimization and interaction between NWDAF and AI model and training
service owned by the operator.

2.3.5 O-RAN Non-RT RIC
Typically, RAN management implies taking millions of decisions about which user to serve and
how within a second. Each of these decisions may affect the service quality and the
prioritization among users and services during conflicts. Such micro-decisions are traditionally
regulated by both supplier design choices and network configuration parameter settings
selected by the service provider. However, today’s sophisticated 5G systems are too complex
for predicting the effect of a given configuration change on the end-to-end service.
In this respect, intent-based RAN management looks to allow service providers to specify the
connectivity service, prioritize among users and services, based on business intent. The NonRT RIC is a new entity introduced by O-RAN Alliance to achieve Intent-based management,
through automation and AI/ML tools. More specifically, Non-RT RIC sits inside the SMO and
consists of a platform along with a set of microservices, i.e., rApps, that bring intelligence to
the system. Figure 18 shows the O-RAN architecture and the location of the non-RT RIC within
the SMO.
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Non-RT RIC incorporates the following principles:
•
•
•
•
•

Access to contextual information: Contextual information, e.g., application-level
information, cross-domain information, UE location and trajectories, is essential to
enhancing RAN management;
Dynamic optimization: Unlike traditional approaches requiring hours, non-RT RIC can
optimize the RAN within half a second;
User-level service assurance: optimization on a user level allows the non-RT RIC to
deal with a wide set of new use cases;
AI/ML assistance: the non-RT is designed to leverage on AI/ML-based software;
Innovation for openness: it is possible to create an open ecosystem of RIC software
where rApps feed each other with data and recommendations.

Placing the Non-RT RIC in the SMO allows to combine RAN metrics and contextual data and
to optimize the RAN accordingly.

Figure 18: Overview of the O-RAN architecture

Non-RT RIC tasks include configuration management, device management, fault
management, performance management and lifecycle management for all network elements.
In particular, the non-RT RIC connects to the near-RT RIC through the A1 interface, whose
goal is to provide policy-based guidance, AI/ML model management, and enrichment
information to the near-RT RIC. O-RAN WG2 is developing the technical specifications for the
A1 interface:
•
•

[146] describes the general aspects, including functions and specific signalling
procedures of the A1 interface;
[147] covers the A1 Application Protocol (A1AP), which corresponds to a REST-based
Solution Set and is based on the 3GPP framework for network functions.

As an example of interworking between the O-RAN elements, Figure 19 shows how policies
and ML models are transferred to the near-RT RIC and the consequent actions towards CUs
and DUs.
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Figure 19: Interplay between non-RT RIC and other O-RAN elements

Besides the A1 interface, O-RAN also defines an operation and management interface called
O1 in [148], allowing the non-RT RIC to provide operation and management of CU, DU, Radio
Unit (RU), and near-RT RIC (such as fault management, performance management and
configuration management) to the SMO.
An open-source software implementation of the non-RT RIC is currently under development
within the O-RAN Software Community [149] and is expected to be part of the ONAP ecosystem. Aside from this, to the best of our knowledge, the capabilities of the O-RAN non-RT
RIC have not yet been investigated and assessed in other 5G PPP projects. For example, in
5G-CLARITY and 5G-RECORDS only the near-RT RIC is deployed, while 5G-DIVE proposes
an architecture for supporting vertical industries and maps its functional blocks to the O-RAN
framework, in particular the service and policy management function, the RAN analytics
function and the model training function. Therefore, one of the objectives of Affordable5G
will be to implement the non-RT RIC according to the O-RAN specification and integrate
it into the Affordable5G architecture, enabling policy transfer towards the near-RT RIC
supplied by Accelleran.

2.4 Security
5G networks have been developed as a new ecosystem that integrates different heterogenous
access technologies with a redesigned service-based core architecture that supports an
increasing number of novel applications and services. This new generation of mobile networks
will support a growing number of users and devices, that will make an extensive use of those
innovative services and applications. For that reason, security is a crucial capability of 5G
networks, since all those applications and services relies on the inherent capabilities of 5G
networks such as availability, robustness, privacy, and authentication for the service
provisioning.
The security requirements are even more crucial in the scope of private deployments. Having
a closed, isolated, and private environment does not mean that it is free of external threats,
and therefore, private networks should remain private and carefully protect critical and valuable
data for the companies. Security and privacy are even more challenging in these private
deployments, since some private deployments heavily interact or are even deployed in
conjunction with public 5G networks, requiring strong isolation mechanisms. Nonetheless,
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especial focus should be devoted to industrial environments using connected manufacturing
machinery and sensors. Such scenario should be extremely secure, since any vulnerability
compromising the connected industrial equipment might stop the manufacturing operation, or
even worse, can compromise the health of the factory workers.
The 5G network architecture is formed by a set of heterogenous functional blocks, separated
by functionality. Each of these functional blocks can be considered as a micro-segment, acting
as an isolated part of the network, devoted to a particular functionality [150]. This microsegmentation is able to provide fine grained isolation with specific access controls and strict
security policies, using different trusting mechanisms specifically defined for each application
and service. Moreover, it should be also considered that 5G heavily relies on virtualization and
softwarization, adding an extra layer of complexity to such an already complex equation.
Virtualization allows to run multiple guest operating systems (virtual machines) simultaneously
on the same host, sharing the physical resources. The isolation between the different virtual
machines, the access, the resource abstraction and the communication between the guests
and the host is done through the hypervisor. Hypervisors run critical workloads and a
vulnerability [151] can compromise the whole virtualized environment. If attackers gain
malicious control of the hypervisor, commonly known as hyperjacking, all the VMs and the data
accessed can be compromised. When the attacker bypasses the virtualization layer, this attack
is usually called VM scape, the host machine is compromised allowing the attacker to access
shared memory, network connections and shared resources, or even gain command of the
host machine. In virtualized environments the hypervisor is a critical point and should be
carefully secured in order to maintain the privacy and isolation.
The vulnerabilities can also be found on the network functions that are running on the virtual
machines. These vulnerabilities can compromise a network service and could appear due to a
bad management of permissions, utilization of outdated software packages with security
breaches, installation of malware software, etc. Also, Denial of Service (DoS) attacks should
be considered, when attackers attempt to overload the system, an increasing resource
utilization produced by a DoS attack can also affect other VMs running in the same host
machine if the resources are not properly managed.
All these virtualization threads can be mitigated with a proper resource management and
monitoring, some of this malicious software have predefined patterns and can be detected
using ML techniques [152], [153]. A proper isolation of the resources is also necessary,
separating the data traffic from the management traffic, using effective trusting mechanisms
and properly defining different trusting security zones.
The security protection of the NFV domain is analysed in the ETSI GS NFV-SEC specifications,
offering trusting and security guidance [154], security aspects and regulatory concerns [155],
and specifications for security management and monitoring [156] and VNF packages [157]
among all the published documents. The ETSI GS NFV-SEC details in [156] some security
management functions that can extend and cooperate with the existing MANO tasks assuring
a high-quality security management. The proposed solution introduces security functions at
different levels as it is depicted in Figure 20:
•
•
•

Virtual Security Functions (VSFs): a special type of VNF security functions that run on
top of the NFVI. VSFs can perform the mitigation measures mentioned before, running
monitoring functions and ML-based security algorithms.
NFVI-based Security Functions (ISFs): security functions provided by the NFVI
infrastructure. ISFs can include hypervisor security features, trusting and hardware
security modules for securing and properly isolating the different VMs.
Physical Security Functions (PSFs): that includes security functions for the nonvirtualized traditional network elements.
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Figure 20: High-Level NFV Security Management Framework

ETSI GS NFV-SEC also specifies in [156] the security monitoring across NFV components
and interfaces that should be implemented in the ETSI NFV architecture. The security
monitoring specification is divided in five levels:
•
•
•
•
•

Physical resource monitoring: it is the lower level, focused on monitoring the physical
resources, including computing, storage and networking, sending the telemetry data to
the VIM for further analysis.
Virtualized resource monitoring: it monitors the virtualized resources, including virtual
computing, storage and networking, sending the telemetry data to the VIM for further
analysis.
VNF-level monitoring: it is implemented in a VNF component in order to monitor other
VNF components within the same VNF, sending the telemetry data to the VNFM for
further analysis.
NS-level monitoring: it is implemented in a separated VNF (VSF) within the same NS.
System-level monitoring: it is the highest level, used to monitor the system as a whole,
analysing the monitoring data obtained at the NS-level from the different NSs of the 5G
system as well as the VNF-level, virtualized and physical resources telemetry provided
by the VIM and VNFM. When it is performed across multiple trusted domains it can
solve cross-domain security problems, detecting security breaches in different
networks and tenants. The system-level monitoring it is performed in a specific entity
called NFV Security Controller (NFV SC) in charge of orchestrating all the security
functions across the NFV system.

This security and monitoring architecture can be implemented in a 5G system, allowing to
monitor all the different interfaces between the 5G components that run as VNFs and NSs. It
can also be integrated with the physical components that are not virtualized (e.g., RAN
components) in order to properly monitor all the components and interfaces of the 5G
architecture.
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The 3rd Generation Partnership Project (3GPP) defines the cellular communications
standards, and particularly the standards for 5G networks. Those standards also embrace the
security features and the security mechanisms for the 5G System, including the 5G Core and
the 5G New Radio [158]. 3GPP standards defines the authentication procedures to assure the
correct identification and authorization of the user equipment as well as protection and
ciphering mechanisms that should be used in the different network interfaces connecting al the
functional blocks of the 5G system, as 3GPP encompasses ETSI, those standards are fully
compliant with the security protection mechanisms of the NFV domain analysed previously.
5G PPP also targeted the security of 5G systems in different Horizon 2020 projects,
contributing to standardization bodies with several solutions. Security was investigated since
5G PPP phase 1 with the already finished CHARISMA [159] and 5G-ENSURE [160] projects
in ICT 14.
The CHARISMA project developed an end-to-end security service chain with network coding,
deep packet inspection and physical layer security. CHARISMA investigated different
approaches for the generation of secret keys at the physical layer, offering secure network
coding approaches for data confidentiality in virtualized environments, including recursive trust
delegation mechanisms with role and policy-based authorization. CHARISMA also targeted
data integrity, performing deep packet inspection with virtualized security functions,
dynamically deployed over the network in order to identify spam attacks, detect intrusions and
anomalous behaviours.
Later, 5G-ENSURE developed a 5G architecture based on a holistic trust model enabling finegrained authentication, authorization and accounting, enhanced privacy with device-based
anonymization, trusting mechanisms with VNF verification, security monitoring of network
interfaces and several security measurements for network management and virtualization. 5GENSURE project outcomes contributed to several standards from different standardization
bodies such as 3GPP and ETSI.
5G PPP devoted a large effort on security with the Digital Security (H2020-SU-DS-2018-20192020) call aiming to minimize the security risks and enhance the privacy of the next generation
of mobile networks. Within this call the ongoing projects ASTRID [161], 5GhOSTS [162] and
SDN-microSENSE [163] are related with the Affordable5G scope.
Firstly, ASTRID aims to increase the security in virtualized environments by shifting the
security appliances away from the service graph design, automating the security management
and the detection of threats and reducing the run-time overhead of the security processing.
ASTRID intends to split the security appliances in two layers, the data plane and the detection
logic. The data plane carries out the packet inspection and the security assessment while the
detection logic is kept in a separated environment reducing the attacking surface.
Secondly, 5GhOSTS is focused on analysing and improving the security of the 3GPPP servicebased 5G architecture. 5GhOSTS aims to strengthen the security of light-weight virtualization
and container orchestration technologies, developing specialized building blocks of security
implemented as reusable middleware.
Then, SDN-microSENSE project aims to design and provide a resilient, multi-layered and
SDN-enabled microgrid architecture that allows to exploit the programmability offered by the
SDN paradigm to investigate multiple security applications with the objective of creating an IT
cyber-defence system resilient and secured against a wide range of cyberthreats and failures.
Finally, several 5G PPP phase 3 projects also targeted the security in 5G ecosystems such as
the ongoing projects 5GZORRO, INSPIRE-5Gplus and AI@EDGE.
5GZORRO is focused on designing and prototyping a security and trust framework for multi
domain environments, this framework is based on distributed ledger technologies using smart
contracts between multiple untrusted parties. The project also investigates intelligent resource
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discovery mechanisms and secure shared spectrum between parties without a pre-established
trust relationship.
Then, INSPIRE-5Gplus [164] aims to increase the protection, trustworthiness and liability
across multiple 5G domains developing a fully automated end-to-end smart network and
service security management framework. INSPIRE-5Gplus solution aims to split the network
in different security management domains (SMDs) with a dedicated automation and security
scope, providing software-defined security orchestration and management, the different SMDs
enforce and control in real time the security policies of the network resources and services
using a set of intelligent functional modules.
Last but not least, AI@EDGE [57] aims to create a platform to enable zero-touch secure and
automated roll-out of large-scale edge and cloud computing infrastructures. The project
investigates fundamental security aspects, starting with the service isolation and protection
required for secured resource and federation, as well as the security protection of the AI/ML
models that may be vulnerable to manipulation from external attackers.
5G private networks are built as a critical part of enterprise’s infrastructure and security is a
driving factor for the ground-breaking services that will take place in the 5G ecosystem. The
novel virtualization techniques that enable an efficient and flexible utilization of the different
infrastructure in Affordable5G, add an extra layer of complexity to the mobile network
ecosystem. Security must be assessed at all different levels, departing from the physical
resources, passing through the virtualization infrastructure up to the network services.
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3

AFFORDABLE5G SYSTEM ARCHITECTURE

The Affordable5G approach for an O-RAN-based, 5G Standalone (SA) network for NPN
deployments is shown in Figure 21. The functionalities of the system are grouped in three
layers, namely the Infrastructure Layer, the Network Function Layer, and the Management,
Orchestration and Automation Layer, as it has already been discussed in section 1.3.

Figure 21: Affordable5G Architecture

The Infrastructure Layer consists of the Core and Edge/Regional NFVIs, the cell site platform,
and transport network segments and synchronization elements. The NFVIs, i.e., cloud
infrastructures where software is decoupled from hardware, may have different capabilities in
terms of compute, storage and network resources, and support for virtualization (Virtual
Machines - VMs vs. containers) and hardware acceleration engines. The cell site platform
includes proprietary infrastructures, where the software is coupled with the hardware and
supports the deployment of Physical Network Functions (PNFs). The transport part includes
optical transport components along with synchronization delivery elements.
The Network Function Layer consists of all NFs, related either to the O-RAN or the 5G core.
The O-RAN architecture is based on the decomposition of elements into NFs (either PNFs or
Cloud-native NFs – CNFs) and functional splits and supports separation of the control and
user plane functions (CUPS). These functions include the O-RU (O-RAN Radio Unit) hosting
Low-PHY layer and RF processing, the O-DU (O-RAN Distributed Unit), which hosts
RLC/MAC/High-PHY layers, the O-CU-CP (O-RAN Central Unit – Control Plane) hosting the
RRC and the control plane part of the PDCP protocol, and the O-CU-UP (O-RAN Central Unit
– User Plane) that hosts the user plane part of the PDCP protocol and the SDAP protocol. The
communication between O-RU and O-DU is provided by the Open Fronthaul interface (Split
option 7.2) based on eCPRI (see section 2.2.3.1). The radio part also includes the near-RT
RIC, which enables near-real-time control and optimization of O-RAN elements and resources.
The 5G SA core network combines the necessary NFs for the user plane (UPF) and the control
plane (AMF, SMF, PCF, UDM, NSSF). The SMF is able to establish multiple PDU sessions
that allow the UE to communicate with multiple UPFs and access services in different DNs,
including local DN hosting MEC applications. The PDU session types include IPv4, IPv6,
Ethernet and unstructured, depending on the type of the transmitted information. The 5G core
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also includes the NWDAF, which is responsible for providing network analysis information
upon request from NFs.
At the Management, Orchestration and Automation layer (also called SMO), various modules
have been included providing intelligence and automation to the network and service
management and orchestration. The modules provide the following main functions:
•
•
•
•
•
•
•

Resource and service orchestration
Network slicing
Element management
System telemetry data collection
Management data analytics
ML model design, training and placement
Non real time O-RAN control.

The NFVO performs onboarding and lifecycle management of NS, including instantiation,
scaling, updating and termination. The VNFM is responsible for overseeing the lifecycle
management of VNF instances, while the VIM controls and manages the compute, storage,
and network resources. The orchestrator component is also complemented with facilities for
cloud infrastructure telemetry data monitoring.
The slice manager is responsible for the provisioning of end-to-end slices in the compute,
network, and access network domains. In this respect, it allows several tenants to manage the
required resources and to deploy services for different verticals within the slices. To accomplish
its role, it monitors the performance of the slice instances and triggers slice reconfiguration
actions possibly taking into account recommendations and alerts provided by the component
responsible for the analysis of the system management data (i.e., the C-MDAF, which is
described below).
Management of the different elements in the O-RAN, the TN and the CN is undertaken by the
respective Element Management System (EMS). Each of these EMSs include functionality for
Performance, Configuration and Fault Management (PM, CM and FM, respectively). In
addition, an SDN controller can be used to configure and manage transport links.
The 5G System (5GS) Telemetry Data Collector is responsible for the collection of NF (both
virtual and physical) “application layer” performance metrics (through the interaction with the
O-RAN EMS, TN EMS and CN EMS that are part of Operations, Administration and
Maintenance - OAM) and the collection of related data from the physical and virtualized
infrastructure via the Infrastructure Telemetry component of the orchestrator. In this context,
the system supports performance data collection from OpenStack environments (i.e., VMs)
and Kubernetes environments (i.e., containers), together with the ones gathered from the
different network elements.
The data collected at the 5GS Telemetry Data Collector are made available for analysis
operations like event correlation, anomaly detection, performance monitoring, metric
calculation, trend analysis, and other advanced processes, such as AI/ML algorithms that
target at improving specific KPIs of the network. In the Affordable5G system, data analytics
are provided by the NWDAF and the Centralized Management Data Analytics Function (CMDAF). The NWDAF combines information from different core NFs, as well as infrastructure
telemetry data, and provides analytics and predictions that can be used by 5G core NFs (like
PCF and NSSF). The C-MDAF, on the other hand, provides Management Data Analytics
Services (MDAS) that can be consumed by various consumers, like management service
producers/consumers for network and service management, NFs (e.g., NWDAF), SelfOrganizing Network (SON) functions, network and service optimization tools/functions, service
level assurance functions, human operators, and AFs [165]. In Afordable5G, predictions and
recommendations provided by the C-MDAF can indicatively be used by the slice manager and
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the orchestrator to address potential system performance degradation through appropriate
resource and service reconfiguration actions. Both the NWDAF and the C-MDAF can utilize
AI/ML for advanced data analytics facilitating intelligent decision making.
To support ML-based data analytics, as provided by NWDAF and C-MDAF, as well as AI/MLbased RAN optimization, as specified by the O-RAN Alliance, the Affordable5G system
includes facilities for ML model design, training, packaging, and model placement in the
appropriate component. In addition, the Management, Orchestration and Automation Layer
includes the non-RT RIC, which is responsible for providing Intent-based RAN management
through automation enabled by AI/ML.
The system interfaces with external OSS/BSS systems as well as applications and services
operated by the tenant.
The functionality of each layer, as well as the interconnections between the different system
components are described in detail in the remainder of the section.

3.1 Infrastructure Layer
3.1.1 Cell Site Platforms, Core and Edge NFVIs
This section presents the infrastructure needed to accommodate and interconnect the physical
and virtual network functions that implement the Affordable5G system. In this context, the
equipment and the capabilities of the two project’s testbeds (one in Castelloli and one in
Malaga) are briefly described.

3.1.1.1 Castelloli platform
The Castelloli platform will be composed of two types of nodes, a green node and a Grid Site.
These nodes will be located in two different locations, namely in the Control Room and in the
node cabinets (Figure 22). The Green node is self-sustainable, and all the consumed energy
is produced by its solar panels and its wind turbine. Specific algorithms will allow to manage
the energy and display the consumes of each device connected to the node (cameras, RU,
Servers etc). We can predict the environmental variables or know the actual atmospheric
conditions due to the IA created in base of the sensor network. In case the weather conditions
are not good enough to sustain the energetic cost of a green node, the main services are
transferred into the Grid Site until the weather can handle its energetic cost.

Figure 22: Cell Site Servers Location
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The Grid Site is connected into the electricity distribution system and also to fiber. This allows
to assure the service continuity and run the services that may consume higher levels of
consumption in the systems of this node.
Even though the Green site is backed up by the Grid Site, the innovation in the Green Site will
constantly be in the state of the art, since the purpose is to achieve the most sustainable Cell
Site platform. For example, to reduce the process costs of the resources it was found out that
some accelerators installed in the system will enhance this power consumption and make the
whole services more efficient.

Figure 23: Cell Site Platform Architecture

The architecture of the Castelloli platform is illustrated in Figure 23. In the Control Room, two
Lenovo ThinkSystem SR650 Servers [166] will be installed, one for the 5G Core SA (5GCSA)
and another one for the MANO (NearbyOne solution by NBC). Lenovo ThinkSystem SR650 is
designed to handle a wide range of workloads, such as databases, virtualization and cloud
computing, Virtual Desktop Infrastructure (VDI), enterprise applications, collaboration/email,
and business analytics and big data.
Intel® Optane™ DC Persistent Memory delivers a new, flexible tier of memory designed
specifically for data center workloads that offer an unprecedented combination of high
capacity, affordability, and persistence. This technology will have a significant: reduction of
restart times from minutes down to seconds, 1.2x virtual machine density, dramatically
improved data replication with 14x lower latency and 14x higher IOPS, and greater security for
persistent data built into hardware.
In the different nodes there will be installed the Lenovo ThinkSystem SE350 Edge Nodes [167]
which will hold the different services, composed of Dockers and containers. The Service
Docker will provide the services for each use case and the Core Docker will include the
different containers for the VDU, the vCU-CP, vCU-UP, etc.
The Lenovo ThinkSystem SE350 is an Intel® Xeon® D-2100-based 1U height, half-width, and
short-depth Edge server that can go anywhere. It can be hung on a wall, stacked on a shelf,
or mounted in a rack. This rugged Edge server can handle temperatures from 0-55°C as well
as tolerance to locations with high-dust and vibration.
The SE350 is designed to virtualize traditional IT and OT applications as well as new
transformative IOT and AI systems, providing the processing power, storage, accelerator, and
networking techniques required for today’s Edge workloads. The SE350 equips ThinkShield
security with cybersecurity capabilities with key encrypted storage and secured bios, and
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physical security capabilities such as a locking bezel, intrusion and tamper protection
mechanisms.

3.1.1.2 Malaga platform
Malaga platform is the 5G platform deployed at UMA campus and connected to the Malaga
city in the context of the phase 3 project 5Genesis. UMA manages the whole platform, offering
the UMA deployment to the project plus access to the city centre resources is feasible on
demand. 5Genesis Malaga includes both indoor and outdoor deployment. Both are controlled
with the same software to automate experimentation and measurement of KPIs.
The indoor includes Keysight UXM 4G and 5G emulators connected to commercial mobile
phones and additional measurement equipment, like energy profilers. Isolation of the test is
ensured with the use of faraday cages and anechoic chambers. Such powerful emulators will
be used in the integration work in WP4 for ORAN and TSN activities.
The indoor lab also includes software define radio platforms to support OpenAirInterface (OAI)
based 5G gnB and UE as well as the RunEL components for RU and UE emulator. These
components were initially deployed for 5Genesis project, and they will be updated for the local
ORAN integration in Affordable5G.
The outdoor deployment in the campus includes Nokia AirScale BBU plus 4 pairs of 4G+5G
RRHs supporting the NSA and SA modes connected to an EPC rel15 and to 5G Core by
Athonet. The 4G part operates using 2.6 GHz FDD and the 5G is using 3.5Ghz TDD, in both
cases with the agreement of Telefonica. The UMA deployment is located at Ada Byron building
and connected to the 5Genesis part of the platform managed by Malaga Police. The network
topology is shown in Figure 24.

Figure 24: UMA Platform Architecture

The Malaga platform is designed to validate KPIs with end-to-end configurations, including
slices and services. This platform is designed to plug new hardware and software components,
so is the perfect environment to integrate and test optimized 5G components in WP4 avoiding
the construction of the whole testbed from scratch.
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3.1.1.3 Resource isolation for MEC applications
One way that 5G can provide affordable services is that multiple MEC applications will be able
to share the available network and compute resources available at the edge. While the sharing
of such resources is not a problem, the actual challenge is how to guarantee E2E service
slicing and deterministic QoS. Concepts, which are mission-critical for 5G deployments, are
supposed to enable ultra-low latency services that were not possible with previous
telecommunication standards and infrastructure.
One way to share such resources and, at the same time, enable E2E slicing and QoS is to
provide resource isolation at lower levels. That is, multiple applications can share a given
compute node, but the key hardware components (e.g., CPU core, memory and network
bandwidth, etc.) are isolated and guaranteed to the MEC applications that requested them. In
this way, applications running on the same node are not impacted by other services that might
behave as “noisy neighbours”. However, to provide deterministic QoS and respect the SLA,
we cannot let the applications decide for themselves which resources they should reserve.
Instead, an Orchestrator component should take care of it. And it is the Orchestrator itself that
should expose all the interfaces needed by the MEC applications to specify and request their
minimum resources to provide a guaranteed Service Level Objective (SLO). While this is great,
it demands an Orchestrator that is aware of the underlying technologies and that can take
advantage of a wide spectrum of different solutions. For instance, and just to name a few:
cgroups can be used to provide CPU pinning and isolation and NUMA affinity [168],[169];
Single Root I/O Virtualization (SR-IOV) allow isolating and dedicating resources of a network
adapter to specific processes [170]; and Intel Resource Director Technology (RDT) is a set of
tools that offers memory bandwidth and CPU cache allocation and monitoring capabilities
[171].
In Affordable5G, we will work to provide an Orchestrator that is able to offer (i) CPU
pinning and isolation and (ii) Single Root I/O Virtualization so that those applications
that require E2E slicing and deterministic QoS can take advantage of these
technologies. In addition, the possibility of integrating Intel Resource Director
Technology in the Orchestrator will be also evaluated.

3.1.1.4 RU platform and integration with RAN entity
The RunEL RU that will be integrated in the Affordable5G testbeds is a state-of-the-art 5G
Radio Unit. The unit is based on Sparq-2020 technology. The RU is part of a unique Distributed
Architecture and fully complies with 3GPP 5G Standards (Release 15). The RU is optimized
for URLLC and supports also eMBB and mMTC.The Sparq-2020 technology is based on
the RunEL SparqSystem on Chip (SoC).
The main features of the RunEL O-RU include the following:
•
•
•
•
•
•
•

5G 3GPP standard compliant (Release 15);
Includes 5G PHY (Layers 1) with O-RAN PHY split (option 7.2);
3.5 GHz multiple beam steerable Beam Forming Antennae with 4 dual polarized
beams;
Optimized for URLLC;
FPGA chip based on 16 nanometer technology;
Flexible deployment scenarios for indoor and outdoor;
Supports TDD or FDD.
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The RU is part of Affodable5G’s 5G RAN distributed architecture, which is depicted in Figure
25 together with its integration with a multi-vendor RAN entity including DU, CU, RIC, NGCORE, and edge cloud.

.
Figure 25: Affodable5G’s 5G RAN distributed architecture

As observed, Affodable5G’s RAN will be a multi-vendor disaggregated open RAN entity,
composed of a commercial and opensource RAN nodes integrated with each other. The
proposed RAN entity implements multiple standardized interfaces to support high modularity,
low coupling, and interoperability with 3rd party network elements. In particular, it supports the
following interfaces among different vendors:
•
•
•
•

ORAN E2/RIC
o ACC/OAI E2 agent and interface for CU and DU towards RIC
o ACC/I2CAT/OAI for RIC
3GPP F1-C and F1-U
o ACC/OAI CU and OAI DU
SCG 5G FAPI
o OAI MAC and OAI PHY
ORAN 7.2. fronthaul
o OAI DU and RunEL RU

The O-RU Internal architecture is depicted in Figure 26.
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Figure 26: O-RU Internal architecture

The SoC is based on Xilinx FPGA Ultra Scale. The A/D and D/A cards are based on Texas
Instrument RFIC that covers sub 6GHz frequency bands and drives the embedded 3.5GHz
antenna. The O-RU Hardware Architecture is depicted in Figure 27.

Figure 27: O-RU Hardware Architecture

The O-RU will be installed outdoor on the cell site towers of the Castelloli and Malaga testbeds.
The RU is depicted in Figure 28.

Figure 28: RunEL's O-RU
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The main physical parameters of the RU include power input of -48VDC (-35 to -75VDC),
power consumption of 70W, weight of 5Kg and dimensions of 40 x 24 x12 cm.

3.1.2 Hardware acceleration
Generally speaking, even though some important steps have been made to highlight the
importance of hardware acceleration in improving wireless network performance, the
integration of this technique in 5G networks is in its infancy and further advancements, as well
as validation in real-world settings are required. This is especially true if we consider the fact
that many network operations will rely on AI and DNN algorithms. Toward this direction,
specialized (Application-Specific Instruction set Processor – ASIP-type) hardware accelerators
are expected to gain attention because they combine i) efficient processing of DNN workloads,
ii) low power consumption and iii) performance scalability.

Figure 29: The NEOX architecture

In the Affordable5G project, the hardware accelerators will rely on the new commercial
embedded multicore inference processor of Think Silicon. The codename of this new
product is NEOX™ [172]. NEOX (Figure 29) is a parallel multicore and multithreaded GPU
architecture based on the RISC-V RV64C ISA instruction set. In the final version of the product,
the number of cores will vary from 4 to 64 cores organized in 1-16 cluster elements with
configurable cache sizes and thread counts. Depending on cluster / core configuration, NEOX
compute power is expected to range from 12.8 to 409.6 GFLOPS at 800MHz with support for
FP16, FP32 and optionally FP64 and SIMD instructions.

Figure 30: The NEOX AI SDK
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Apart from the hardware architecture, the NEOX processor is associated by an end-to-end
SDK tool, called AI SDK (Figure 30). NEOX AI SDK is a collection of many open source and
proprietary tools for analysing, visualizing, converting, compressing, and deploying on pretrained and post-trained AI/ML/NN models on the NEOX architecture. The AI SDK is based on
TensorFlow Lite and it supports the most widely used model formats. The tools allow to perform
various iterative steps in model compression and model analysis, until the desired balance
between "accuracy-performance-memory" is achieved.

3.1.3 Transport network
Affordable5G transport network is designed to fulfil the project’s vision, which is to create a 5G
network that will deliver a complete and affordable solution for private and enterprise networks.
As 5G services differ considerably from previous generations services, Affordable5G network
needs to support aggressive timing constraints together with ten-times bandwidth
increase in order to offer use cases like industrial 4.0, smart cities, fixed wireless access etc.
Affodable5G project follows O-RAN principles. Backed by many of the Tier-1 operators, ORAN mission is to re-shape the RAN industry towards a more intelligent, open, virtualized and
fully interoperable mobile networks. The O-RAN ALLIANCE sets standards for open and
intelligent RAN and activates a Software Community in cooperation with the Linux Foundation.
Affordable5G project adopts O-RAN recommendations for network disaggregation and maps
the 5G RAN elements to the transport network as elaborated below in the text. The transport
domain consists of transport equipment, physical media and control/management protocols
associated with the transport network. The Transport Network Element (TNE) is a part of the
transport domain. In the Affordable5G project, Synchronization network and its equipment is
also regarded as part of the transport network. Below are highlights of the transport layer
architecture in the project (Figure 31):
•

•
•
•

•
•
•

Direct connection between O-RU and O-DU (dedicated fiber or dedicated wavelength)
o 10GE Optical transceivers. 10GE SFP+ transceivers have advantage in terms
of cost and energy consumption over 25GE SFP28, thus we focus on 10GE
grey or self-tuned colorized SFP+ transceivers;
o Open Fronthaul interface (split 7.2), eCPRI over Ethernet, VLAN tagged.
TNE provides resilient Ethernet Virtual Connection (EVC) between O-RU and O-DU.
TNE receives the 5G domain time from GNSS.
TNE provides SyncE and PTP synchronization means to O-RU, O-DU and O-CU, e.g.
it acts as PTP Grand Master (GM) or Boundary Clock (BC) for RAN network
o COTS servers will discipline the system time through PTP protocol, using PTP
streams generated by TNE element;
o O-RU will receive the time via GNSS (if available) or via PTP.
TNE performs on-demand monitoring the latency and jitter of eCPRI interface.
TNE exposes Open Fronthaul telemetry towards C-MDAF.
TNE exposes Synchronization telemetry towards C-MDAF.
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Figure 31: Open Fronthaul and Synchronization network

3.1.3.1 SDN Controller
Apart from the fronthaul, there is also a need for transport of crosshaul and backhaul traffic,
interconnecting the Radio edge with metro or core aggregation points and DNs. The
specification of the technologies, topologies and characteristics are beyond the scope of the
Affordable5G architecture. Those underlay transport networks will be dictated by operator
choices and use-case deployment requirements and are considered transparent to
Affordable5G, which focusses on the RAN and 3GPP/O-RAN specified overlay network
interfaces such as N2, N3, O1, etc. However, as dynamic setup of network function layer
interfaces is considered (e.g., the connection of a new 5GC for multi-tenant RAN sharing) the
need to setup a corresponding ‘underlay’ transport (e.g., a new VLAN, encrypted tunnel,
satellite link, or whatever it may be) is here abstracted by the identification of a SDN controller
function to manage these transport links.

3.2 Network Function Layer
3.2.1 NG-RAN
The Affordable5G NG-RAN will be conformant to 3GPP [2] Release 15 SA (Standalone)
evolving to Release 16. It will be aligned to the O-RAN Alliance architecture, as described in
section 2.2.1.1. It supports neutral host RAN sharing (see sections 1.2.5 and 2.2.1.2) and 5G
network slicing (see sections 1.2.4 and 2.3.1) as shown in Figure 32.
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Figure 32: Affordable5G RAN Slicing model

Affordable5G distinguishes between the use cases of:
•

•

Figure 33, used for neutral host RAN sharing as described in 1.2.5 and 2.2.1.2.
Managing (add/delete/modify) of a PLMN/SNPN (used for MOCN/MORAN RAN
sharing, where each PLMN/SNPN has their own dedicated 5GC (5GC-C plus at least
one UPF))
Figure 34, used for network slicing as described in 1.2.4 and 2.3.1. Managing
(add/delete/modify) a network slice (of types eMBB/URLLC/mMTC) within a specific
PLMN/SNPN.

This is fully consistent with 3GPP but is considered an advance on the current O-RAN
slicing SoA [173]. The Affordable5G operations and maintenance architecture is aligned to
O-RAN [174] but is as shown below in the UML sequence diagrams of Figure 33 and Figure
34. Please note that in these figures, the OAM block includes the O-RAN EMS of the
Affordable5G architecture.
In those 2 UML sequence diagrams, the following entities are identified:
•
•
•

RAN: The focus of this section, describing the disaggregated and O-RAN aligned
network functions (2.2.1) running on the RAN/Edge transport infrastructure (2.2.3).
The SMO/MANO (explained in 2.3 and elaborated in 3.3) which also configures the
SDN transport infrastructure (3.1.3.1).
The 5GC mobile core (explained in 2.2.2 and elaborated in 3.2.2). This 5GC is
abstracted here into separation of the control-plane 5GC-C and SMF from the userplane UPF.
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Figure 33: Add PLMN/SNPN for Neutral Host RAN Sharing

Figure 34: Add S-NSSAI (Network Slice)

For Affordable5G, there is one CU-UP (and E1) instance per PLMN/SNPN (MOCN/MORAN
neutral host tenant). Within these PLMN/SNPN, multiple network slices (with defined SST
Slice/Service Types such as eMBB/URLLC) can be created which the 5GC associates to
specific SMF+UPF instances (via AMF) which may be deployed at the appropriate locations
(e.g., for URLLC Edge DN). Note that CU-CP and the CU-UP only know the uplink Transport
Network Layer (TNL) address where they need to forward the packets belonging to a PDU
session but are unaware of any specific CU/UPF relations or locations. The CU is orchestrated
(for new CU-UP/E1) via Kubernetes/Helm (O2) and configured via NETCONF (O1).
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Independent of the above CU orchestration, an Affordable5G RAN supports multiple DUs per
CU (1..p) and RUs per DU (1..q) as described in [174] Appendix A. The supported cardinality
will be constrained by capabilities of the hardware (including hardware acceleration), the
aggregate throughput of the transport network and RU bandwidth and MIMO capabilities,
consistent with but not constrained by [175] chapter 6. As this is vendor and implementation
specific, this will be further studied and specified in the design phase of Affordable5G.
The Affordable5G DU will be configurable via NETCONF (O1). It is important to note that it is
the DU that advertises the System Information Block (SIB) which contains the list of
PLMN/SNPN so this list must be managed by the SMO to appropriate multiple DUs. It is
assumed that during the first phase of the development, the Affordable5G DU does not
implement the O-RAN fronthaul M-plane and flat management architecture model ([174],
section 3.3.3.1), i.e., with RU being managed directly via SMO. However, it is noted that the
current M-plane specification is not currently optimized to support flat management of the RU.
This will be further studied and addressed in the design phase of Affordable5G.
As shown in Figure 33, the addition of a new MOCN/MORAN neutral host tenant (addition of
PLMN/SNPN) implies the attachment of a new 5GC and hence the setup of the N2/N3 (NGC/NG-U) between the RAN and core and a new E1 interface instance between the CU-CP and
new CU-UP. It is assumed that an SDN Controller of the infrastructure (see 3.1.3) will support
the setup of the corresponding necessary underlay transport network links.

3.2.2 5G Core
Athonet’s role in Affordable5G is focused on the 5G Core block as per the project architecture
(see Figure 21). As a matter of fact, the 5G Core is one of the crucial bricks of the
telecommunication network evolution towards end-to-end 5G systems.
Athonet has been evolving its 4G/5G-NSA Software Mobile Core towards a full-fledged 5G SA
core network. The 5G-SA Software Mobile Core provided to Affordable5G by Athonet is
compliant to 3GPP Release 15 technical specifications and, if compatible with the project’s
scope, it may include features of future standard releases. Indeed, the added value of this
asset is its capability of quickly bringing on the field the latest innovations from the
newest 3GPP technical specification releases. The apparatus is based on an extremely
flexible software architecture on top of which the 3GPP NFs are implemented. The new 5G
core network brings, among other functionalities, the separation of the user and control planes
to ease flexible and agile deployments as required by specific 5G use cases (e.g., URLLC and
TSN). Furthermore, virtualisation and distribution to the edge of the core network
functionalities will allow running networks with applications as close as possible to the
users, improving service delivery and quality of experience.
From a practical point of view,
•

•

in a first phase of Affordable5G, the 5G-SA Software Mobile Core will encompass the
fundamental NFs that are inherited (and evolved) from the 4G/5G-NSA Software
Mobile Core, that are: the AMF, SMF, UPF, UDM/AUSF/UDR. They are depicted in
Figure 35, together with control-plane and user-plane interfaces through which they
interact. In the following subsection, we provide more details about these NFs and their
role in a telecommunication network.
At a later stage, more NFs will be provided according to the scheduled project activities.
In Section 3.2.2.2, we provide the list of advanced features that will be considered for
implementation in the second phase of the project.
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Figure 35: Affordable5G 5G-SA Software Mobile Core (first phase)

3.2.2.1 Fundamental features
In the following, we describe the basic NFs implemented in the apparatus:
•
•
•
•

The Access and Mobility Management Function (AMF), equivalent to the MME in LTE.
The Session Management Function (SMF), which encompasses the S/PGW-C
functionality in LTE.
The UPF, which encompasses the S/PGW-U functionality in LTE.
The Unified Data Management (UDM), which, together with the Authentication Server
Function (AUSF) and Unified Data Repository (UDR), is the equivalent of the HSS in
LTE.

As a general remark, all described 5GC capabilities are as per 3GPP technical specifications,
and they may be updated according to the evolution of the standard in the scope of the project
use cases.
The UPF includes the following functionalities:
•
•
•
•
•
•
•
•
•
•
•

Anchor point for Intra-/Inter-RAT mobility (when applicable).
External PDU Session point of interconnect to Data Network.
Packet routing & forwarding (e.g., support of Uplink classifier to route traffic flows to an
instance of a data network, support of Branching point to support multi-homed PDU
session).
User Plane part of policy rule enforcement, e.g., Gating, Redirection, Traffic steering).
Lawful intercept (UP collection).
Traffic usage reporting.
QoS handling for user plane, e.g., UL/DL rate enforcement, Reflective QoS marking in
DL.
Uplink Traffic verification (SDF to QoS Flow mapping).
Transport level packet marking in the uplink and downlink.
Downlink packet buffering and downlink data notification triggering.
Sending and forwarding of one or more "end marker" to the source NG-RAN node.

The SMF includes the following functionalities:
•
•

Session Management e.g., Session establishment, modify and release, including
tunnel maintain between UPF and AN node.
UE IP address allocation & management (including optional Authorization).
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•
•
•
•
•
•
•
•

Configures traffic steering at UPF to route traffic to proper destination.
Termination of interfaces towards Policy control functions.
Charging data collection and support of charging interfaces.
Control and coordination of charging data collection at UPF.
Termination of SM parts of NAS messages.
Downlink Data Notification.
Initiator of AN specific SM information, sent via AMF over N2 to AN.
Determine SSC mode of a session.

The AMF includes the following functionalities:
•
•
•
•
•
•
•
•
•

Termination of RAN CP interface (N2).
Termination of NAS (N1), NAS ciphering and integrity protection.
Registration management.
Connection management.
Reachability management.
Mobility Management.
Access Authentication.
Access Authorization.
EPS Bearer ID allocation for interworking with EPS.

Finally, the UDM includes support for the following functionalities:
•
•
•
•
•
•

Generation of 3GPP AKA Authentication Credentials.
User Identification Handling (e.g., storage and management of SUPI for each
subscriber in the 5G system).
Access authorization based on subscription data (e.g., roaming restrictions).
UE's Serving NF Registration Management (e.g., storing serving AMF for UE, storing
serving SMF for UE's PDU Session).
Support to service/session continuity e.g., by keeping SMF/DNN assignment of
ongoing sessions.
Subscription management.

3.2.2.2 Advanced features
In addition to the fundamental features just described, further NFs will be integrated in
Affordable5G’s 5GC in the second phase of the project’s lifetime. A tentative list of these
features follows - it will be updated and is subject to change during the project’s progress:
•
•
•
•

Depending on the type of transported PDU, multiple PDU session types binding the
UEs and the DN (IPv4, IPv6, Ethernet, unstructured) will be supported.
The Policy Control Function (PCF), which makes the policy and charging control (PCC)
decisions that are fed to the AMF and SMF.
The Network Repository Function (NRF), providing the following services: NF
management and discovery; Access Token Service; Bootstrap Service.
The NSSF, charged to assist the AMF in the selection of the specific network slice
instance that will serve a particular device.
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3.3 Management, Orchestration and Automation Layer
3.3.1 Orchestration
The NFVO is responsible for managing the Network Service (NS) lifecycle, in conjunction with
VNF lifecycle (supported by the VNFM), and orchestrating NFVI resources (supported by the
VIM) to ensure an optimized allocation of the necessary resources and connectivity. As a
result, NFVO functions can be classified into two main categories: End-to-end resource
orchestration, and Network Service orchestration. NFVO is also responsible of NS
performance and fault management, as well as VNF package management. Similar to VNF
LCM, NS lifecycle is related to several supported operations and execution of workflows, such
as those used to instantiate, scale, heal and terminate an NS, as well as different kind of
updates, e.g., adding/removing VNF instances to/from an NS, etc.
In Affordable5G, we will go beyond the state of the art in the orchestration domain in
multiple directions. First, Affordable5G will provide complete end-to-end orchestration
solutions in real 5G infrastructures, composed of heterogeneous components, i.e., from virtual
network functions to MEC resources and hardware devices, spanning across multiple domains
with various underlying VIM technologies (i.e., Openstack and K8s). On top of these solutions,
advanced AI-enabled algorithms will be incorporated to enable the network automation,
minimizing the human intervention towards zero-touch network provisioning. Finally, the
deployed orchestration tools, either open source (i.e., OSM) or licensed (i.e., NearbyOne
[176]), will be aligned with the O-RAN specifications and compatible with the relevant interfaces
(e.g., O2), allowing the easy integration towards open and fully interoperable mobile networks.
All this effort is expected to contribute significantly towards the main goal of the project,
which consists in enabling the deployment of viable fully automated heterogeneous 5G
networks without compromising the Quality of Experience for the end users.
The envisaged orchestrator’s architecture is illustrated in Figure 36 and provides a complete
end-to-end orchestration solution in real heterogeneous 5G infrastructures. It is responsible for
joint network and compute resource orchestration, actuation over network
infrastructure/components and CPU pinning for isolation and guaranteed QoS. Furthermore,
the orchestrator allows for service migration and pinning to nodes with specific HW
accelerators or features (e.g., lower latency). Example of such HW accelerators include shared
vGPU resources between concurrent VMs and low-power consumption VPUs for inference.
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Figure 36: Orchestrator architecture

The orchestrator is composed of three main modules: i) the Secure Provisioner, which
provisions the node (e.g., installing any HW acceleration drivers, the OS, etc.), ii) the SLA
Manager, which is responsible for guaranteeing the SLAs of the different tenants, and iii) the
Service Placement Manager, which decides the optimal locations for the services to be
executed. In addition, the orchestrator receives different kind of requirements and information,
i.e., from customer-driven requirements (to identify the multiple tenants) to location-aware
information (e.g., power constraints) and service-level KPIs. Having this information, the
orchestrator is able to communicate with external entities (e.g., Slice Manager or AI engine) in
order to make the optimal decisions during the service lifecycle.
As it is also depicted in the figure, the orchestrator can handle the resources in different
domains: from the public cloud, where the resources are more homogeneous and in
abundance (but the delay is higher), to the far edge, where there are limited resources with
high heterogeneity (but the delay is lower). In addition, the orchestrator is able to manage both
network chunks (that belong either to the access, transport or core network) and compute
chunks (CPU, memory, etc.). Finally, it is worth noting that the NearbyOne orchestrator in the
Castelloli platform is expected to have extensive capabilities in order to monitor and take
actions on the HW components of the edge part (e.g., switch on/off, reboot, etc.) as it is shown
in the left part of the figure.

3.3.2 O-RAN Element Management System (EMS)
The Affordable5G architecture features the O-RAN Element Management System (EMS) in
charge of managing the O-RAN network elements. This component includes a set of
applications for delivering FCAPS (Fault, Configuration, Accounting, Performance and
Security) and can be driven by AI/ML, thus unlocking novel features, such as RAN
performance enhancements, advanced radio resource management and traffic/service
optimization. In accordance with the O-RAN WG1 specifications [177], the O-RAN EMS
implements the O1 interface to communicate with O-RAN PNFs and VNFs through:
1. IETF NETCONF, the protocol that installs, manipulates, and deletes the configuration
of network devices, and
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2. YANG, the data modelling language, which standardizes the way of modelling the
configurational and operational data of a network device.
Furthermore, the O-RAN EMS relies on the VES collector, which processes virtual event
streaming messages sent by the O-RAN elements, that can be later analysed by the O-RAN
EMS. Figure 37 shows the interactions between the O-RAN EMS and the other components.
As also described in Section 3.2.1, the O-RAN EMS receives commands from the Slice
Manager, such as Add_PLMN or Create_SNSSAI, and sends instructions to the specific ORAN element through NETCONF/YANG.

Figure 37: Interactions between O-RAN EMS and other components. Note that some of the
components of the management, orchestration and automation layer are not shown

3.3.3 Slicing
3.3.3.1 Slice Manager
The slice manager envisaged in Affordable5G is able to provision end-to-end slices in the
compute, network, and access network domains, allowing several tenants to
seamlessly manage the required resources, and to deploy services for different
verticals within the slices. The slice manager is located at the SMO layer, as it can be seen
in Figure 38, which depicts the high-level view of this component. Within this layer, the main
goal of the slice manager is the creation and management of network slice instances. Such
instances are composed of three chunks of resources, namely compute, networking and radio,
as shown in Figure 38.

Figure 38: High-level view of the network slicing system
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The slice manager is responsible for the resource partitioning of the slices at three levels, as
defined by the NGMN Alliance [80]: infrastructure, network slice, and vertical service. To this
end, the slice manager interacts with a selected set of components at the SMO layer, as
described below.
At the infrastructure level, the slice manager receives the slices requirements and, based on
those, the radio and computing virtualization infrastructure is created and activated through
the interaction with the VIM and the non-Real-Time RAN Intelligent Controller (RIC). This
operation reserves the resource chunks and associate them under a specific end-to-end slice
ID. At network slice level the network services required for the communication establishment
of the infrastructure are instantiated. In this phase, the core network is activated, and the small
cells and Wi-Fi access points start radiating. Moreover, the slice is fully activated by enabling
the end-to-end connectivity along all elements. At this moment, the UEs have full connectivity.
Finally, the vertical service level is optional and allows third-party services to be deployed in
the slice through the NFV Orchestrator and the VNFM Manager. In this specific case, the slice
manager offloads the VNFs deployment, monitoring, scaling and migration operations on the
slices to the Affordable5G orchestrator.
In Affordable5G the slice manager will include a native AI component located at the
orchestration and automation layer. This component has as main goal to analyse the
information from the data analytics function included in the system (which will provide periodic
information on the status of the infrastructure, the RAN and the core network on a per-slice
basis) and to provide concrete information on the status of the slice resources. The AI
extension will build on this data to predict possible scarcities in the resources of the
slices in a specific time frame that could prevent the deployment of new services in the
slice or even to put at risk the performance of the running ones. As a result, the new
component will provide in-advance valuable information to the slice manager, which will rise
an alarm in the system before reaching a problematic point to prevent any issue in the slice.
The integration of this simple AI extension with the 5G network management platform will pave
the way for further enhancements such as prediction of events to preempt mitigation measures,
dynamic spectrum sharing, etc.
3.3.3.2 Interaction with the Orchestrator
The process for the slice creation and the interaction between the Orchestrator and the Slice
Manager is illustrated in Figure 39. Initially, the orchestrator receives (either from the OSS/BSS
or the user) the request to deploy a new service in an end-to-end network slice. Besides the
specific application ID, application version and application parameters, this request includes
the desired SLA metrics, while it either declares the specific nodes for the service to be
deployed (e.g., the specific nodes and cells) or it lets the orchestrator decide which nodes to
use, taking into account the available resources (e.g., CPU, memory) and hardware
accelerators (e.g., core pinning, memory isolation, vGPU) to fulfil the SLA. Moreover, in “green”
edge scenarios, where nodes are not connected to the power grid, the orchestrator would also
consider other resources (like edge nodes battery, current power consumption, weather
forecasts and power generation forecasts) to decide where the services should be deployed
and, if required, the orchestrator manages their migration during their whole lifecycle.
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Figure 39: Deployment of a new end-to-end network slice

The orchestrator obtains the information about the available resources from the corresponding
network elements (e.g., the current operational configuration for the compute resources from
the VIMs/CIMs, the RAN infrastructure from the Slice Manager, the various ports/VLANs from
the PNF/VNF, and KPI data gathered from the whole components stack) and uses all this
information to create a Network Slice Template (NST) with separate chunks: compute slice
chunk, access network chunk, core chunk and transport network chunk, to be shared with the
Slice Manager handling each of these.
The orchestrator first takes care of reserving and configuring the compute, transport and core
network resources. For the compute chunk, a request is sent to the corresponding VIM/CIM.
After this step, the transport network can be configured by setting the VLANs needed for
reaching the PNF/VNFs. If the small cells require initial configuration to reach their near-RT
RIC, the orchestrator pushes it to the small cell. After this process, the 5G Core network is also
ready to be deployed.
At this step, it is assumed that all RAN resources (i.e., small cells or Wi-Fi APs) have been
properly registered in the Slice Manager. After receiving the slice creation request, the Slice
Manager provides the orchestrator with the RAN resources available and configured at that
moment. Once the RAN resources have been selected by the orchestrator, the Slice Manager
receives a request to deploy the RAN chunk considering the configuration provided including
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PLMN ID, core network address, and VLAN ID, among others. This request is pushed down
to the non-RT RIC, which registers the RAN elements with the configuration provided under
the specific slice, and requests the near-RT RIC to add the corresponding PLMNID on the CUs
and DUs. Finally, the non-RT RIC confirms to the Slice Manager the completion of the process,
which at the same time forwards the confirmation to the orchestrator.
Having the slice chunks prepared and all the required resources granted, the orchestrator
requests the provisioning of each of the chunks. Once everything is committed and confirmed,
the e2e-service is considered to be ready. In case something goes wrong, the orchestrator
would rollback all the changes by requesting each of the providers to release the resources.
When the e2e-service is ready, the orchestrator will monitor/subscribe to the KPIs from the
different layers (e.g., infrastructure, VIM, VNFs/Apps, RAN, Core) and the triggered
alerts/alarms from the ML engine to react and take any corrective actions required.
3.3.3.3 AI/ML-assisted slicing optimization
In this section, we describe the architecture and the procedure for the ML workflow
supporting slicing optimization. Specifically, the critical nodes in this scenario are the Slice
Manager and the C-MDAF modules located in the Management, Orchestration and Automation
Layer. The C-MDAF initiates two separate control paths, one for the Core Network (CN) and
one for the O-RAN-aligned network. These two paths include: (i) using the Orchestrator as
intermediate node for dynamic resource scaling or (ii) using the Slice Manager and the NonRT RIC as immediate nodes to control the network slices from the O-RAN perspectives. Figure
40 depicts the ML workflow including the associated nodes, while Figure 41 demonstrates the
corresponding UML diagram.

Figure 40: Illustration of the ML workflow supporting Slice Manager Control Loop

Initially, it is assumed that E2E network slices have already been established. In principle, we
divide the proposed framework into two broad categories: the model training phase and the
model inference phase.
•

ML model training phase: this phase includes all the appropriate procedures required
for the model training and does not affect the operational procedures during the
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•

inference phase. An ML model is built for the purpose of regulating the network slice
management, using widely known tools (Keras, Tensorflow, among others). The code
responsible for the training is sent to the ML Model Trainer, along with per-slice training
data gathered from the Data Collector (i.e., the 5GS Telemetry Data Collector depicted
in Figure 21). Then, the ML model is trained offline and sent to the C-MDAF, where it
is available for inference purposes. Moreover, the ML Model Trainer creates a
containerized version of the model, before sending it for deployment.
ML model inference phase: Real time data are gathered from the Data Collector
through the Orchestrator and forwarded to the C-MDAF to be used as input for ML
model inference. Two different paths are then determined. When the control action
refers to the O-RAN, the model output (forecast) is sent to the Slice Manager, which in
turn sends a change notification in the Non-RT RIC. The Non-RT RIC provides
suggestions about the corrective actions, while the responsible entity for applying those
is the EMS-CM. On the other hand, when the configuration policies directly refer to CN
components, the corrective actions are applied directly by the Orchestrator upon
possible scaling operations.

C-MDAF

C-MDAF

EMS - CM

EMS - CM

Figure 41: UML diagram of ML workflow supporting Slice Manager Control Loop

3.3.4 AI/ML in O-RAN
3.3.4.1 Design principles and control loops
The different control loops with respect to the O-RAN reference architecture are illustrated in
Figure 42.
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Figure 42: O-RAN reference architecture and control loops

As clearly depicted in the figure, the Non-RT RIC is responsible for exchanging and gathering
data with core network and all the other O-RAN entities. This ability ensures the potential to
improve the RRM of RAN nodes, by exploiting cross-domain contextual information, such as
UE-specific mobility patterns and/or positions. Furthermore, due to its network-wide and
computational resources access, it can dynamically optimize and orchestrate several RAN
entities in much shorter (than the traditional) time scales, targeting to improve the network
control and user experience. Intelligent Non-RT RIC applications (rAPPs) can potentially
interconnect and exchange data with each other via a common (R1) interface (not depicted in
the figure for readability purposes).
In this architecture, the introduction of AI functionalities incorporates several entities, as
follows:
•
•
•

Trainer host. It refers to the network entity that is responsible for the generation of an
accurate model.
Inference host. It defines the O-RAN node that exploits the pre-trained model in order
to provide the actors with the ML-assisted solutions.
Actor. It is the entity that takes an RRM decision and acts based on the output of the
inference host.

In principle, model trainer refers to the network entity that is responsible for the generation of
an accurate model. Accordingly, the inference host is the O-RAN node that exploits the pretrained model in order to provide the actors with the ML-assisted solutions. Finally, the actor
entity takes an RRM decision and acts based on the output of the inference host. As described
in [177], ML model training can only be hosted in the Non-RT RIC. The other ML parts inference host and actor(s) – may be located in different O-RAN components depending on
the time sensitivity of the control decision. Therefore, three control loops are specified to
discriminate the aforementioned service-specific time sensitivity. Specifically, control loop 1
refers to time critical decision-making in time scales less than 10ms, typically including radio
resource optimization such as beamforming, resource block utilization, spectral and
interference management; control loop 2 is operated in time-scales 10-500 ms and targets at
network-layer resource optimization such as cell coverage, handover decisions, packet delay;
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control loop 3 is typically designed to operate in greater time scales (> 500 ms) for offline
optimization including policy management and network-wide orchestration. It is not expected
that these loops are hierarchical but can instead run in parallel.
3.3.4.2 Support of AI/ML in O-RAN
O-RAN working groups have specified particular RAN components to host ML functionality
across network domains, attending to both offline and online training and inference. Offline
training refers to the time-consuming processes required for training a model. Online training
refers to real-time agents that learn by interacting with the environment through trial-and-error.
The offline training support is essential in O-RANs because time-sensitive decisions have to
exploit already pre-trained models. In this respect, this approach mainly relies on the following
design principles: (i) an offline learning module is by default essential, (ii) offline training refers
to a pre-trained model that may be inferred during the online operation of the network, (iii)
online training refers to the concept of real-time learners (e.g. reinforcement learning), as the
model is trained through interaction with the network and (iv) completely untrained models
cannot be directly deployed in the network without prior training and testing.
In O-RAN, two critical building blocks will be responsible for the execution of the ML workflow:
(i) the Near-RT RIC is a logical function that enables near-real-time control and optimization of
RAN elements and resources via fine-grained data collection and actions over E2 interface, as
depicted in Figure 43, and (ii) the Non-RT RIC, which is a logical function within SMO that
enables non-real-time control and optimization of RAN elements and resources, AI/ML
workflow including model training, inference and updates, and policy-based guidance of
applications/features in Near-RT RIC.
It should be noted that in the deployment of supervised and unsupervised ML algorithms, the
ML training host is essentially located in the Non-RT RIC, while the ML model host/actor can
be located either in the Non-RT RIC or in the Near-RT RIC. On the contrary, in the framework
of reinforcement learning, both the ML training host and the ML inference host/actor shall be
co-located as part of Non-RT RIC or Near-RT RIC.

Figure 43: Matching the O-RAN architecture with the ML workflow (Source of left figure: O-RAN
alliance [178])
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As it is already described in section 3.3.4.1, there are three types of control loops defined in
O-RAN depending on the time sensitivity of the required decision-making process. Graphically,
Loop 1 refers to the case that the model inference is hosted in the O-DU and the exact
configuration of this Loop is under consideration. Loops 2 and 3 are clearly defined as the
loops that host the ML training at the Non-RT RIC, while the ML inference is typically running
in the Near-RT RIC and the Non-RT RIC, respectively (Figure 43).
In this context, we will address the implementation of a complete training-inferenceretraining cycle tested and checked within the whole parts of the O-RAN architecture.
Affordable5G aims at a holistic testing of ML models, starting from the model
deployment and training, model inference and action taking, and ending at the model
evaluation for possible retraining and update.
In addition, the introduction of FPGA-based hardware acceleration for energy-efficient
computations will be investigated. This FPGA module (described in section 3.1.2) could also
be used to host the ML model inference and appropriately be adapted in different O-RAN
components (e.g., in the Near-RIC as hardware-based xApp, in the DU for distributed
acceleration, inference for computationally expensive CNN-based models).
Furthermore, the encapsulation of intelligence in the control loop 1 by employing and inferring
the ML models, enabling edge optimization capabilities, will be studied. This loop supports
time-sensitive decisions and specifies the model inference to be mainly hosted in the DUs,
defining the control loop between DUs and RUs (to be determined in the future by the O-RAN
Alliance).
3.3.4.3 ML workflow supporting O-RAN Control Loops 2 & 3
In this section, we describe the supporting architecture and the procedure for the ML workflow.
Specifically, two control loops of the O-RAN architecture (Control loop 2 & 3) are detailed
depending on the location of the model inferer (MF) [178]. Model training is performed in the
Management, Orchestration and Automation Layer for both scenarios. Figure 44 depicts the
ML workflow including only the critical nodes in supporting the automation pipeline (for the
sake of simplicity, the Orchestrator is not included in this figure), while Figure 45 demonstrates
the corresponding UML diagram (and depicts the role of the Orchestrator in the procedure).

Figure 44: Illustration of the ML workflow supporting Control Loops 2 & 3
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EMS - CM

EMS - CM

Figure 45: UML diagram of ML workflow supporting Control Loops 2 & 3

The ML workflow is initiated with an ML developer designing an ML model. This procedure
may be accomplished using widely established development toolkits, such as Python libraries
like Keras, Tensorflow and PyTorch. The initially untrained model is sent to the ML Model
Trainer located in the SMO in order to host the training process. Moreover, a particular subset
of the data gathered by the Data Collector is selected from the ML Model Trainer to represent
the training samples. Once the model is trained, it is sent back to the Non-RT RIC catalogue
(accompanied with the associated license and/or metadata), where it is available for
publication in the ML designer catalogue and the Orchestrator. Using packaging tools, a
containerized ML application is produced through the Orchestrator, along with the policies
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setting according to RAN intent, SLAs or other external requirements. The workflow is then
separated depending on whether the inferer is the Non-RT RIC itself (Control Loop 3) or the
Near-RT RIC (Control Loop 2).
Regarding the Control Loop 3, The ML model is deployed from the Orchestrator to the NonRT RIC. The collected data from the O-RAN entities (based on O1 observability) are used for
inference purposes from the Non-RT RIC. Once an alert is triggered, the corrective actions are
distributed from the Configuration Management component of the EMS (EMS-CM) to the
respective actor nodes (Near-RT RIC, O-CU, O-DU, O-RU) via the O1 interface [177].
Regarding the Control Loop 2, the ML model is deployed from the Orchestrator to the NearRT RIC through the O1 interface. Using the A1 interface, the Non-RT RIC sends the A1
policies to the Near-RT RIC [179]. To support the policy enforcement in the near-RT RIC, the
non-RT RIC can optionally provide enrichment information over the A1 interface. Upon ML
model deployment, model inferences are hosted in the Near-RT RIC exploiting data from the
RAN entities over E2 interface. Consequently, corrective actions may be applied to E2 nodes
when a model prediction is triggered, while the Near-RT RIC may provide policy feedback to
the Non-RT RIC via the A1 interface for possible evaluation and/or update of the active policy.
Finally, the Near-RT RIC and the E2 nodes provide feedback data concerning the RAN
provisioning to the Data Collector via the O1 interface. Model evaluation takes place in the
Non-RT RIC with data retrieved from the Data Collector. Notably, it is possible to update an
active ML model by first acknowledging the Orchestrator and then stimulating a new ML model
deployment cycle.
It is worth noting that for deployments including the EMS-CM (which takes care of the O1-CM
(YANG, NETCONF)) in the SMO for purposes of implementing O1/CM interface, the EMS-CM
(O1 termination) is responsible for applying the corrective actions. In this case, the Non-RT
RIC is only in charge of applying AI/ML based algorithms and provide new RAN use cases, as
well as is aware of e.g., RAN slices, related slice properties/configurations and slice
performance metrics to actively assist slice assurance through optimization methods, including
AI/ML.
Moreover, the O1/PM interface, responsible for transferring performance data to the Data
Collector, may be implemented via a VES or HV-VES collector in order to be compliant with
the O-RAN proposed interfaces.
3.3.4.4 The deep learning case
Conventionally, deep learning algorithms can efficiently map extremely complex functions that
relate some given inputs X to some either known (supervised learning) or unknown
(unsupervised learning) outputs Y. The accuracy (i.e., how accurate is the fitting between X
and Y given a set of training data) of deep learning algorithms, among a wide set of model
hyper-parameters that have to be fine-tuned, highly depends on the input-output pairs that are
available during the training process (i.e., the training set size).
To concretely conceive a practical deep learning framework, we assume that an RRM task is
going to be addressed by exploiting labelled data. For example, a long short-term memory
(LSTM) or a recurrent neural network (RNN) can be utilized in order to learn and predict the
possible occurrence of cell congestions based on the traffic patterns of actual data gathered
by an operator [180]. Such an approach can potentially be informative about event detection
to proactively protect the network performance against sudden, unpredictable and negative
implications. Notably, O-RAN is designed to offer operator-defined thresholds, thus leading to
operator-specific models based on service level agreements that can be re-configured. For
instance, in a classification task that separates low- versus high-traffic cells based on a
spectrum utilization metric, one operator can choose a threshold of 90% for high-traffic cells,
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whereas another operator can use 80% depending on different requirements, policies and
degree of protection against traffic conditions.
Currently, the choice offered by O-RAN is to train the model at the non-RT RIC, using longterm data collected from radio access nodes, and store it (e.g., in the form of Docker image
file). The trained model is then downloaded by the near-RT RIC for inference. For instance, a
traffic prediction mechanism can be applied to the under-control cells and the corresponding
ML solutions are continuously applied until the satisfaction of target KPI values.

Figure 46: High-level ML workflow for training-inference-feedback cycle of deep learning models in six
steps. In each step, we color-coded (red) the participated O-RAN entities to indicate the information
exchangers through the associated interfaces

Figure 46 demonstrates a workflow scenario for a deep learning RRM task. In a high-level
point of view, the workflow of a deep learning RRM algorithm may be described in six generic
steps:
1. In the initial phase of the deep learning cycle, centralized and distributed O-RAN nodes
provide data to the data collector entity located in SMO through the O1 interface.
Optionally, the collected data may be pre-processed prior to the model training.
2. A model training query is published to the model trainer platform from the Non-RT RIC
to host the deep learning training procedure.
3. Upon successful completion of the model training, the model is sent back to the NonRT RIC, thus becoming available for inference purposes.
4. Through the A1 interface, the pre-trained model is forwarded to the Near-RT RIC for
possible inference hosting.
5. During near-real time control, the model predictions are applied to the O-RAN actors,
when the model inference triggers an output.
6. Finally, the ML-assisted network entities provide feedback metrics to the SMO for
possible model update/re-training.
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Regarding the step 6 (model monitoring), the ML inference host is expected to report
performance-related metrics of the ML model to the ML training host. According to the
feedback and/or data received from several inference points (MFs), the ML performance
evaluation module informs the ML designer that an update is required to the running model.
Finally, the ML designer initiates the model selection with the updated trained model (returns
to step 3).
As readily observed in this architecture, the O-RAN intelligence workflow follows a bottom-up
approach by hierarchically hosting the computationally expensive procedures (e.g., training) in
the SMO and Non-RT RIC, while the near-zero operations (e.g., inference and actions) are
performed at the centralized, distributed and radio units of the O-RAN.
3.3.4.5 The deep reinforcement learning case
Reinforcement Learning (RL) algorithms are a special branch of ML methods that formulate
how a learner (i.e., a software agent) behaves in an unknown environment to reach a welldefined goal, either by maximizing rewards or by minimizing punishments. In the case of RAN
control problems, a network controller is commonly considered as the RL agent interacting
with the rest parts of the RAN environment. The objective is to find out a policy (which actions
are beneficial from any given state). The learning process relies on a cyclic agent-environment
interaction process, gradually moving from a pure exploration strategy (random actions) to an
exploitation strategy (actions which led to beneficial rewards). A critical factor in the RL
performance is the size of state and action spaces, usually resulting in inefficient models with
non-practical convergence duration and costly memory usage.

Figure 47: General reinforcement learning workflow for agent-environment interaction within O-RAN
architecture

The interaction cycle between agent (Non-RT RIC) and environment (network conditions) is
illustrated in Figure 47 and summarized into four steps:
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1. The current policy is acknowledged to the O-RAN entity that performs RL algorithms
(actor). Notably, the policy refers to the Q-neural network weights in the case of deep
reinforcement learning in order to guide the action selection strategy.
2. The actor entity performs the action according to the current state under the reported
policy.
3. The new state of the environment, along with the corresponding reward/punishment, is
observed from the actor(s). Note that, it is possible to support both single- and multiagent RL schemes for centralized and distributed RRM, respectively.
4. The experience tuple (i.e., current state, performed action, current reward and new
state) is stored into the SMO database to continue the RL training process.
To concretely describe the reinforcement learning rationale, we consider a general RRM task
that has to be addressed with a deep reinforcement learning approach [181]. In Figure 48, the
DRL algorithm outline is illustrated. Specifically, a neural network is employed to solve an
optimization problem and is hosted into the SMO. The number of neurons in the input layer is
related to the state space, which in turn is strongly related to the RL modelling. The output
layer is positively correlated to the action space size.

Figure 48: The Deep Q-Network (DQN) algorithm
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The progression of the DRL algorithm can be described in the following steps:
•
•
•
•
•

•
•

Step 1: The cognitive controller initially explores the environment.
Step 2: In exploration phase, a random is selected, whereas in exploitation phase, the
action is estimated by the Q-network.
Step 3: The environment provides feedback to the DRL agent regarding the performed
action (immediate reward) and the next state.
Step 4: The system stores the experience tuple (𝑠𝑡, 𝑎𝑡, 𝑟𝑡+1, 𝑠𝑡+1) into the replay
memory.
Step 5: A batch of experience tuples 𝑁𝐵 is randomly selected from the memory. The
current state 𝑠𝑡 batch elements are forward-passed through the Q-network to predict
the Q-values of all actions. Regarding the loss estimation, we used the output of the
target Q–network as the actual Q-values (with the next state 𝑠𝑡+1 elements as input).
The weights of the Q-network neurons are adjusted through the back-propagation
method (e.g., Stochastic Gradient Descent).
Step 6: Every 𝑁𝑢 steps, the weights of the Q-network model are cloned to the target
Q-network model.
Step 7: The agent reduces the value of 𝜀 (e.g., linear decay) to get closer to the
exploitation mode and repeats steps 1-6 until convergence.

In Affordable5G, we will address the deployment and testing of DL and/or DRL models
towards the resource management of O-RAN, utilizing and studying the learning
capabilities of both Non-RT and Near-RT RICs. These models will be tested in either
centralized or distributed manner, with variable modelling scenarios for the
agent/learner and/or objective functions. For example, physical layer-based optimization
algorithms will be employed to manage the physical resources, such as the user association
rules and the power configurations of RUs. Additionally, a MAC-layer (or higher) based
optimization method will be an end-to-end network slicer, optimizing not only the RAN slice
resources (physical resource block allocation for each slice), but also the virtual resources of
the core network (assignment of VNFs to different or shared slices).

3.3.5 Network Telemetry and provisioning of data analytics
This section outlines the general architectural approach of the Affordable5G regarding the
support of NT deployment and the support of data analytics. Crucial NT components include
the NWDAF and the C-MDAF components. It is worth noting that the NWDAF is a wellspecified component of the 5G Core Network according to 3GPP standards and ETSI technical
documents, as described in [139], [182]. On the contrary, although C-MDAF is conceptually
described in [183], its exact technical specifications are under investigation for future releases.
To that end, the general architectural principles regarding the implementation of NT in the
Affordable5G are demonstrated including the C-MDAF, while the implementation framework
mainly relies on NWDAF functionalities.
Based on the use case scenarios requirements, as set out in D1.1, network telemetry in
Affordable5G must be able to create knowledge based on monitoring data collected from all
the different sub-systems comprising a 5G System (5GS), including Radio Access Network,
Core Network, Transport Network and, last but not least, Infrastructure Network, as depicted
in the high-level architecture figure of Affordable5G. In this respect, Affordable5G architecture
places NT functionality both in the Management, Orchestration and Automation Layer, as well
as in the Core Network, without, of course, overlooking the functionalities offered by other
functions in the core and radio access part of the network, as will be discussed in detail in
sections 3.3.5.1, 3.3.5.2 and 3.3.5.3.
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Figure 49: Affordable5G architecture for NT functionalities

In Affordable5G, we will integrate Affordable5G telemetry system with state-of-the-art
ML/AI frameworks (e.g., TensorFlow, etc.) and develop, test and validate ML models to
be evaluated against use case requirements. Hence, the advantages of private 5G
networks will be demonstrated in the project Pilots.
3.3.5.1 C-MDAF
In order to support a wide variety of services and requirements and increase the flexibility, a
centralized telemetry node should take advantage of Management Data Analytics Services
(MDAS) towards improving the network-wide performance and efficiency [183]. These services
are provided by the Management Data Analytics Function (MDAF). In principle, an MDAS
offers data analytics of diverse network parameters including resource management
information for a specific Network Function (e.g., NF’s load, resource usage status of an NF,
etc.). MDAS can be deployed at different domain levels (e.g., RAN, CN) and/or in a centralized
manner (e.g., at a PLMN/SNPN level). A domain-level MDAS may therefore enable data
analytics for a specific part of the 5G network, e.g., resource usage prediction in a component
of the CN, resource usage forecasting for a specific network slice subnet, etc. On the other
hand, a centralized MDAS allows for end-to-end or cross-domain data analytics, taking
advantage of a more global observability spanning across all network domains.
Towards this direction, C-MDAF is provisioned to host all the centralized telemetry capabilities
and to be located at the Management, Orchestration and Automation Layer. A particular NF
may subscribe to the C-MDAF as a consumer in order to collect or provide data for forecasting
or resource usage information purposes. Moreover, the data analysis can also identify
corrective actions in the network, e.g., scaling of resources, load balancing of traffic, etc.
3.3.5.2 NWDAF
According to [139], and as depicted in Figure 49, the NT framework provides analytics
information for different analytic events to NF consumers, by subscribing to 1) one-time, 2)
periodic notification, or 3) notification when an event is detected, either in the form of statistical
information of the past events, or as predictive information.
In relevant 3GPP Rel. 16 documents [139],[141],[184],[185] and [182], the NWDAF services
include different types of observed events including:
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●
●
●
●
●
●
●
●
●

Slice load level information
Service experience
NF load
Network performance
Abnormal behaviour
UE mobility
UE communication
User data congestion, and
QoS sustainability.

Moreover, in [139] several potential NF consumers are mentioned, including PCF, NSSF, AMF,
SMF, NEF, UDM, AF, as well as OAM.
The NWDAF can either provide network analysis data to other NFs (i.e., analytics information)
or NFs can request subscription from NWDAF for data delivery (i.e., events subscription) by
using Nnwdaf interface (Figure 50). Also, NWDAF fetches data from other NFs using the Nnf
interface (Figure 51).

Figure 50: Network Data Analytics Exposure architecture

Figure 51: Data Collection architecture from any 5GC NF

The 3GPP has defined two models of analytics services provided from NWDAF. The first one
involves a subscription model and is used in case periodic analytics information is needed,
e.g., periodic load information (current/predicted) of network slice. The second involves a
Request/Ad-Hoc model and is used if a one-time analytics computation and information is
needed, e.g., experience score of a newly deployed application for a particular
day/hour/region.
The interactions between the NWDAF, the NRF, the AF and the NF consumer and provider
are illustrated in the following figures.
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Figure 52: Registration, Discovery and Subscription phase for the data collection from a trusted AF
[182]

Figure 52 divides the procedure of AF procedure into three distinct phases, namely: (i) the
registration phase, including the message exchange between AF and NRF, (ii) the discovery
phase including the request/response interaction between NWDAF and NRF and (iii) the
subscription phase, including the event exposure messages between NWDAF and AF.

Figure 53: NF consumer/provider interaction through NWDAF to provide service experience for an
application [182]

Figure 53 depicts the consumer/provider interaction for the provision of service experience to
an application. Initially, the consumer sends a request to NWDAF, which interacts with the
respective AF to notify the event exposure. Then, NWDAF invokes the NF provider through
the appropriate messaging. Finally, the requested analytics for the application are published
to the requesting NF consumer.
3.3.5.2.1
Requirements per NWDAF Service type
As previously mentioned, there are three services offered by NWDAF, namely: 1) periodic
notification, 2) one-time information or analytics, and 3) notification when an event is detected,
either in the form of statistical information of the past events, or as predictive information. In
this section, we will examine the specificities of each one of these services and how will be
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addressed in Affordable5G.
3.3.5.2.2
Periodic notification
This is the simplest option and includes a subscription of a NF(consumer) to a service offered
by another NF(e.g., AF, UPF, PCF etc) through NWDAF. The requirement is that the developer
of the consumer NF that requests data must have a REST service implemented so that
NWDAF can send the requested data in the frequency and for the time period requested by
the consumer NF. However, one can consider cases where the NFs (ex. AF, UPF, PCF etc)
that produce data either do not provide the metrics that are requested by the consuming NF or
there is no such service available in the producer NF.
3.3.5.2.3
Event notification
The event notification service assumes that an implementation of an entity that provides a
simple (or complex) processing of data has to be realized. In case that this service is
implemented in the NWDAF, then NWDAF can subscribe to the producing NF service (ex. AF,
UPF, PCF, etc.), on behalf of the consuming NF, asking for periodic notification of data. Data
is then processed within the NWDAF and in case that the values exceed the threshold set by
the consuming NF, then the NWDAF offers the appropriate mechanism to send an event
notification to the consuming NF. On the contrary, when the event notification is implemented
in the producing NF, then the consuming NF request is forwarded from NWDAF to producing
NF. In case where the threshold value of one (or more) metric(s) is(are) exceeded, the
producing NF creates an alert that is forwarded to NWDAF and then to the consuming NF.
Taking into consideration that the technical specification documents do not provide any specific
guideline regarding the implementation this mechanism, in Affordable5G we decided to include
the notification service in NWDAF for the following reasons: (i) It is necessary to collect a
complete data set per NF in order to provide one-time predictive information, and (ii) This
approach keeps low complexity level of the implementation on NF part.
3.3.5.2.4
One-time predictive information
This service is considered as the most advanced one, compared to the other two. In this
scenario, the consuming NF is requesting a prediction that must be evaluated based on
complex analytics mechanisms, including, of course, Machine Learning techniques, similar to
those that we will follow for the RAN ML-based, closed-loops, as specified in the O-RAN
documents [26]. ML models can be developed in specific formats (TensorFlow, TensorFlow
Lite) that can be used to create a trained model in cases that NWDAF has already stored a
large/adequate amount of data with adequate hyperparameters. Thus, the framework will be
fed with data from the database of the NWDAF in order to create a trained model that will be
later on deployed in a specific cloud environment and will be used for inference on new coming
data. Upon reaching a prediction, the ML component will inform the NWDAF so that finally the
consuming NF is informed. It is highlighted that 3GPP documents, such as TR 23.791 [141],
related to NWDAF implementation and specifications foresee a plethora of parameters and
attributes to accommodate specific requests, such as a probability assertion, expressing the
confidence in the prediction produced. Prediction may be returned with zero confidence as
described below. This confidence is likely to grow in the case of subscriptions. Also, the value
of the confidence is defined, depending on the level or urgency. If no sufficient data is collected
to provide an estimation for the requested level of accuracy before the time deadline, the
service shall return a zero confidence. Other important attributes for Affordable5G that are
included in 3GPP documents are validity period, reporting thresholds, time interval, etc.,
explained in TS 23.288 [182], followed by a list of analytics services offered by NWDAF.
3.3.5.2.5
NWDAF component architecture
According to TR 23.791 [141], the NWDAF architectural assumptions that can potentially cover
all use cases, are the following:
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1. The NWDAF is used for data collection and data analytics in centralized or distributed
manner. An NWDAF may be used for analytics for one or more Network Slice.
2. For instances where certain analytics can be performed by a 5GS NF independently, a
NWDAF instance specific to that analytic maybe collocated with the 5GS NF. The data
utilized by the 5GS NF as input to analytics in this case should also be made available
to allow for the centralized NWDAF deployment option.
3. 5GS Network Functions and OAM (including the EMS) decide how to use the data
analytics provided by NWDAF to improve the network performance.
4. NWDAF utilizes the existing service-based interfaces to communicate with other 5GC
Network Functions and OAM.
5. A 5GC NF may expose the result of the data analytics to any consumer NF utilizing a
service-based interface.
6. The interactions between NF(s) and the NWDAF take place in the local PLMN (the
reporting NF and the NWDAF belong to the same PLMN).
7. Solutions shall neither assume NWDAF knowledge about NF application logic. The
NWDAF may use subscription data but only for statistical purpose.
8. It is further assumed that NWDAF and NFs cooperate adequately to contribute to
consistent policies, analytics output results, and finally decision-making in the
PLMN/SNPN.
Based on these principles and taking into consideration the Affordable5G requirements with
the purpose to address NPN installations, the NWDAF component consists of the modules
depicted in Figure 54. Note that in this figure, the O-RAN, Data Network and Transport Network
measurements are provided by the 5GS Telemetry Data Collector component of the system.

Figure 54: NWDAF component architecture

In particular, the main architectural components can be described as follows.
Southbound Interface: It provides all the necessary interfaces to accommodate the data
collection from different types of DS. As mentioned above, the NWDAF collects and processes
data from the 5G core NFs based on predefined interfaces (Nrf/Nnwdaf) by 3GPP
specifications. But, in order to accommodate the needs of the use cases within Affordable5G,
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the Southbound Interfaces will be extended in order to support the interoperability with other
data sources. In this context, new interfaces (e.g., RESTful APIs) will be developed in order to
support data collection from the 5GS Telemetry Data Collector.
Data storage: According to 3GPP, NWDAF provides data analytics services based on a
mechanism of event subscription. These services can be simple (e.g., periodic event
notifications) or more complex ones based on execution of ML models (for example, provision
of short/long term predictions). In order to support these services, NWDAF needs to store and
manage data related to the operational status of module (e.g., active subscriptions, etc.) but
also the collected data from each DS. Therefore, the data storage of NWDAF consists of two
different databases:
•
•

Document DB. A document DB that can be used for the storage of the active
subscriptions to 5GCore NFs. The database can also support the stateless design
approach of the module.
Timeseries DB. The timeseries DB can be used for the storage of all the collected data
from the connected DSs in order to support complex analytics information services
(e.g., inference of ML models, etc.). A third database might be needed in order to store
data of a larger retention period, being the appropriate tool to be used for training ML
models.

Monitoring server / Dashboard: The monitoring server is one of the core components of the
NWDAF module, being responsible for providing analytics services during real time, based on
simple mathematical functions (e.g., mean, dev, rate, max, min, delta, etc.) and near real-time
alerting based on monitoring rules. Also, a graphical dashboard will provide charts and
notifications representing the current operational status of each one of the monitoring sources.
Northbound Interface: The North Bound Interface is used for the connection between the
NWDAF with external systems like MANOs, ML frameworks etc. In order to support the
different needs of each external system, the Northbound Interface will provide several
communication technologies, as alternatives that can fit to any requirements, namely RESTful
APIs and Publish/Subscribe schemas. The RESTful APIs are especially useful for exchanging
management information between different systems (e.g., alerts notifications, subscriptions to
specific services, etc.), while Pub/Sub mechanisms are very convenient on data streaming
(e.g., executing ML models, etc.).
In Affordable5G, we will develop an open source NWDAF, able to gather requested info
from NFs. This will encourage and allow multivendor deployments and facilitate
customization to suit individual service needs by the utilization of 3GPP compliant
implementation. In this context, the currently defined Nrf/Nnwdaf interfaces will be
appropriately utilized to facilitate data collection from the 5GS. To the best of our
knowledge, no such open-source solution currently exists.
3.3.5.3 Data collection procedures from several sources in Affordable5G
The necessity for collecting data from all sub-systems is evident from several requirements
posed by the Affordable5G use cases. For example, in order to optimize an end-to-end slicing
service, intelligence and/or predictions must be inferred from sources of information spanning
across the RAN, Transport and Core network, alike. In this respect, a centralized data
repository component (5GS Telemetry Data Collector) is a first-class candidate for collecting
and processing the data from different parts of the 5G network (Figure 49). For analytics
purposes, the collected data are made available to the NWDAF and the C-MDAF.
3.3.5.3.1
Collecting data and events from O-RAN components
With respect to the collection of data from O-RAN components to the SMO layer, Affordable5G
will realize it through the O-RAN Alliance specified O1-PM interface (implemented inside the
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O-RAN EMS), as described in the general O-RAN architecture document [174] as well as on
the specific document dedicated to the O1 interface specifications [148]. In particular, the
consortium paid special attention on the implementation effort towards realizing REST/VES
interfaces for rare events and REST/HV-RES interfaces for real-time streaming data, following
state-of-the-art approaches, as explained in [184] and [37]. This will require a clear
implementation extension, compared to the rest of the 5G PPP running projects, since new
specifications have been recently published by O-RAN Alliance while, also, Affordable5G RAN
consists of components from different partners (RunEL, Eurecom, Acceleran, i2CAT).
With respect to the collection of RAN-related data by the NWDAF (through the 5GS Telemetry
Data Collector), neither the O-RAN nor the 3GPP documents have proposed interface
specifications, given that also NWDAF concept has been recently introduced in the concept of
5GS. Thus, the Affordable5G consortium plans to implement these interfaces based on the
specifications provided by 3GPP to interconnect an Application Function (AF) to NWDAF. The
interfaces related to the AF Event Exposure Service are described in detail in [185].
3.3.5.3.2
Collecting data and events from Transport Network
Collecting monitoring data from the transport network is of paramount importance in the
majority of the 5G use cases, especially those related to time-sensitive and time-deterministic
communications, like the TSN over 5G use case. The data collected form the switches follow
the SNMP standard (implemented inside the TN EMS) and are then stored in a server (the
5GS Telemetry Data Collector), where they can become accessible from external modules via
already implemented (but not standardized) interfaces. For the purposes of Affordable5G, and
given that there are not yet documents specifying these particular interfaces, the consortium
will, again, follow the more generic interfaces related to the AF Event Exposure Service, when
these data are to be consumed by the NWDAF.
3.3.5.3.3
Collecting data and events from Core
Performance management data from the core network elements are collected through the CN
EMS and stored inside the 5GS Telemetry Data Collector. The functions in the 5G Core
network can be seen as both producers and consumers of the data collected in NWDAF.
Moreover, although all of them can offer valuable data to the consuming NFs, some of those
can be considered more important than others. Affordable5G plans to connect as many
different 5GC NFs as possible to the NWDAF function. However, a thorough analysis of the
requirements derived by the pilot scenarios and use cases in D1.1 reveals that special attention
must be paid towards integrating UPF, NSSF, AF, and PCF, where in the majority of these
functions, the interfaces towards NWDAF communication are also specified and will be
followed from the consortium.
3.3.5.3.4
Collecting data and events from Network Infrastructure
Another important part of the 5GS is that the 5GS Telemetry Data Collector must be able to
collect data from the Infrastructure Layer. Following the specifications provided in O-RAN O2
General Aspects and Principles Specification document [186], when the O-Cloud Infrastructure
or the ORAN cloudified NFs fails, it needs to be restored immediately, and preferably
automatically, to prevent end users from experiencing service disruptions. To avoid this service
disruption, Network Operations must consider the telemetry information of O-Cloud
deployments in the network. The telemetry information serves as a vital resource for analysing
the O-Cloud’s state and health, and for delivering on service monitoring goals.
The O-Cloud monitoring service uses telemetry data to provide monitoring of O-Cloud
infrastructures. The telemetry data is provided by NFs and Infrastructure and is correlated to
reduce duplication of effort in determining the root cause in the network. There are different
types of telemetry, namely Managed Element Telemetry, Deployment Telemetry and
Infrastructure Telemetry:
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•
•

•

The objective of Managed Element Telemetry is to monitor the application behaviour.
This will be addressed in the O1 Specification.
The objective of Deployment Telemetry is to monitor the number of deployment
instances an O-Cloud has at a particular interval compared to the expected ones, as
well as and health checks. Additional Deployment Telemetry metrics like CPU, network,
and memory usage can also be collected. This will be addressed in the O2
Specification.
The objective of Infrastructure Telemetry is to monitor the health of the O-Cloud
Infrastructure components. Network Operations are interested in discovering if all the
components in the O-Cloud Infrastructure are working properly and at what capacity,
how many deployments are running on each node, and the resource utilization of the
O-Cloud Infrastructure. This will be addressed in the O2 Specification.

In the framework of Affordable5G, the first implementation of O2 specifications will be followed,
as described in the relevant O-RAN documents. Through this interface, data will be collected
at the Infrastructure Telemetry component of the architecture.
Additionally, judging from the requirements, the Affordable5G architecture will, at least,
support data collection from OpenStack environments (performance data from Virtual
Machines) and Kubernetes environments (performance data from Containers), while
also monitoring tools will be in place to provide data from the network infrastructure
(such as Prometheus). Affordable5G partners will follow the O-RAN specifications
towards realizing this interconnection in a manner that would be interoperable with any
O-RAN compliant implementations in the future.

3.3.6 Cloud-native approaches for network function management
Affordable5G plans to increase support in MANO solutions for Cloud-Edge KNF management,
and introduce Infrastructure as Code support typical of modern Cloud Native solutions. The
goal is to facilitate 5G Cloud-Edge network management whilst making use of the best
practices of Cloud Native development.
3.3.6.1 Cloud-Edge KNF management
MANO solutions such as OSM, today support various VIMs and additionally support
Kubernetes to a certain extent. While recently several new options have surfaced for
Kubernetes when it comes to managing and deploying services at the Edge, including low
power devices with intermitting connectivity, these solutions have not yet been fully exploited
in MANO solutions. In this respect, Affordable5G will explore the usage of Kubernetesbased solutions for 5G microservice orchestration in a Cloud to Edge scenario
supporting different possible deployment topologies such as: single core cluster with
edges, core cluster with federated clusters, federated clusters with edges (Figure 55).
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Figure 55: Three possible deployment scenarios for Kubernetes: a single K8s core cluster with edge
nodes connected to it, a core K8s cluster with other K8s clusters connected to it, and a core K8s
cluster with other K8s clusters connected to it, where each has its own edge nodes connected to it

To allow this kind of placement, MANO solutions need to be aware of the K8S cluster topology
and of the non functional properties exposed by the different nodes. Once this information is
available, MANO solutions need to expose mechanisms to define placement constraints
(complying with available non functional properties) that will allow to restrict on which nodes of
the Kubernetes topology the KNF are placed. Exposing this capacity is a key enabler – in
combination with availability of monitoring data - to allow autonomic optimisation of KNF
infrastructures.
As early mentioned, not all MANO solutions are fully covering these aspects at this time. This
indeed is the case for ETSI OSM, the reference Open Source MANO in Europe. In particular,
while OSM today allows VNF placement in specific nodes on top of traditional VIMs, this is not
the case of container-native VIMs as Kubernetes.
Thus, in the context of Affordable5G, we will explore: 1) the definition of the standard non
functional properties that should be exposed by Kubernetes nodes to define placement
constraints; 2) the surfacing of k8s nodes non functional properties in the management layer
of OSM; 3) the definition of APIs that will allow KNF placement commands to be issued in
OSM; 4) the wiring between the APIs and K8S to transform OSM KNF placement commands
into instruction for K8s scheduler.

Figure 56: Deployment of a KNF through OSM to 3 edges satisfying the provided constraints (in this
case a node in town_a with a nvidia_cuda compatible GPU)

Thanks to these innovative extensions, the following scenario will be supported by OSM: given
a K8s cluster with a “core” composed of a few nodes and several edge nodes at different
locations, OSM operators will be able to label the different nodes based on their properties
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(using the standardised vocabulary, ensuring interoperability and consistent semantic across
different deployments), including for example the location properties (Figure 56). The MANO
orchestrator the K8S cluster is connected to will then be able to recognize the different type
of proprieties exposed by nodes. Leveraging the available information, the OSM operator is
able to request for available non-functional properties of the nodes, and to use such properties
to define placement constraints. The MANO orchestrator will then interpret the placement
parameters passed by the operator and to ensure that the K8S scheduler will place the KNF
on the nodes satisfying the placement constraints required by the operator (of course, only if
resources are available that satisfy the placement constraints).
3.3.6.2 Infrastructure as Code for KNF
To complement KNF placement, to enrich cloud native support in MANO solutions,
Affordable5G plans to introduce Infrastructure as Code approaches to the deployment
and management of cloud native services and applications within the 5G infrastructure.
Thus, IaC solutions such as ArgoCD and FluxCD (see Section 2.1.1.2), will be extended to
support the reference MANO selected: OSM.
Doing this allows services and applications to be defined as code in a repository, and be
continuously integrated/delivered in the infrastructure’s deployment, greatly speeding up
deployment, maintenance and replication of 5G cloud native infrastructures. Without IaC
changes to the infrastructure needed to be done on the infrastructure itself, and configurations
were volatile and harder to replicate across environments. With IaC changes are applied at the
source, the “code” stored in a versioned repository, and are reflected in the deployment once
committed. This comes with the several benefits, as configurations are clearly defined and are
expected to result in the same infrastructure deployment across multiple environments. Having
commits versioned in a repository means rolling back changes are easier to perform and track,
and makes continuous delivery more straight forward.
By way of example, the diagram below depicts a typical scenario where a “day-2” change to a
VNF needs to be carried out. Instructions to carry out changes to a live OSM deployment are
encoded in YAML files and kept in an online Git repository. Changes to the live system are
triggered through an automated workflow which the system administrator initiates by creating
a new revision of some YAML files in the Git repository. In our example scenario, the
administrator would like to modify a certain operational parameter “p” of a VNF currently
deployed in the OSM instance that she manages. As hinted by the diagram, the last time the
target VNF was modified, “p” was set to a value of “x” in the YAML file containing the
deployment instructions and Git assigned a revision of “v5” to that change set. In order to enact
the desired change, the administrator edits the YAML file to set “p” to “y” and subsequently
commits the edited file to the Git repository. On receiving a fresh version of this file, Git assigns
it a new revision of “v6”. An IaS operator periodically polls the Git repository to detect any
updates so that the current state of the live OSM deployment can be reconciled with the latest
instructions present in the Git repository. Thus, shortly after revision “v6” is appended to the
change history record, the IaS operator recognises that the live system reflects the deployment
instructions at revision “v5” which has now been superseded by “v6”, hence it is necessary to
bring the live deployment up to date. For this to happen, suitable commands will have to be
issued to the OSM cluster manager. Therefore, the IaS operator proceeds to interpret the
stanzas in the YAML file as a command line that the OSM client can understand. After
assembling the required command, the IaS invokes the OSM client with it. In turn, the OSM
client interprets that command as a call to the north bound OSM API which finally triggers the
desired deployment actions on the live system, resulting in the deployment state to reflect the
YAML configuration at revision “v6”.
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Figure 57: IaS approach with OSM Orchestrator

3.4 Security
5G technologies are gaining traction by industry and enterprises, aiming to address critical
wireless communication requirements in private scenarios. These private cellular
deployments, named as NPN by 3GPP, offer a very solid platform supporting the required
critical demands of private scenarios, meeting the stringent requirements of mission critical,
business and industrial applications with increased robustness, lower latency, higher
bandwidth and improved security.
Security and privacy are intrinsic capabilities of cellular networks and one of the main drivers
for its adoption in private and enterprise deployments, the security architecture and procedures
for the 5G system are detailed in 3GPP TS 33.501 [158]. The 5G system architecture utilizes
a hop-by-hop security fashion, where user’s data is decrypted and encrypted in different
functions within the network.
At the radio access stratum level, the Data Radio Bearers (DRBs) between the UE and the CU
are protected using PDCP, as it is detailed in 3GPP TS 36.323 [187]. Apart from the header
compression, PDCP performs ciphering and deciphering, the ciphering algorithm and key used
by the PDCP entity are configured by the upper layers (RRC [188]) using the ciphering
methods detailed in 3GPP TS 33.401 [189].
The reference point connecting the 5G radio access network and the UPF is the N3 interface.
The N3 interface shall protect the integrity and confidentiality of user data and requires the
implementation of IPsec ESP and IKEv2 certificate-based authentication as it is specified in
sub-clause 9.1.2 in 3GPP TS 33.501. The implementation of IPsec is mandatory on the gNB
side while on the 5G Core a SEG may be used to terminate the IPsec tunnel. The utilization of
cryptography in N3 interface is not mandatory and its inclusion is on the hands of the operators
or infrastructure owners.
The 5G system shall also provide authentication and authorization mechanisms as described
in 3GPP TS 33.501, assuring that the UE connected to the access network is successfully
identified, authenticated and authorized to access the 5G services based on subscription.
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Figure 58: 5G security architecture

As it is depicted in Figure 58, security does not have to be addressed only at 5G infrastructure
level, but also at application level, for this reason 3GPP also entered the application domain
by standardizing Mission Critical Services (MCS) in Release 13. Hence, following the 3GPP
standards, Affordable5G implements all the mandatory security procedures at the 5G layer
level as well as application level security in the MCS, that is being developed by Nemergent.
NEM as a 3GPP-compliant MCS vendor, strongly follows the security methods of the mission
critical services as described in 3GPP [190],[191]. As a first step, it is important to highlight that
for authentication and authorization of the MCS service, NEM supports all MCX user
authentication, SIP Registration and MCX Service Authorization in the application layer on top
of the network authorization.
Once the authentication and authorization of the MCS service is performed, the NEM MCS
product line ensures media, floor control and data protection using the standardized principles
[190],[191].
For media protection, the RTP packets of MCPTT and MCVideo are encrypted with shared
keys
distributed
in
MIKEY-SAKKE
I_MESSAGEs
[192].
Additionally,
the
AEAD_AES_128_GCM algorithm is supported to confidentiality and data authentication of
SRTP packets (as defined in IETF RFC 7714 [193]). Other encryption algorithms are also
possible if negotiated in the abovementioned MIKEY-SAKKE messages.
Floor control protection is achieved between servers (participating AS –PAS- and controlling
AS –CAS-) using pre-configured keys and between servers and clients though MIKEY-SAKKE
I_MESSAGEs. As for media protection, floor control SRTCP packets are protected with
AEAD_AES_128_GCM algorithm to ensure confidentiality and data authentication of SRTCP
packets. Other encryption algorithms are also possible if negotiated in the abovementioned
MIKEY-SAKKE messages.
Inside the MCS product catalogue, the data is represented by MCData service which is also
protected to ensure security in all message exchange. For MCData protection two possible
ciphering methods are available: AEAD_AES_128_GCM and AEAD_AES_256_GCM (as
defined in RFC 5116 [194]). In the same way it is done for floor control, MCData signalling is
also protected between servers (with pre-configured keys) and between client and servers
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(with distributed keys with MIKEY-SAKKE I_MESSAGEs). Besides, MCData payload
protection is guaranteed end-to-end with keys distributed in MIKEY-SAKKE I_MESSAGEs.
In addition to the protection of data, floor control, media and their related signalling, the
exchanges XMLs are also protected ensuring confidentiality. This confidentiality of XMLs is
based on XML encryption (xmlenc). XML content encryption is applied between servers (with
pre-configured keys) and between client and servers (with keys distributed with MIKEY-SAKKE
I_MESSAGEs). The AES-128-GCM algorithm is supported as the encryption algorithm of XML
contents and the AES-256 key wrap algorithm as defined in RFC 3394 [195] is supported to
encrypt the XML key material downloaded from the Key Management Server (KMS).
Integrity protection of XMLs: It is based on XML signatures (xmlsig) supported by the HMACSHA256 signature method. About linking encryption, protection and integrity, it is of utmost
importance to mention that every request and reply from and to the KMS goes and comes
signed. If the integrity is enabled, the content or RTP messages is signed as well. Based on
the Standard RFC 5116 [194]: “Authenticated encryption is a form of encryption that, in addition
to providing confidentiality for the encrypted plaintext, provides a way to check its integrity and
authenticity.”
Finally, in operation time, 3GPP management servers (xMS) make use of the OMA XDMS
mechanism for document retrieval and Access Token based authentication. NEM uses
standardized priorities and roles access rules in a per xMS document basis, to ensure properly
hardened OAM/Dispatch operations using xMS standardized XCAP operations.
Besides the security measures considered at 5G infrastructure level and MCS application
level, Affordable5G testbeds (Castelloli and Malaga) also implement security mechanisms in
order to control the access and secure the infrastructure.

3.4.1 Security architecture in Castelloli’s test cases
Regarding Castelloli’s Security Architecture, some guidelines and controls have been taken
into account in order to end up with a secured environment capable of complying the
requirements while the risks are controlled.
From the Network Topology point of view, we will control the access to the network through a
VPN and will be protected through a double layer of Firewalls and a DMZ (Figure 59). This will
minimize the risk of malware infection and we will assure that no device will be managed by a
non-identified person. Control access of admin users will be assured.

Figure 59: Castelloli testbed secure access
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Regarding the Infrastructure design and the data and signals transmitted, the same philosophy
must be followed (Figure 60):
•
•
•

All items in the network must be deployed following the Hardening guidelines. These
guidelines will assure the secure configuration of the devices and the deployment will
not cause any security breach.
All items in the network must have a user Access Control system, especially in those
cases in which the devices may store data.
All data flow will need to be reviewed to assure it complies with the Ethics and Data
Management framework. The information taken by each camera, sensor and device
must be stored in a secured Data Base (Logically and Physically).

Figure 60: Castelloli testbed security architecture

In the Nodes, specific security requirements have been set. The deployment of Kubernetes
and Docker must be done following the Secure Configuration Posture, guidelines provided by
the Center for Internet Security (CIS).
The access to the MANO, MNO and MCS components must be restricted and limited to very
few users. In addition, the Admin user policy will apply to these accesses.

3.4.2 Security architecture in Malaga’s test cases
Malaga platform will be modified to accommodate the technologies and use cases developed
in Affordable5G. Since such technologies and use cases are still under specification, the
security constraints and mechanism will be implemented later in the project. However, the
current support for security in 5GENESIS will be the starting point.
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Figure 61: Architecture of the Malaga platform

Figure 61 presents the architecture of the Malaga platform, with three entry points for external
connections, each one with their security methods.
The experimenter will use the portal to create an experiment descriptor and to upload the
images of the VNFs to be deployed to support the service under evaluation. Such access is
controlled with VPN and user authentication.
The coordination layer, which is the main logic to automate the experimentation, connects with
other 5GENESIS platforms for distributed experiments. This relation is again protected with
user authentication.
The connection of the core network to the applications from various vertical industries provide
access to data bases or services outside the platform, usually provided by the experimenter to
complement the VNFs uploaded to the platform. This connection has the same risks than other
interconnection links for MNOs, and security methods should be mainly implemented at the
platform level to avoid attacks or effect of software bugs. Currently, Malaga platform makes
use of network isolation to create a DMZ area.
The ideal integration approach for Affordable5G is to replace specific components in this
architecture by those coming from the project without adding new specific security risks. For
instance, the RAN will be replaced with the O-RAN solution.
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4 SERVICES AND APPLICATION OF THE AFFORDABLE5G
SYSTEM ARCHITECTURE IN THE INVOLVED PILOTS
The goal of this section is to provide a detailed analysis on how the adopted Affordable5G
system architecture can support the implementation of the deployment scenarios of the
considered pilots. In particular, following the analysis of D1.1, three pilots were described and
analysed: Emergency Communications, Smart City Edge and Lamp post IoT deployment, as
well as industrial/manufacturing private network.
The first pilot is comprised of two deployment scenarios, where the first one is based on a
specific area covered by a neutral host provider while the second one includes a regional or
national security/emergency authority that will act as first responders to give support to the
local tenants. In this context, the aim of the use cases within this pilot is to achieve the
provisioning of a responsive service that is able to cope with drastic service consumption
increase or adverse network conditions so that the first responders are able to keep
communicating regardless of outages, communication demand increase, poor communication
quality, etc. The supported applications include push-to-talk or walkie-talkie type applications,
the transfer of short messages or very low data rates and mission critical video.
Pilot 2 is also comprised of two deployment scenarios, related to the detection and triggering
of emergency situations at the edge location area and the tracking of actors across different
edge domains, with the main purpose of providing the real-time location of a potentially
hazardous object and/or person. This pilot will be used to demonstrate the usage of 5G
networks across different verticals contributing to the proliferation of smart cities. In this
context, diverse user equipment, such as CCTV cameras, UEs and IoT devices will connect
to small cells via 5G NR. As in Pilot 1, edge network deployment will be also supported, as
well as neutral hosting, whereas multiple hosted clients, such as MNOs, public or private
operators, will have the ability to deploy their services in the neutral platform.
Finally, a third pilot, not originally being in the scope of the project, was also described in D1.1,
in an attempt to further highlight the advantages of the Affordable5G approach in additional
real-world scenarios related to Industry 4.0 and smart manufacturing. This pilot was composed
of two deployment scenarios, where the first one was dedicated to the management of
autonomous mobile robots in a construction industry and the second one to a network of
sensors deployed in printing facilities. This pilot was included in D1.1 mainly for deriving
additional system requirements from representative Factory of the Future use cases, and
especially use cases involving TSN integration in 5G networks. In this context, Affordable5G
does not aim to implement this pilot in full; however, developments regarding the support of
TSN over 5G, which will be addressed in the context of the project, will be demonstrated as a
proof-of-concept in a controllable laboratory environment.

4.1 Review of Relevant Services
4.1.1 Mission Critical Services
Mission critical communication and services are a major topic in communication industry for
their fast, safe and integral features and are step-by-step transforming the utilized technology
towards a more open, flexible and interoperable approach. This way, leaving progressively
radio technologies such as TETRA, TETRAPOL or P25 among others and welcoming the
innovation and advance that 3GPP standardized mission critical services provide. Due to the
innovative nature of the technology running in parallel to the massive attraction of 5G
innovation, there are many initiatives in the market to be reviewed that cover portions of
innovation or application of technology. To make an easier division between the market trends
right now and the advances that are built upon their application in future market roll-outs, the
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following state of the art is divided in two, splitting the current public tenders in different
countries and the consideration / approach of the mission critical technology in 5G projects.
On the one hand, we encounter many countries that are taking the lead in terms of
standardized MCS adoption. Each country is following its own path and roadmap and the only
common point between all is the mandatory utilization of 3GPP-compliant MCS. In this earlyadopters group we find first-in-class US FirstNet (based on 4G technologies and being rolledout by AT&T) [196], PCSTORM in France (split of tender components to deliver 4G core, UEs,
MCS service and tactical bubbles among others in separate lots) [197], ESN in Great Britain
(to transform the current critical communications provided by Motorola in standardized ones)
[198], Safe-Net PS-LTE in South-Korea (to complete in 2025 the nation-wide deployment of
public safety LTE over B28) [199] and secure 450 MHz LTE in Russia [200], among other
leading countries. Besides, pushed by the inclusion of standardized technology in other
verticals such as railways in R15 of 3GPP as the base technology core, other countries such
as Australia are embracing MCS as the way forward in their public transport network [201].
Finally, we also need to highlight initiatives that want to go one step ahead like VIRVE 2.0 [202]
and propose the adoption of standardized MCS but in 5G virtualized and flexible terms so that
the outcome of European 5G projects will immensely benefit.
On the other hand, European funded 5G projects continue their roadmap from the first step
while building 5G infrastructures to the current state where the effort is more focused on the
extension of those infrastructures and the utilization of those testing sites to run different
verticals such as mission critical communications. Previous projects have envisioned to build
5G infrastructures with a focus on mission critical communications to some extend: The Malaga
platform of 5GENESIS [203] dedicated for PPDR communications for local first-responders
with main core and edge core support, 5G-VINNI [204] enabled slices for military services,
MATILDA [205] created 5G Emergency Infrastructure with SLA Enforcement (5GPPRD), 5G
INFIRE provided the PPDR ONE facility [206], FUDGE-5G enabled 5G-based mission critical
communications [207] and projects providing MEC support for PPDR communications such as
TRIANGLE [208]. On top of those funded projects, Affordable5G tries to provide an easy and
fast manner to deploy 5G system that is built with a majority of SMEs which will have their
time-to-market shortened and besides, service providers (PPDR included) will be driven by
verticals from the beginning in the definition of the requirements. Therefore, Affordable5G
provides a cheap and fast deployment that is done “by verticals for verticals”.
Finally, it is of utmost importance to highlight the rationale behind the critical communication
services provided by Affordable5G and the difference considering previous projects and work
over PPDR services. Previous use-cases have focused on providing a MCPTT MNO use-case
in 5G-TRANFORMER [209], a MCPTT use-case in NGPaaS [210], a MCPTT use-case with
slice adaption in 5G-ESSENCE [211], an inter-country and inter-agency MCS pre-commercial
procurement in Broadway with 3 consortia providing prototypes [212] or MCPTT in railways
in 5G-VICTORI [213].
To the best of our knowledge, Affordable5G provides a phase-based use-case approach
in which a standardized MCS is utilized in different real-life conditions and scenarios to
resemble the situations that may occur to first-responders in the field, dedicated not to
a single use-case but to various and introducing a normal virtualized deployment,
service scaling strategies, multi point of presence support, service-oriented multiinstance and multi-NFVI synchronization, sudden NFVI isolation and infrastructure
shutdown and restore among other steps in the mission critical communication multistep use-case.
Finally, it is also critical to ensure alignment of the provided mission critical solution with the
3GPP specifications. In this sense, we can divide the efforts that impact on mission critical
services threefold: the progress of MCS/MCX itself together with the increase and evolution of
the feature-set, the study and transformation of the functional architecture to deploy mission
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critical services over 5G in a parallel way to the 4G one and the abstraction layers and enablers
that are being defined and pushed from 3GPP for verticals [214].
At first, Rel13 of 3GPP defined voice communications with mission critical push-to-talk
(MCPTT) around 2016, Rel14 introduced mission critical video (MCVideo) and mission critical
data (MCData) around 2017 and Rel15 evolved the previous services, created the interworking
function (IWF) for legacy networks and started considering MCS feature-set as the technology
baseline for other verticals such as railways around 2018. Rel16 evolved even more the
previous services and introduced both the 5G evolutionary study and inter-service server-toserver communications around 2020. Regardless the COVID-19 situation, Rel17 continues
evolving the previous services and pushing the utilization of MCS for other verticals with higher
preference for railways with its adoption in FRMCS [215].
Currently, there is an ongoing effort to identify possible architectural differences between 4G
and 5G when deploying mission critical communications that range from QoS management
(Rx interface in 4G and N5 in 5G), passing through APN and PDN relation with QoS flows (1:1
relation in 4G whereas 5G supports multiple and different QoS flows per PDN), to the
architectural identification of both 4G and 5G cores in architectural diagrams in main mission
critical documents [216], [217], [218], [219], [220], [221] and [222] among others.
Definitely, it is essential to highlight the abstraction effort that SA6 is carrying out inside 3GPP
to create enablers for verticals such as The Common API Framework (CAPIF), Service Enabler
Architecture Layer (SEAL) or Application Architecture for Edge Apps (EdgeApp) [39]. CAPIF
is responsible for providing a framework API for the northbound interface of the service that
could help unify service-based components’ APIs and procedures in terms of authentication,
discovery of specific services and subscription/notification of events among other capabilities
[223]. SEAL is meant to provide an abstraction layer for services that could share capabilities
and requirements so that the services could be built on top of a generic functionality featureset to avoid disparity between similar verticals [224]. The idea of SEAL could be foreseen as
the one already applied to FRMCS with MCS/MCX as pilar technology and could be equally
applied to other verticals in a similar manner evolving MCS/MCX to a SEAL enabling layer.
EdgeApp is a quite recent abstraction layer that aims at providing a framework that considers
both client part and service part focused on edge deployments and the way services will be
easier deployed at the edge as well as clients will seamlessly discover services at the edge
[225].
Affordable5G will provide a mission critical solution that is aligned with evolved versions of
MCS with Rel15 and Rel16 capabilities and will involve more recent and critical features such
as the inter-MCS communication channel. Besides, the solution will integrate the studied
architecture of mission critical communications over 5G supporting QoS and PPDR slicing.
Likewise, Affordable5G will closely monitor the evolution of vertical-specific abstraction layer
and will consider adding them into the overall architecture to lower entry barriers of additional
verticals during the exploitation of the results.

4.1.2 Smart City Video Surveillance over 5G
A critical requirement for the implementation of an autonomous video surveillance smart city
solution is the capacity to capture, stream and process video with a high-quality level. To
deploy such a solution across a wide area, a high amount of network and computational power
is required to handle such a number of video streams. From its early stage, media handling
has been one of the main concerns of 5G research activities associated with one of its pilar
KPIs namely eMBB [226]. As a result, and to exercise this critical KPI multiple media use cases
have been explored for the past couple of years by multiple 5G-PPP projects with the aim of
both improving bandwidth as well as optimizing media stream handling at both the core and
the edge of a 5G target network.

© 2020-2022 Affordable5G Consortium

Page 112 of 152

D1.2: Affordable5G building blocks fitting in 5G system architecture (V 1.0)

Phase 1 5G-PPP projects [227] such as SELFNET [228], SONATA [88] and 5GEX [229]
implemented media-oriented pilots focused on exercising the correspondent implemented 5G
orchestration framework capabilities thus paving the way on how 5G enabled core networks
can implement the target eMBB KPIs. These pilots focused on showcasing network
optimization as well as implementing Media VNFs such as vCDNs and real time transcoding
VNFs aiming to optimize media stream handling as close as possible to its origin or to its
consumption (in these cases at the network operator’s core).
Phase 2 5G-PPP projects [230] such as 5GMedia [231], 5GCity [232], 5GTANGO [90],
5GTransformer [233] and Matilda [205] leveraged the results of media oriented pilots of
phase 1 and took it a step further. Despite only focusing on the core of the network, these
projects were able to deploys media applications at the edge of the network following ETSI
MEC [234] oriented architecture deployments. Furthermore, the media use cases increased
not only the video quality when compared to phase 1 (targeting UHD quality) but also explored
making video processing, analysing or enrichment tasks as close to the media
source/consumption as possible. These pilots showcased immersive applications and virtual
reality, user generated UHD video content massive sharing and UHD content distribution over
5G enabled networks.
Phase 3 5G-PPP projects [235] such as 5G Eve [52] and 5Genesis [51] as expected are
leveraging the outcomes of phase 2 projects to also implement media-oriented pilots such as
360-degree live video VR.
Affordable5G, in the scope of this pilot will not only showcase how its 5G network can
handle video high quality stream content originating from multiple sources (cameras
spread across the city) but will also process its content both at the edge and the core
of the network. Multiple VNFs will be developed in charge not only of identifying what
is present in a scene, but also of inferring if an emergency event is taking place. To
achieve this goal, this use case will leverage both Affordable5G platform capabilities
but also its hardware deployment taking advantage of its unique characteristics such
as FPGA-enabled hardware.
In the scope of 5G oriented research, another project is worth to be mentioned, namely
Mobilizador 5G [236]. This is a Portuguese national project on which Ubiwhere is also
participating and is responsible for a media-oriented use case of special relevance to this
analysis. Together with EFACEC, Ubiwhere is developing a Network Service to be deployed
at the edge of the network, as close as possible to cameras placed at railroad crosses. The
aim of this service is to receive and analyse video streams shared by these cameras and detect
in real time if one or more objects are in a dangerous position while a train is approaching the
correspondent railroad cross. In the event of an object being detected, this network service is
responsible for identifying it (i.e., a car, a person, an animal, etc.) and notifying the railroad
operation centre (while also providing a real time stream of the railroad cross), as well as the
train operator.

4.1.3 Services exploiting TSN over 5G
The term Industry 4.0 is used nowadays to refer to automation and data exchange in
technologies of today’s manufacturing companies. The term was first employed by the German
Government as a strategy to give a modern name to the new industrial revolution, which
supposes even more automation than in the third industrial revolution, adding the concept of
cyber-physical systems, thanks to Industrial IoT. The main aim is to reach a digital
transformation with a real-time connected network able to have autonomous decision-making
processes and the corresponding monitoring of the whole system. 5G networks present a great
challenge for these Industry 4.0 uses cases. TSN consists of a set of standards as a key
enabler of deterministic and low-latency communication in the Factories of the Future (FoF).
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5G TSN is a service with high reliability and availability capable of providing packet transport
with QoS characteristics.
In [51] the term of TSN in 5G networks is introduced, although there is not an industry use
case. The intention is to transport Ethernet traffic over 5G without any modification on the
packets. Although this is not TSN over 5G strictly, it is a good first approach to follow the work
and progress towards TSN over 5G according to [2].
The document in [233] presents many use cases from different vertical partners covering
industries such as automotive, e-Health, Industry 4.0, etc. This project focuses on offering an
innovative architecture based on SDN/NFV and technologies like network slicing and multiaccess edge computing (MEC) to fulfil the objectives.
5GROWTH [134], 5G-CONNI [237] and 5G-CLARITY [42] projects also have use cases
related to Industry 4.0 and 5G networks. In particular, in 5GROWTH the goal is to empower
vertical industries with an AI-driven automated and sharable 5G E2E solution. In this context,
automated multi-level, cross-domain, hierarchical service orchestration with multi-domain
management of resources with seamless integration at vertical sites with existing platforms is
supported. In 5G-CONNI, a use case is dedicated to process diagnostics and sensing data
collection for manufacturing industries. To this end, the analysis system can be deployed to
edge data centers and can be dynamically allocated for specific machines or production tasks.
An additional use case deals with the implementation of a robot platform in an industrial
scenario with edge intelligence and control. In 5G-CLARITY, there is an Industry 4.0 pilot, with
two specific use cases: i) guaranteed URLLC services through slicing of the wireless
infrastructure and ii) high precision indoor positioning. The latter use case is focused on
providing high precision positioning of the movement of goods in a shop-floor, via the use of
AGVs.
5G-MATILDA [205] is based on providing tools for the design and development of 5G-ready
apps. This project has an Industry 4.0 smart factory use case focusing on a logistic scenario
with different possibilities for the customers. This use case is an integration inter and intraenterprise. Also, it offers a real-time distance calculation in a Human-Robot Collaborative
(HRC) environment.
5G-SOLUTIONS [238] has some use case in the context of the FoF, such as Time-critical
process optimization inside digital factories and remotely controlling digital factories. This
project aims at proving and validating the 5G networks improvement over 4G in industry
verticals.
5G-SMART [239] is focused on enabling the transformation of the currently factories into FoF
reaching highly efficient, connected, and flexible factories. For this, the implementation of a
reliable communication is fundamental, and 5G is a key enabler by adding the low reaction
times and deterministic performance to the network. This project brings 5G deployments into
three real manufacturing setups, demonstrating, evaluating, and validating 5G systems for
these environments. One of these real setups is based on cloud-based mobile robotics and
TSN/Industrial LAN over 5G.
The 5G Eve [52] project has two interesting use cases related to Industry 4.0, among other
use cases. This project focuses on translating the requirements for each use case for the endto-end facility and the general requirements on network performance are considered to fulfil
these requirements. They have demonstrated the autonomous control of an Automated
Guided Vehicle (AVG) via 5G connectivity in a manufacturing environment. They also have
implemented virtual Programmable Logic Controllers (PLCs) and real-time video processing
at the network edge to operate AGVs.
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4.2 Architecture of Affordable5G Services
This section presents the architecture of the services that will be used in Affordable5G Pilot1
(Mission Critical Service) and Pilot2 (Computer Vision Analytics for Emergencies), as well as
the architecture of TSN over 5G service that will be used in a proof of concept.

4.2.1 Mission Critical Service (MCS)
Nemergent Solution will deliver a 3GPP-compliant MCS VNFs/CNFs and Android
application for emergency communications that counts with NEM MCS Application
Servers (both Controlling and Participating as separate entities), NEM MCS
Management Servers (Identity MS, Group MS, Configuration MS, Key MS), MSC
Dispatcher, HTTP proxy, supporting databases, NEM MCPTT/MCS Enabler and a core
IMS.

Figure 62: Components of the MCS application

The Mission Critical VNF, as shown in Figure 62, is composed of different Virtual Deployment
Units (VDU).
The separation into different VDUs will make it possible to better handle the dimensioning of
the targeted VDU instead of the whole MCS VNF whenever a scaling mechanism is triggered
by the NFVO for example.
These are the targeted VDUs:
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•

MCS Participating Application Server (MCS PAS) VDU

The MCPTT server performing the participating role is responsible for call control (e.g.,
authorization for participation in the MCPTT group calls), group affiliation support for MCPTT
user, relaying the call control and floor control messages between the MCPTT client and the
MCPTT server performing the controlling role and media handling in call for its MCPTT users,
i.e., transcoding, recording, lawful interception for both unicast and multicast media.
•

MCS Controlling Application Server (MCS CAS) VDU

The MCPTT server performing the controlling role is responsible for call control (e.g. policy
enforcement for participation in the MCPTT group calls), interfacing with the group
management server for group policy and affiliation status information of this MCPTT server's
served affiliated users, managing floor control entity in a group call and private call and
managing media handling entity in call i.e., conferencing, transcoding.
•

MCS Load Balancing (MCS LB) VDU

Considering the number of active server instances and the traffic load, MCS LB will be in
charge of dispatching the load between eventual various MCS PAS and MCS CAS depending
on their resource allocation.
•

MCS Data Base (MCS DB) VDU

PostgreSQL [240] is used as backend for all services. In case of multiple instances of the
whole MCS service running in parallel, the load-sharing configuration of the services requires
that the database is active in all instances, but only one instance permits read and write access,
whereas the other instances allow only read access to the database. This behaviour prevents
data inconsistency. For database redundancy the data replication mechanisms provided by
Redis-Sentinel are used. The database is synchronized from the master instance to the slave
instances. All replication and failure detection are controlled by Sentinel services, ensuring all
data is available in all instances. The AS, including the PAS and CAS, the MCS Enabler and
the OAM (Operation and Management)/Dispatch service) make use of the Redis backend to
save and/or load and share information with the rest of the instances of the same function.
This information contains for instance “keys” such as MC user’s affiliation, functional alias,
ClientID-IMPU bindings or MCData related information, among others. Apart from “keys”
themselves there are also “streams” or queues which are used to communicate between the
instances and request actions from one service to the other.
•

Management Servers (MCS xMS)

The Identity Management Server (IdMS) is the main point of identity; thus it acts as the first
entry point for the MCS authorisation and authentication. The Nemergent Configuration
Management Server or CMS and Group Management Server or GMS are the responsible party
of all the capabilities related with the configuration of the MCS clients/users and groups while
Key Management server or KMS manages the system security: via encryption, integrity
protection, and confidentiality.
The Nemergent dispatch system / MSC Dispatcher allows operators to receive / make / monitor
MCPTT calls and MCData, to monitor running MCPTT users and groups calls and to perform
some basic OAM operations.
The Nemergent MCS Enabler provides an API to the system functionalities, including
provisioning and call procedure. By using this API, third party products can become MCScompatible endpoints into the Nemergent MCS system. The Nemergent MCS Enabler acts as
a Participating MCS AS to the main MCS system.
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The last element within the MCS xMS is the HTTP Proxy, which is the intermediary between
the diverse external solicitations and solicitations between management servers.
4.2.1.1 QoS management
The NEM Mission Critical Service can work as a simple e2e Over-The-Top (OTT) solution,
without network coupling interfaces, or can support Public Safety requirements such as QoS
(through N5 interface or legacy Rx interface). CAPIF interface delivered in 3GPP R15 or
exposure functions like NEF, shall facilitate the interworking between the core functions by
providing a unified north bound API framework.
4.2.1.2 Service management and configuration
It facilitates the way to perform operations and management actions for the MCx system. It is
provided as a web portal in which the corresponding URL shall be introduced in the web
browser and it communicates with the xMS VDU.
The following list shows, from a general perspective, the capabilities offered by the service
management and configuration interface:
•
•
•
•
•
•
•
•
•
•
•

Create, modify and delete MCX users.
Perform remote logoff actions to users or UEs.
Create, modify and delete user profile templates, for the creation of user profiles.
Create, modify and delete users.
Create, modify and delete groups, as well as add or remove members to/from a group.
Create, modify and delete group templates, for the creation of groups.
Create, modify and delete UE profiles, as well as the corresponding UE initial
configuration.
Create, modify and delete UE templates, for the creation of UE profiles.
Manage settings for MCPTT, MCVideo and MCData.
Manage users’ roles and permissions.
Manage the region-related features.

After a user is created, its editable basic information is enumerated below:
•
•
•
•
•
•
•

User type: whether the user is an MCx or non MCx user.
Location configuration: whether location configuration is enabled.
Username: name assigned to the user.
Status: Whether this particular MCx user profile is enabled or disabled.
Display name: display name assigned to the user.
MCx id: unique identifier of the MCx user.
Participant type: The functional category of the MCx user (e.g., first responder, second
responder, dispatch, dispatch supervisor).

4.2.1.3 Monitoring
Monitoring system will collect data from the running services and components in parallel to
other system monitoring capabilities such as VNF/VDUs monitoring and the network
monitoring itself in order to launch the necessary actions by the orchestrator (NFVO).
NEM monitoring module supports different type of plugins ranging from ad-hoc export of JSON
files containing all the required call status and signalling to other more integrated options like
Zabbix [241]. The second option is a more integrated flavour of the monitoring because it
directly interacts with OSM using standard interfaces. Usually, the centralized Zabbix module
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asks the OSM for the IPs of the VDUs through the northbound interface (NBI). Zabbix receives
the IPs and directly communicates with the Zabbix agents inside each VDU.
Another innovation possibility is the inclusion of a NWDAF plugin to deliver analytics functions
in MCS together with the network reporting through NWDAF. For mission critical it might
provide load-level computation and prediction for the network slice instance while reporting
congestion information.
4.2.1.4 Lifecycle management
Instructions for VNF instantiation and termination are given from the NFVO to the MCX VNF
lifecycle management. It determines the status of the VNFs, the VNF resources consumption
and the management of the VNF itself. The management of the virtualized resources of
network, memory, compute and storage is provided by the VIM.

4.2.2 Computer Vision Analytics for Emergencies (CVAE)
Ubiwhere will deliver a 5G enabled solution with video surveillance capabilities focused
on the detection and reporting of emergency scenarios in public areas. To this effect,
multiple cameras will be deployed at the edge of a 5G network using edge computational
power to pre-process the acquired video streams and only broadcast to a core
instantiated service video streams flagged as relevant. This central service deployed at
the core of the network will be responsible to deeply analyse the flagged streams
detecting and reporting emergency events to an external smart city solution.
Figure 63 describes from a high-level perspective the video surveillance solution to be
deployed.

Figure 63: CVAE High Level Overview

As presented in the figure, the Computer Vision Analytics for Emergencies (CVAE) solution is
expected to deploy Network Services both at the Core as well as the Edge of a 5G ecosystem
managed by Affordable5G platform. Taking into consideration that instantiating a service at
the core or at the edge pertain different requirements and limitations, as visible in the image,
two flavours of the CVAE network service will be developed:
•

Core CVAE Service. This service will be instantiated at the core of the network taking
advantage of all the computational power available there. This service is the central unit of
CVAE solution and will be responsible for receiving and sending information from all Edge
CVAE Service instances, deep processing of all the video streams broadcasted by Edge
CVAE Service, correlating information sources from the different CVAE Services and
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•

interacting directly with Urban Platform Service to receive and broadcast emergency event
information.
Edge CVAE Service. Multiple instances of this service are expected to be instantiated at
the edge of the network. Each instance is to receive the video streams of one or more
Closed-Circuit Television (CCTV) cameras and pre-process its content with the aim of
detecting a potential emergency event. Additionally, these services are also prone to
retrieve UE information, such as location coordinates and UE identification, as well as allow
end users to manually report an emergency event. All these services are to be linked to
Core CVAE Service to report video streams and events, as well as receive commands from
it to either look for a specific object or share the video broadcast of one or more cameras
connected to it.

Both Core and Edge CVAE services will be instantiated, managed, monitored and use
Affordable5G’s platform features throughout its lifecycle (both at the core and edge locations).
Moreover, this pilot’s solution also relies on an additional and independent solution named
Urban Platform which is instantiated and managed outside the control of Affordable5G. Urban
Platform is one of Ubiwhere’s flagship products specially dedicated to Smart City deployments.
The Urban Platform provides municipalities with a global and integrated view of their cities,
presenting data from various domains, such as traffic, air quality and waste collection. This
information, presented in a single control panel, allows municipalities to obtain the data needed
to make informed and targeted management. In the scope of this pilot, CVAE end-to-end
service will be integrated with Urban Platform’s control centre allowing municipality operators
(among other players) to quickly grasp when and where an emergency event was triggered as
well as visualize a real time video stream of the occurrence.
Figure 64 drills down the envisioned internal architecture of both Core and Edge CVAE Service
components and is followed by a description of the main roles of such components.

Figure 64: Computer Vision Analytics for Emergencies (CVAE) Detailed Overview

As depicted in Figure 64, both edge and core services will leverage the Affordable5G multidomain E2E-orchestrator. Both services will rely on VNF technology on the development of its
components aligned with the requirements for its instantiation on the core and edge VIMs to
be provided by Affordable5G. As also visible in the figure, Core and Edge services are to have
internal (inside Affordable5G ecosystem) connectivity relying on the platform’s service function
chaining capabilities for this effect. The figure also depicts the component/VNF connectivity
expected to exist inside the scope of each service that will again be achieved using
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Affordable5G Service Function Chaining (SFC) capabilities. The section that follows,
summarily describes the role of each component/VNF for the Core and Edge CVAE services.
4.2.2.1 Core CVAE service
The core CVAE service consists of the following components.
•

•

•

•

•

•

•

Core Video Service Dispatcher. This component is responsible for receiving video
streams of one or more Edge CVAE Service instances enabling other VNFs from this
service to analyse its content.
Core Event Dispatcher. It is the central communication component of this service
receiving and broadcasting events not only in the scope of this service, but also
originating or targeting Edge CVAE services. This component is expected to rely on a
publish-subscribe architecture to realize the previously mentioned responsibility.
Core Object Classification. This component will analyse selected video streams with
the aim of detecting, classifying and identifying certain objects for which it was trained
for. To accomplish this, Computer Vision and Deep learning technologies will be used.
Complex Hazard Behaviour Detection. One of the goals of this pilot is to not only to
identify what actors or objects of interest are visible in a video stream but mainly to
autonomously detect emergency or potentially hazard situations. This component will
be the responsible to report that such an event is happening based on video stream
sources. To accomplish this, Computer Vision and Deep learning technologies will be
used by this component.
Correlation Engine. Correlation Engine can be seen as the command centre of CVAE
end to end service. This component will analyse every event and data reported by both
core and edge components, correlate its information and filter what should or not be
reported to Urban Platform. This component will be responsible for prioritizing which
streams are to be “deeply” analysed at the core service, as well as for “orchestrating”
edge CVAE services to start/stop certain video analysis overriding its normal
functioning. Additionally, this component will also be capable of asking edge CVAE
services to look for a specific object allowing for instance to follow the development of
a hazard/urgent scenario across multiple edge nodes. In summary, this component is
the “central brain” of CVAE end to end service.
Video Stream Bucket. This component is responsible for providing a repository where
video streams can be stored and later on consumed by either an internal component
of CVAE core service or streamed to Urban Platform upon request.
Urban Platform Adaptor. This component is responsible for linking the CVAE Service
with the Urban Platform following a bidirectional architecture. This means that it is
expected that CVAE Core Service will both push as well as receive requests from
Urban Platform service.

4.2.2.2 Edge CVAE service
The edge CVAE service consists of the following components.
•
•

•

Panic Button Receiver. This is a simple component which will broadcast that a user
has pressed the panic button.
Video Stream Receiver. This component is responsible for receiving a video stream
from a CCTV and both provide it internally (to be consumed by other internal Edge
CVAE Services), as well as streamed to the Core CVAE Service (if requested).
Edge Event Dispatcher. It is the central communication source of this service
receiving and broadcasting events not only in the scope of this service, but also
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•

•

•

•

originating or targeting Core CVAE service. This component is expected to rely on a
publish-subscribe architecture to realize the previously mentioned responsibility.
Edge Object Detection. This component will be the default component analysing
video streams provided by Video Stream Receiver component. This component will
have a lightweight video analysis algorithm whose main goal will be to check if there
are any objects of interest in the video stream. It is important to note though that this
component will however not attempt to classify or identify these objects. If one or more
objects are present in the scene, an event will be broadcasted requesting for the Edge
Object Classification component to make an analysis. While Edge Object Classification
component is active, this component will pause its analysis to save resources and keep
power consumption as low as possible.
Edge Object Classification. Similar to the Core Object Classification component, this
component will analyse video streams shared by Video Stream Receiver component
with the aim of detecting, classifying and identifying certain objects for which it was
trained for. To accomplish this, Computer Vision and Deep learning technologies will
be used. However, we can look at this as a lightweight version of Core Object
Classification component since the resources available at the edge of the network will
be scarcer. If an “interesting” hit is found, an event will be broadcasted requesting for
Simple Hazard Behaviour Detection component to analyse the target video stream.
Similar to Edge Object Detection component, by default this component will be paused
to safe edge resources.
Simple Hazard Behaviour Detection. This is expected to be the most resource heavy
component of CVAE Edge Service. Similar to the Complex Hazard Behaviour Detection
component, this component will try to identify potential hazard situations taking into
consideration the contents of a video stream. If a potential emergency is found, an
event will be triggered targeting CVAE Core Service aiming for the core service to use
its more powerful resources to deep analyse the target video stream. This component
is expected to be active until the core service requests for it to be again paused
changing the active video analysis component to Edge Object Detection (which
consumes less computational resources)
UE Collector. This component is expected to interact with the UPF component to
extract User Equipment information associated with a given edge node in a given
instant. This information is expected to be attached to emergency reporting events to
allow Correlation Engine to extract additional added value information associated with
an emergency event.

4.2.3 TSN over 5G
The full implementation of the first use case of Pilot 3, as it was described in D1.1, is not
feasible with current and expected features in Release 16 during the project lifetime. This is
due to foreseeable lack of available 5G UEs supporting Ethernet transport and other
capabilities required to enable UE side TSN translator (UE-TT), such as 5G reference clock
sharing with the UE-TT, and support for Release 16 signalling to map the TSN clock reference
on top of the acquired 5G reference clock. In consequence, and taking into account the fact
that this pilot was not originally included in the scope of the project, an approximation to the
TSN operation will be addressed but keeping certain deviations until the mentioned
components become available to the project.
Figure 65 represents the actual work planned for TSN over 5G in the project, where the focus
will be on enabling TSN traffic identifying reference 5G network configurations to optimize the
transport of TSN data flows, targeting minimum and predictable latency in the 5G system
(latency bounded transmission).
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Figure 65: Components for the realization of TSN over 5G

The target of the proof-of-concept deployment will be to deploy TSN talker and listener, and at
least one TSN bridge that will interface with emulated TSN translators, that given the
constraints indicated at the start of the section will require alternative means to synchronize
clocks with the UE translator. In consequence, options such as using a GPS clock or temporary
bypass the clocks by other means will be needed until there is an available Release 16 UE
with appropriate HW interfaces to expose the network clock.
For the purpose of evaluating the implications of TSN transport over core and radio access
networks, until there is an available UE with support for Ethernet PDU sessions, the emulated
TSN translator nodes will encapsulate the ethernet traffic into IP transport, for example using
GRE tunnel. This interim solution will be maintained until the appropriate UEs become
available and will be removed accordingly, if possible, during the project. The impact of the
increased payload sizes will be accounted for when deriving conclusions on the optimal radio
network configuration and coding schemes to increase transmission reliability while reducing
latency for a given TSN transport size.
As mentioned, the driving TSN aspects for this approximation will be the latency optimization,
whereas the control aspects involving CUC/CNC or AF will be out of the scope of the UMA
contributions in this project, thus in principle the different configurations to be explored will be
statically configured by other means and not via dynamic TSN control interfaces.
In order to optimize resources, UMA will combine results in TSN from the projects
EVOLVED5G and Affordable5G in the context of the 5GPPP collaboration agreement. More
specifically, UMA will bring the work in the Application Function (Netapp) for TSN from
EVOLVED5G, so Affordable5G will focus on the translators and time management. UMA will
keep constant monitoring of the available COTS solution to try to remove some of the identified
limitation in time management. For example, UMA is investigating the suitability of using 4G
positioning modem solutions, like those by ublox [242], as a work around to derive the timing
of the mobile network frame timing. Time references will be intended to help synchronize the
mobile TSN node in a potential PoC activity, which is a great step compared with the state of
the art. As far as we know no other TSN over 5G development is still offering such a solution,
but some of them have identified the problem (5G-Smart).
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4.3 Instantiations
realization

of

the

Affordable5G

architecture

for

Pilots’

This section demonstrates how the Affordable5G architecture can support the realization of
the use cases and deployment scenarios for the two project pilots, namely MCS (Pilot 1) and
CVAE (Pilot 2). In this context, interactions between system components are also shown for
the different pilots.

4.3.1 Support of Pilot 1 requirements and use case workflows
Emergency Communications, which will be demonstrated in Pilot1, will be carried out in both
Malaga and Castelloli facilities.
While the first deployment scenario of the pilot (Figure 66) targets a private MCX environment
and coverage in a Neutral Host Operator, the second deployment scenario (Figure 67) targets
a hybrid MCX over Public MNO with a capacity extension over Neutral Host Operator. The pilot
execution modality (deployment scenario) is going to be determined by the diverse deployment
constraints found during the implementation of the network elements, foreign to the partners
consortium.

Figure 66: Pilot 1 first deployment scenario

Figure 67: Pilot 1 second deployment scenario

© 2020-2022 Affordable5G Consortium

Page 123 of 152

D1.2: Affordable5G building blocks fitting in 5G system architecture (V 1.0)

Depending on the executed use case, needed network service functions and application
components will be instantiated in the main and edge NFVIs. In pursuit of the service seamless
utilization by the users/first responders/tenants, specific set of MCS VNF components will be
instantiated and the resources allocation will occur in both locations if required.
For the Emergency Communications pilot, a network slice per tenant or authority using Mission
Critical services will be necessary; in that way, resource availability and mission critical
services’ 5G QoS mapping will be guaranteed.
Although the scope of the pilot is not to put into competition diverse mission critical instances
but to monitor the performance of the application itself and to trigger application self-healing
mechanisms depending on the network conditions, several slices could be created, across
both main and edge NFVI, in order to observe the flows priority behaviour within the slice.
The application metrics that could be reported from the Mission Critical Service to the
monitoring module, NWDAF, are the following ones:
•
•
•
•
•
•

•
•
•
•

Users in call: Number of users in an active call
Registered users: Number of users registered in the application servers
Existing users: Number of users in the Identity Management Server (IDMS)
In call users localization: Users localization during active calls
Private calls:
o Number of regular calls
o Number of emergency calls
Group calls:
o Number of calls
o Number of emergency calls
o Number of participants
o Number of participants in an emergency call
Number of Participating Application Servers (PAS) in the Load Balancer (LB)
Number of Controlling Application Servers (CAS) in the LB
Maximum number of potential dialogs: Number of dialogs that would occur if all users
were to call all users and groups in their contact list at the same time
Each CAS’s metrics:
o Group calls managed
o Number of calls
o Number of emergency calls
o Number of participants in the calls
o Number of participants in the emergency calls.

No metrics of QoE are reported by the AF for the Mission Critical service.
There are other KPIs coming from the network and the system that could trigger diverse
instantiations as shown in the use cases workflows below.
4.3.1.1 Use cases workflow
The use cases descriptions and workflows refer to the first deployment scenario noted above.
The elements of the workflow depicted below make reference to the global architecture
components described at the beginning of section 3.
4.3.1.1.1
Use case 0: VNF onboarding and service instantiation
A test portal will allow to authenticate and launch the execution of the network and service
configurations. The tester will upload and onboard the required VNFs that will be after
associated to the network service and slice.
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The following step will be for the tester to fill the deployment template so that the platform can
forward the information to the orchestrator as can be seen in Figure 68.
The orchestrator platform will be in charge of the onboarding, instantiation and lifecycle
management of the services and VNFs required for the pilot. When instantiating the services,
the orchestrator will identify the needed resources and allocate a slice to settle such services.

Figure 68: Pilot 1 – Use Case 0 workflow

4.3.1.1.2
Use case 1: Service capacity
The incoming MCS load will be periodically reported to the monitoring system and to the
orchestrator by the application function. Once the mission Critical Participating threshold has
been exceeded, the orchestrator will check the available resources within the infrastructure
and will proceed to scale up the MC Service by instantiating another MCS VNF as depicted in
Figure 69.

Figure 69: Pilot 1 – Use Case 1 workflow
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4.3.1.1.3
Use case 2: Increasing latency
The monitoring module will alert the orchestrator when any KPI varies from the nominal
expected values of latency and high performance. Resources’ reallocation, slice creation and
a MCS re-instantiation will be triggered at the Edge in order to improve response times. Main
and Edge services will then negotiate a master slave quorum as depicted in Figure 70.

Figure 70: Pilot 1 – Use Case 2 workflow

4.3.1.1.4
Use case 3: Main core outage
In this use case, both MC services are running in the Main and Edge NFVI and due to
unexpected events, connectivity loss will occur between the diverse instances hosting
infrastructures. We can identify the following two sub use cases.
3a: Main NFVI loses connectivity with the orchestrator and Edge NFVI
In this use case, the CMDAF is no longer receiving the periodic report from the system and
service KPIs from the Main NFVI and services, as shown in Figure 71; thus, it will trigger the
outage alarm to the Orchestrator that will result on an Edge service mastering via the multiPoP high availability procedures to reach a master-slave quorum with no need of
synchronization with the Main MCS service.
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Figure 71: Pilot 1 – Use Case 3a workflow

3b: Edge NFVI is isolated from main NFVI and the orchestrator
Edge MCS service will declare itself master since there will be no periodic report from the Main
MCS service and Edge NFVI will be unreachable from the orchestrator as shown in Figure 72.
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Figure 72: Pilot 1 – Use Case 3b workflow

4.3.2 Support of Pilot 2 requirements and use case workflows
Smart City Video Surveillance over 5G pilot will take place in Malaga and Castelloli facilities.
The image that follows depicts the envisioned scenario of the pilot, comprising the devices that
will connect to small cell, the edge components and the Core components.
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Figure 73: Pilot 2 deployment scenario

The end-user devices, such as CCTV cameras, User Equipment’s (UEs) and IoT devices will
connect to the small cell via 5G NR. For the CCTV cameras, there is also the possibility of a
physical connection (using ethernet) directly to the edge Virtualized Infrastructure Manager
(VIM) switch connected to the CVAE service. The lamp posts will be equipped with 5G NR
RAN, computing and network resources, which will be all abstracted by a virtualized
infrastructure, i.e., virtual RAN (vRAN) and VIM in order to instantiate services at the edge
node. As such, the data fed from the end-user devices flow through the DU and CU, where
they can be intercepted and processed by the services running at the edge NFVI. In addition,
some lamp posts will have a physical button, namely a Panic Button, which is hardwired to an
embedded device with networking capabilities which will be linked to a particular service
running at the edge. At the 5G Core a VIM will also be available to ensure the instantiation of
NFV services.
To be noted that (although not explicitly depicted in Figure 73) there will be multiple Edge
nodes connected to the 5G Core, i.e., multiple lamp posts providing coverage for a certain
region/location. Finally, the backhaul between the edges and the core will be assured by a
fibre optic cable link.
As can be seen in the previous figure, as well as described in section 4.2.2, CVAE end-to-end
service will be comprised by a set of VNFs running both at the edge and core NFVI. CVAE
end-to-end service expects also for a specific slice, provided by the Affordable5G solution, to
be created. The network resources associated with this slice are to be readjusted to the
network demands at a given point in time. In the event of one or more emergencies being
detected in more than one edge deployment, real time video streams are expected to be
broadcasted into the core NFVI thus increasing the network bandwidth demand. Similarly, if
an emergency event was a false alarm, or if it is no longer active video broadcast from edge
to core is to be stopped thus releasing network bandwidth. Affordable5G’s orchestration
service is expected to handle autonomously this behaviour optimizing network resource usage
accordingly with the pilot’s demands.
In what concerns metrics to be reported by CVAE service, the following ones are expected:
•
•
•

Number of Videos Streams linked to NFVI Edge deployments
Number of Videos Streams being broadcasted to core NFVI
Edge Video Stream Analysis:
o Number of objects in the scene

© 2020-2022 Affordable5G Consortium

Page 129 of 152

D1.2: Affordable5G building blocks fitting in 5G system architecture (V 1.0)

o
o
o

•

•

Number of classified objects (per classification group)
Is emergency ongoing
Number of classified objects of interest
▪ Objects flagged to be searched for CVAE Correlation Engine
Core Video Stream Analysis:
o Number of objects in the scene
o Number of classified objects (per classification group)
o Is emergency ongoing
o Number of classified objects of interest
▪ Objects flagged to be searched for CVAE Correlation Engine
UE Analysis
o Number of active User Equipment
o Number of User Equipment of interest
▪ UE flagged to be searched for CVAE Correlation Engine

There are other KPIs coming from the network and the infrastructure system associated with
the monitoring of NFVI resource usage that can trigger scale up and scale down workflows.
However, this KPIs are not specific to the current service and are part of Affordable5G’s
general telemetry system described in section 3.3.5.
4.3.2.1 Use cases workflow
Smart City Video Surveillance over 5G pilot has to it associated multiple use cases and
scenarios for which the high-level workflows are described below.
4.3.2.1.1
Use Case 1 – Detection and triggering of emergency situations
The main idea behind this use case is based on the triggering of emergency situations at the
edge location area. The triggering of emergency situations can be automatic or manual,
explained as follows concerning different scenarios.
Scenario 1: Automatic triggering of emergencies
In this scenario the CVAE service is intended to automatically detect and classify emergency
situations by the analysis of video streams using computer vision software, including ML
algorithms, as shown in Figure 74.
There are several modules at the edge that are responsible for the detection, classification and
behaviour analysis, as described in Section 4.2.2. The main modules involved in these
procedures are the Edge Object Detection, the Edge Object Classification and the Simple
Hazard Behaviour Detection. The first two mentioned modules for the detection and
classification, respectively, are less computationally intensive than the latter. These two MLbased modules will be executed in the NEOX low-power accelerator provided by THI. The
NEOX accelerator will be integrated and prototyped in an FPGA device and connected to the
rest of the system through a dual core ARM processor (running a standard Linux OS). The
target will be to execute these modules with minimal energy consumption.
As for the Simple Hazard Behaviour Detection module is more prone to energy consumption
and requires higher resolution video stream processing, however it is still an optimized solution
for the edge, since the highly comprehensive processing with complex trained models will be
performed at the core of the network in the Core Object Classification, Complex Hazard
Behaviour Detection and Correlation Engine.
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Figure 74 - Automatic Emergency Triggering

Scenario 2: Manual triggering of emergencies
A physical integrated panic button will be able to users at some site with the ability to trigger
an emergency event. The panic button is physically connected to an embedded device (i.e.,
Raspberry Pi), which will send an event to the CVAE service, instantiated at the edge, which
is then responsible to send it to the CVAE service and Urban Platform services at the core.
The workflow for this scenario is depicted in Figure 75.
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Figure 75 - Manual Emergency Triggering

4.3.2.2 Use Case 2 – Tracking of actors
This use case addresses the tracking of actors, namely objects, vehicles and people across
different edge domains, with the main purpose of following the development of an emergency
across different locations, as shown in Figure 76.
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Figure 76 - Automatic Emergency-related Object Tracking

In this scenario the automatic triggering of emergency events takes place across multiple
edges. Initially an emergency is detected at one edge. The video feed is further processed in
the core and relevant objects are isolated. The CVAE core, then requests adjacent edges for
related objects and requests video streams from them in order to successfully track similar
objects between edges. Although not depicted on this diagram, other information related to
UEs, sourced from the UPF in the edge is also used to feed data correlation to the CVAE core.
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5

CONCLUSIONS

The Affordable5G architectural approach, encapsulating various scientific and technological
challenges surrounding the design, implementation, and cost-efficient deployment of 5G
private networks, has been presented in this deliverable. Furthermore, instantiations of this
architecture for the realization of the project’s pilots are also described.
All architectural layers, building blocks and functional components were derived after the
corresponding analysis of requirements per pilot scenario of D1.1. Our proposed approach
does not only cover the identified requirements per pilot scenario but can be also extended to
other potential use cases. Moreover, it is fully exploitable and open by adopting RAN functions
on open interfaces and standard hardware platforms. At the same time, the support of
innovative verticals will be achieved through cloud native orchestration and slice management,
as well as the migration of VNFs across different network nodes.
The proposed system brings together different features and novelties targeting at efficient 5G
system deployment and management. First, a key characteristic of the system is that it builds
on an open, disaggregated, intelligent, virtualised and highly extensible solution for the RAN,
following the O-RAN specifications and guidelines, and leverages RAN sharing and neutral
hosting. In this context, the deliverable includes a detailed analysis and sequence of operations
for the addition of a new neutral host tenant as well as of a new slice within a specific network
based on O-RAN.
In addition, intelligent management of the network, the infrastructure resources and the
services are facilitated by AI/ML algorithms and the provision of data analytics from all
architectural layers. To this end, we have presented ML workflows supporting slicing
optimization and RRM operations leveraging different O-RAN control loops. In this context,
implementation of a complete training inference-retraining cycle tested and checked within the
whole parts of O-RAN architecture is important. Using the proposed system, we aim at a
holistic testing of ML models, starting from the model deployment and training, model inference
and action taking, and ending at the model evaluation for possible retraining and update.
Moreover, in the presented system, network automation and optimization are supported by
data analytics modules combining information from different NFs, as well as infrastructure
telemetry data. In order to provide predictions and recommendations, the data analytics
modules (either operating at the management level or at the core network level) leverage
appropriate AI/ML models and algorithms. To this end, and as an effort to address the lack of
standardized interfaces for data collection for analytics purposes, as well as the delivery of
analytics services, the 3GPP NWDAF has been used as part of the 5G core architecture. This
function allows network operators to either implement their own ML-based data analytics
methodologies or to integrate third-party solutions to their networks. The NWDAF is
complemented by an MDAF component that consumes management data at the system level
and can provide analytics services to the slice manager and/or the orchestrator to address
potential system performance degradation through appropriate resource and service
reconfigurations.
Furthermore, the system incorporates a complete end-to-end orchestration solution in real 5G
infrastructures, composed of heterogeneous elements, i.e., from virtual network functions to
MEC resources and hardware devices, spanning across multiple domains with various
underlying VIM technologies (i.e., Openstack and K8s). On top of these solutions, advanced
AI-enabled algorithms will be incorporated to enable network automation, minimizing the
human intervention towards zero-touch network provisioning. All orchestration tools will be
aligned with O-RAN specifications and be compatible with the relevant interfaces, allowing the
easy integration towards open and fully interoperable mobile networks.
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The system will also integrate FPGA-based hardware acceleration for energy-efficient
computations in the infrastructure layer. This component is particularly important for network
edge solutions implementing AI and DNN algorithms.
All the above are expected to contribute significantly towards the main goal of the project,
which consists in enabling the cost-efficient deployment of viable, fully automated
heterogeneous private 5G networks without compromising the Quality of Experience for the
end users.

© 2020-2022 Affordable5G Consortium

Page 135 of 152

D1.2: Affordable5G building blocks fitting in 5G system architecture (V 1.0)

REFERENCES
[1]

[2]
[3]
[4]
[5]
[6]
[7]
[8]
[9]
[10]
[11]
[12]
[13]
[14]
[15]
[16]
[17]

[18]
[19]
[20]
[21]
[22]
[23]
[24]

[25]
[26]
[27]

J. Ordonez-Lucena, J. F. Chavarria, L. M. Contreras and A. Pastor, “The use of 5G NonPublic Networks to support Industry 4.0 scenarios,” 2019 IEEE Conference on Standards
for Communications and Networking (CSCN), GRANADA, Spain, 2019, pp. 1-7, doi:
10.1109/CSCN.2019.8931325.
3GPP TS 23.501, “5G; System Architecture for the 5G System”, (version 15.3.0, Release
15, 2018
A. Aijaz, “Private 5G: The Future of Industrial Wireless,” accepted for publication in IEEE
IEM (available at: https://arxiv.org/pdf/2006.01820.pdf)
Αffordable5G, Deliverable 1.1: State of the art, technical system requirements analysis
and pilot element descriptions.
5G-ACIA, “5G Non-Public Networks for Industrial Scenarios”, July 2019
MobileUK, “Joint Operators Technical Specifications”, accessed 05/04/2021. [Online].
https://www.mobileuk.org/jots
OpenStack, accessed 05/04/2021. [Online]. https://www.openstack.org/
OpenNebula, accessed 05/04/2021. [Online]. https://opennebula.io/
Kubernetes, accessed 05/04/2021. [Online]. https://kubernetes.io/
OpenStack, The OpenStack Marketplace, accessed 05/04/2021. [Online].
https://www.openstack.org/marketplace/hosted-private-clouds/china-mobile/bigcloud
“The 5GVICTORI Project”, accessed 05/04/2021. [Online]. https://www.5g-victoriproject.eu/.
“The 5G-PICTURE project”, accessed 05/04/2021. [Online]. https://www.5g-pictureproject.eu/
Open Source Mano, accessed 05/04/2021. [Online]. https://osm.etsi.org/
StarlingX, accessed 05/04/2021. [Online]. https://www.starlingx.io/
The LINUX Foundation Projects, Open Network Automation Platform (ONAP), accessed
05/04/2021. [Online]. https://www.onap.org/
OpenNebula true hybrid cloud architecture, accessed 05/04/2021. [Online].
https://opennebula.io/edge-cloud/
OpenNebula
and
AWS
Wavelength,
accessed
05/04/2021.
[Online].
https://opennebula.io/building-5g-edge-clouds-for-containers-with-opennebula-andaws-wavelength/
Docker Swarm, accessed 05/04/2021. [Online]. https://docs.docker.com/engine/swarm/
Akraino, accessed 05/04/2021. [Online]. https://www.lfedge.org/projects/akraino/
MicroK8s, accessed 05/04/2021. [Online]. https://microk8s.io/
K3s, accessed 05/04/2021. [Online]. https://k3s.io/
KubeEdge, accessed 05/04/2021. [Online]. https://kubeedge.io/
“Microk8s GPU addons”, https://microk8s.io/docs/addon-gpu
“Kubernetes
Device
Plugins”,
accessed
05/04/2021.
[Online].
https://kubernetes.io/docs/concepts/extend-kubernetes/compute-storage-net/deviceplugins/
“NFV And beyond”, Ubuntu site, Canonical, accessed 05/04/2021. [Online].
https://ubuntu.com/telco
KubeVirt, accessed 05/04/2021. [Online]. https://kubevirt.io/
ArgoCD, accessed 05/04/2021. [Online]. https://argoproj.github.io/argo-cd/

© 2020-2022 Affordable5G Consortium

Page 136 of 152

D1.2: Affordable5G building blocks fitting in 5G system architecture (V 1.0)

[28] FluxCD, accessed 05/04/2021. [Online]. https://fluxcd.io/
[29] Napatech, “As Moore’s Law ends, hardware acceleration takes center stage”, accessed
05/04/2021. [Online]. https://www.rcrwireless.com/20191001/opinion/as-moores-lawends-hardware-acceleration-takes-center-stagepart-1-reality-check
[30] M. M. Rahman, C. Despins and S. Affes, “Design Optimization of Wireless Access
Virtualization Based on Cost & QoS Trade-Off Utility Maximization,” IEEE Transactions
on Wireless Communications, vol. 15, no. 9, pp. 6146-6162, Sept. 2016.
[31] F. Civerchia, P. Castoldi, L. Valcarenghi and M. Pelcat, “Exploiting reconfigurable
computing in 5G: A case study of latency critical function: Invited Paper,” 2019 IEEE 20th
International Conference on High Performance Switching and Routing (HPSR), Xi'An,
China, 2019, pp. 1-6.
[32] Y. Arikawa, T. Sakamoto, S. Kimura and S. Shigematsu, “Throughput Enhancement with
Hardware Accelerated Resource Scheduler in Low-Latency 5G Systems,” 2018 IEEE
29th Annual International Symposium on Personal, Indoor and Mobile Radio
Communications (PIMRC), Bologna, 2018, pp. 1-6
[33] O-RAN Alliance, https://www.o-ran.org/
[34] 5G-PPP, 5GIA, “5G Innovations for New Business Opportunities,” accessed 05/04/2021.
[Online]. Available: https://5g-ppp.eu/wp-content/uploads/2017/01/5GPPP-brochureMWC17.pdf
[35] Telecom Infra Project: https://telecominfraproject.com/
[36] The O-RAN Alliance and the Telecom Infra Project (TIP) Reach New Level of
Collaboration for Open Radio Access Networks, accessed 05/04/2021. [Online].
https://us.acrofan.com/detail.php?number=241721
[37] B. Cheung, “Mobility Standards Harmonization with ONAP”, accessed 05/04/2021.
[Online].
https://wiki.onap.org/display/DW/MOBILITY+STANDARDS+HARMONIZATION+WITH+
ONAP
[38] T. Sloane, “ONF Working With O-RAN”, accessed 05/04/2021. [Online].
https://opennetworking.org/uncategorized/onf-working-with-o-ran-alliance/
[39] S. Chitturi, “Enabling Edge Computing Applications in 3GPP”, accessed 05/04/2021,
[Online]. https://www.3gpp.org/news-events/2152-edge_sa6
[40] Article, “European Commission launches study on 5G supply markets and Open RAN”,
accessed 05/04/2021. [Online]. https://digital-strategy.ec.europa.eu/en/news/europeancommission-launches-study-5g-supply-markets-and-open-ran
[41] “The 5G COMPLETE Project”, accessed 05/04/2021. [Online]. https://5gcomplete.eu/.
[42] “The 5G-CLARITY Project”, accessed 05/04/2021. [Online]. https://www.5gclarity.com
[43] “The 5G-RECORDS Project”, accessed 05/04/2021. [Online]. https://www.5grecords.eu/
[44] 3GPP TS 23.251 “Network Sharing; Architecture and functional description”, v. 16.0.0,
Rel. 16, 2020
[45] R. Daws, “Four major European operators commit to supporting OpenRAN”, accessed
05/04/2021.
[Online].https://telecomstechnews.com/news/2021/jan/20/four-majoreuropean-operators-commit-supporting-openran/
[46] Analysys Mason, “International Comparison: Licensed, Unlicensed, and Shared
Spectrum, 2017-2020”, Final Report for CTIA, Jan. 2020, accessed 05/04/2021. [Online].
https://www.ctia.org/news/report-international-comparison-licensed-unlicensed-andshared-spectrum-2017-2020.
[47] GSMA, “Great Expectations – Sizing the Opportunity for 5G in Vertical Industries”,
accessed
05/04/2021.
[Online].
https://www.gsma.com/iot/resources/great-

© 2020-2022 Affordable5G Consortium

Page 137 of 152

D1.2: Affordable5G building blocks fitting in 5G system architecture (V 1.0)

[48]
[49]
[50]

[51]
[52]
[53]
[54]
[55]
[56]
[57]
[58]
[59]
[60]
[61]

[62]

[63]

[64]

[65]
[66]
[67]
[68]
[69]
[70]

expectations-sizing-the-opportunity-for-5g-in-vertical-industries/
D. Chandramouli, “5G for Industry 4.0”, accessed 05/04/2021. [Online].
https://www.3gpp.org/news-events/2122-tsn_v_lan
5G-ACIA, https://www.5g-acia.org/
GSMA, “5G industry campus network deployment guideline”, v.1.0, November 2020,
accessed
05/04/2021.
[Online].
https://www.gsma.com/newsroom/wpcontent/uploads//NG.123-v1.0-2.pdf
“The 5GENESIS Project”, accessed 05/04/2021. [Online]. https://5genesis.eu/.
“The 5G EVE Project”, accessed 05/04/2021. [Online. https://www.5g-eve.eu.
“The 5G-VINNI Project”, accessed 05/04/2021. [Online]. https://www.5g-vinni.eu/
“The FUDGE-5G Project”, accessed 05/04/2021, [Online]. https://fudge-5g.eu/en
“The 5G-EPICENTRE Project”, accessed 05/04/2021, [Online]. https://5g-ppp.eu/5gepicentre/
“The SMART5GRID Project”, accessed 05/04/2021, [Online]. https://5gppp.eu/smart5grid/
“The AI@EDGE Project”, accessed 05/04/2021. [Online]. https://5g-ppp.eu/aiatedge/
TS 38.300, “5G; NR; Overall description; Stage-2”, v.15.8.0 Release 15, 2017
TS 23.502, “5G; Procedures for the 5G System”, v.15.2.0, 2018
3GPP TS 38.415, “NG-RAN; PDU session user plane protocol”, v.15.0.0, Rel. 15, 2018
Moniem-Tech, “What is the relation between 5G RAN and Transport Network?”,
accessed 05/04/2021. [Online]. https://moniem-tech.com/questions/what-is-the-relationbetween-5g-ran-and-transport-network/
J. Zou et al., “Europe's First 5G-Ready Railway Trial Utilizing Integrated Optical Passive
WDM Access and Broadband Millimeter-Wave to Deliver Multi-Gbit/s Seamless
Connectivity,” 2020 European Conference on Optical Communications (ECOC),
Brussels, Belgium, 2020, pp. 1-3, doi: 10.1109/ECOC48923.2020.9333361
J. Zou, S. Adrian Sasu, M. Lawin, A. Dochhan, J. -P. Elbers and M. Eiselt, “Advanced
optical access technologies for next-generation (5G) mobile networks [Invited],” in
IEEE/OSA Journal of Optical Communications and Networking, vol. 12, no. 10, pp. D86D98, October 2020, doi: 10.1364/JOCN.391033.
S. A. Sasu, A. Autenrieth, J. Zou and J. -P. Elbers, “Packet Delay Variation Correction
for Time Sensitive Networking with Frame Preemption,” 2020 European Conference on
Optical Communications (ECOC), Brussels, Belgium, 2020, pp. 1-3, doi:
10.1109/ECOC48923.2020.9333257
“IEEE Standard for Radio over Ethernet Encapsulations and Mappings, ” in IEEE Std
1914.3-2018 , vol., no., pp.1-77, 5 Oct. 2018, doi: 10.1109/IEEESTD.2018.8486937
Common Public Radio Interface (eCPRI 2.0), accessed 05/04/2021. [Online]. Available
http://www.cpri.info/spec.html
ADVA,
G-METRO,
accessed
05/04/2021.
[Online].
Available:
https://www.adva.com/en/products/open-optical-transport/optical-access/g-metro
CPRI Cooperation, "Common Public Radio Interface: Requirements for the eCPRI
Transport Network", eCPRI Transport Network V1.2, 2018
IEEE, “IEEE Standard for Local and metropolitan area networks - Time-Sensitive
Networking for Fronthaul”, IEEE 802.1CM-2018, June 2018
O-RAN Alliance, "O-RAN Fronthaul Working Group - Control, User and Synchronization
Plane Specification", O-RAN.WG4.CUS.0-v04.00, July 2020

© 2020-2022 Affordable5G Consortium

Page 138 of 152

D1.2: Affordable5G building blocks fitting in 5G system architecture (V 1.0)

[71] P. L. Vo, M. N. H. Nguyen, T. A. Le and N. H. Tran, “Slicing the Edge: Resource
Allocation for RAN Network Slicing,” IEEE Wireless Communications Letters, vol. 7, no.
6, p. 4, 2018.
[72] J. Garcia-Morales, M. C. Lucas-Estano and J. Gozalvez, “Latency-Sensitive 5G RAN
Slicing for Industry 4.0,” IEEE Access, vol. 7, p. 20, 2019.
[73] E. Coronado and R. Riggio, “Flow-Based Network Slicing: Mapping the Future Mobile
Radio Access Networks,” in Proc. of IEEE ICCCN, Valencia (Spain), 2019.
[74] Q. Ye, J. Li, K. Qu, W. Zhuang, X. S. Shen and X. Li, “End-to-End Quality of Service in
5G Networks: Examining the Effectiveness of a Network Slicing Framework,” in IEEE
Vehicular Technology Magazine, vol. 13, no. 2, pp. 65-74, June 2018, doi:
10.1109/MVT.2018.2809473.
[75] T. Li, L. Zhao, F. Song and C. Pan, “OAI-based End-to-End Network Slicing,” 2018 IEEE
23rd International Conference on Digital Signal Processing (DSP), Shanghai, China,
2018, pp. 1-4, doi: 10.1109/ICDSP.2018.8631616.
[76] A. Papageorgiou, A. Fernandez, S. Siddiqui and G. Carrozzo, “On 5G network slice
modelling: Service, resource-, or deployment-driven?,” Computer Communications, vol.
149, p. 9, 2020.
[77] M. Gupta et al., “The 5G EVE End-to-End 5G Facility for Extensive Trials,” 2019 IEEE
International Conference on Communications Workshops (ICC Workshops), Shanghai,
China, 2019, pp. 1-5, doi: 10.1109/ICCW.2019.8757139.
[78] M. R. Spada, J. Pérez-Romero, A. Sanchoyerto, R. Solozabal, M. A. Kourtis and V.
Riccobene, “Management of Mission Critical Public Safety Applications: the 5G
ESSENCE Project,” 2019 European Conference on Networks and Communications
(EuCNC), Valencia, Spain, 2019, pp. 155-160, doi: 10.1109/EuCNC.2019.8802026.
[79] D. Camps-Mur, S. Yan, et al., “5G-CLARITY: Integrating 5GNR, WiFi and LiFi in Private
5G Networks with Slicing Support,” Proc. of IEEE EuCNC, Valencia (Spain), 2019.
[80] NGMN Alliance, “Description of Network Slicing Concept,” 2016, accessed 05/04/2021.
[Online].
https://www.ngmn.org/wpcontent/uploads/160113_NGMN_Network_Slicing_v1_0.pdf.
[81] M. M. Tajiki, S. Salsano, L. Chiaraviglio, M. Shojafar and B. Akbari, “Joint Energy Efficient
and QoS-Aware Path Allocation and VNF Placement for Service Function Chaining,” in
IEEE Transactions on Network and Service Management, vol. 16, no. 1, pp. 374-388,
March 2019, doi: 10.1109/TNSM.2018.2873225
[82] H. Hawilo, M. Jammal and A. Shami, “Network Function Virtualization-Aware
Orchestrator for Service Function Chaining Placement in the Cloud,” in IEEE Journal on
Selected Areas in Communications, vol. 37, no. 3, pp. 643-655, March 2019, doi:
10.1109/JSAC.2019.2895226
[83] C. Pham, N. H. Tran, S. Ren, W. Saad and C. S. Hong, “Traffic-Aware and EnergyEfficient vNF Placement for Service Chaining: Joint Sampling and Matching Approach,”
in IEEE Transactions on Services Computing, vol. 13, no. 1, pp. 172-185, 1 Jan.-Feb.
2020, doi: 10.1109/TSC.2017.2671867
[84] G. Moualla, T. Turletti and D. Saucez, “Online Robust Placement of Service Chains for
Large Data Center Topologies,” in IEEE Access, vol. 7, pp. 60150-60162, 2019, doi:
10.1109/ACCESS.2019.2914635
[85] B. Sonkoly et al., “5G Applications From Vision to Reality: Multi-Operator Orchestration,”
in IEEE Journal on Selected Areas in Communications, vol. 38, no. 7, pp. 1401-1416,
July 2020, doi: 10.1109/JSAC.2020.2999684
[86] I. Benkacem, T. Taleb, M. Bagaa and H. Flinck, “Optimal VNFs Placement in CDN Slicing
Over Multi-Cloud Environment,” in IEEE Journal on Selected Areas in Communications,
vol. 36, no. 3, pp. 616-627, March 2018, doi: 10.1109/JSAC.2018.2815441

© 2020-2022 Affordable5G Consortium

Page 139 of 152

D1.2: Affordable5G building blocks fitting in 5G system architecture (V 1.0)

[87] T. Pham and H. Chu, “Multi-Provider and Multi-Domain Resource Orchestration in
Network Functions Virtualization,” in IEEE Access, vol. 7, pp. 86920-86931, 2019, doi:
10.1109/ACCESS.2019.2926136
[88] SONATA NFV platform, accessed 05/04/2021. [Online]. https://www.sonata-nfv.eu/
[89] “The
SONATA
Project”,
accessed
05/04/2021.
[Online].
https://cordis.europa.eu/project/id/671517
[90] “The 5G TANGO Project”, accessed 05/04/2021. [Online]. https://www.5gtango.eu/
[91] CLOUDIFY, accessed 05/04/2021. [Online]. https://cloudify.co/
[92] Netcracker, accessed 05/04/2021. [Online]. https://www.netcracker.com/
[93] NOKIA
Cloudband,
accessed
05/04/2021.
[Online].
https://www.nokia.com/networks/solutions/cloudband/
[94] HUAWEI, Network Management and Analysis Software, accessed 05/04/2021. [Online].
https://e.huawei.com/en/products/network-management-and-analysis-software
[95] Hewlett Packard Enterprise, HPE-NFV Director, accessed 05/04/2021. [Online].
https://assets.ext.hpe.com/is/content/hpedam/documents/a000160006999/a00016377/a00016377enw.pdf
[96] Automate Service & Network Operations with Amdocs NEO, accessed 05/04/2021.
[Online]. https://www.amdocs.com/amdocsone/open-cloud-networks-ngoss/automateservice-network-operations
[97] ETSI GS MEC 003 V2.2.1, “Multi-access Edge Computing (MEC); Framework and
Reference Architecture,” Dec. 2020
[98] F. Giannone et al., “Orchestrating heterogeneous MEC-based applications for connected
vehicles”, Computer Networks, Oct. 2020
[99] O. Bekkouche, M. Bagaa and T. Taleb, “Toward a UTM-Based Service Orchestration for
UAVs in MEC-NFV Environment,” 2019 IEEE Global Communications Conference
(GLOBECOM),
Waikoloa,
HI,
USA,
2019,
pp.
1-6,
doi:
10.1109/GLOBECOM38437.2019.9014200
[100] P. Ranaweera, M. Liyanage and A. D. Jurcut, “Novel MEC Based Approaches for Smart
Hospitals to Combat COVID-19 Pandemic,” in IEEE Consumer Electronics Magazine,
vol. 10, no. 2, pp. 80-91, 1 March 2021, doi: 10.1109/MCE.2020.3031261
[101] L. Zanzi et al., “Evolving Multi-Access Edge Computing to Support Enhanced IoT
Deployments,” in IEEE Communications Standards Magazine, vol. 3, no. 2, pp. 26-34,
June 2019, doi: 10.1109/MCOMSTD.2019.1800009.
[102] Y. Zhao, W. Zhai, J. Zhao, T. Zhang, S. Sun, D. Niyato and K. Y. Lam, “A Comprehensive
Survey of 6G Wireless Communications”, arXiv preprint arXiv:2101.03889.
[103] “The ARIADNE Project”, accessed 05/04/2021. [Online]. https://www.ict-ariadne.eu/
[104] “The MonB5G Project”, accessed 05/04/2021. [Online]. https://www.monb5g.eu/
[105] “The LOCUS Project”, accessed 05/04/2021. [Online]. https://www.locus-project.eu/
[106] ETSI Experiential Network Intelligence (ENI) group, accessed 05/04/2021. [Online].
https://www.etsi.org/technologies/experiential-networked-intelligence
[107] ITU, Focus Group on Machine Learning for Future Networks including 5G, accessed
05/04/2021. [Online]. https://www.itu.int/en/ITU-T/focusgroups/ml5g/Pages/default.aspx
[108] ITU-T Y.3176 recommendation ‘Machine learning marketplace integration in future
networks including IMT‑2020’, September 2020.
[109] GitHub, accessed 05/04/2021. [Online].https://github.com/cube-ai/cubeai
[110] iMaster NAIE, accessed 05/04/2021. [Online].https://www.hwtelcloud.com/aboutus
[111] Adlik, accessed 05/04/2021. [Online].https://lfaidata.foundation/projects/adlik/

© 2020-2022 Affordable5G Consortium

Page 140 of 152

D1.2: Affordable5G building blocks fitting in 5G system architecture (V 1.0)

[112] AcumosAI, accessed 05/04/2021. [Online].https://www.acumos.org/
[113] Mlflow, accessed 05/04/2021. [Online].https://mlflow.org/
[114] Microsoft, ML.NET, accessed 05/04/2021. [Online].https://docs.microsoft.com/enus/dotnet/machine-learning/
[115] WEKA, accessed 05/04/2021. [Online].https://www.cs.waikato.ac.nz/ml/weka/index.html
[116] MAHOUT, accessed 05/04/2021. [Online].https://mahout.apache.org/
[117] Scikit learn, accessed 05/04/2021. [Online].https://scikit-learn.org/
[118] Project: Ease.ml, accessed 05/04/2021. [Online].http://ease.ml/
[119] Vizier,
accessed
05/04/2021.
[Online].
https://cloud.google.com/aiplatform/optimizer/docs/overview
[120] J. Hermann and M. Del Balso, “Meet Michelangelo: Uber’s Machine Learning Platform”,
accessed 05/04/2021. [Online]. https://eng.uber.com/michelangelo-machine-learningplatform/
[121] Amazon
SageMaker,
accessed
05/04/2021.
[Online].
https://aws.amazon.com/sagemaker/
[122] Microsoft Azure, accessed 05/04/2021. [Online]. https://azure.microsoft.com/enus/services/machine-learning/
[123] IBM Watson Studio, accessed 05/04/2021. [Online]. https://www.ibm.com/cloud/watsonstudio
[124] DLHub, accessed 05/04/2021. [Online]. https://www.dlhub.org/
[125] M. Vartak et al., “ModelDB: a system for machine learning model management”,
Proceedings of the Workshop on Human-In-the-Loop Data Analytics (HILDA ‘16), pp. 13, June 2016
[126] TensorFlow, accessed 05/04/2021. [Online]. https://www.tensorflow.org/
[127] Keras, accessed 05/04/2021. [Online]. https://keras.io/
[128] PyTorch, accessed 05/04/2021. [Online]. https://pytorch.org/
[129] Caffe2, accessed 05/04/2021. [Online]. https://caffe2.ai/
[130] Mxnet, accessed 05/04/2021. [Online]. https://mxnet.apache.org/
[131] GitHub,
Microsoft
CNTK,
accessed
05/04/2021.
[Online].
https://github.com/microsoft/CNTK
[132] “Prometheus”, accessed 05/04/2021, [Online]. https://prometheus.io.
[133] “The 5G ZORRO Project”, accessed 05/04/2021. [Online]. https://www.5gzorro.eu/.
[134] “The 5GROWTH Project”, accessed 05/04/2021. [Online]. https://5growth.eu/.
[135] “The 5GTOURS Project”, accessed 05/04/2021. [Online]. https://5gtours.eu/.
[136] “The 5G!DRONES Project”, accessed 05/04/2021, [Online]. https://5gdrones.eu/.
[137] “The PRIMO 5G Project”, accessed 05/04/2021, [Online]. https://primo-5g.eu/.
[138] “The 5G-CARMEN Project”, accessed 05/04/2021, [Online]. https://5gcarmen.eu/
[139] 3GPP TS 29.520, “5G; 5G System; Network Data Analytics Services; Stage 3” version
15.3.0, Release 15, 2019
[140] A. Ghosh, A. Maeder, M. Baker and D. Chandramouli, “5G Evolution: A View on 5G
Cellular Technology Beyond 3GPP Release 15,” in IEEE Access, vol. 7, pp. 127639127651, 2019, doi: 10.1109/ACCESS.2019.2939938.
[141] 3GPP TR 23.791, “Technical Specification Group Services and System Aspects, Study
of Enablers for Network Automation for 5G” ,Release 16, v.16.2.0, 2019
[142] S. Sevgican, M. Turan, K. Gökarslan, H. B. Yilmaz and T. Tugcu, “Intelligent network
data analytics function in 5G cellular networks using machine learning,” Journal of

© 2020-2022 Affordable5G Consortium

Page 141 of 152

D1.2: Affordable5G building blocks fitting in 5G system architecture (V 1.0)

[143]
[144]

[145]
[146]
[147]
[148]
[149]
[150]

[151]

[152]
[153]

[154]
[155]
[156]
[157]
[158]
[159]
[160]
[161]
[162]
[163]

Communications and Networks, vol. 22, no. 3, pp. 269-280, June 2020, doi:
10.1109/JCN.2020.000019.
E. Pateromichelakis et al., “End-to-End Data Analytics Framework for 5G Architecture,”
IEEE Access, vol. 7, pp. 40295-40312, 2019, doi: 10.1109/ACCESS.2019.2902984.
N. Salhab, R. Rahim, R. Langar and R. Boutaba, “Offloading Network Data Analytics
Function to the Cloud with Minimum Cost and Maximum Utilization,” ICC 2020 - 2020
IEEE International Conference on Communications (ICC), Dublin, Ireland, 2020, pp. 16, doi: 10.1109/ICC40277.2020.9148665.
“The 5G MONARCH Project”, accessed 05/04/2021. [Online]. https://5g-monarch.eu/.
O-RAN Alliance, “A1 interface: General Aspects and Principles”, O-RAN.WG2.A1GAPv02.00
O-RAN Alliance, “A1 interface: Application Protocol”, O-RAN.WG2.A1AP-v02.00
O-RAN Alliance, “O-RAN Operations and Maintenance Interface Specification”, ORAN.WG1.O1-Interface.0-v03.00
Martin Skorupski, Non-RealTime RIC (NONRTRIC), accessed 05/04/2021. [Online].
https://wiki.o-ran-sc.org/display/RICNR
O. Mämmelä, J. Hiltunen, J., Suomalainen, K. Ahola, P. Mannersalo and J. Vehkaperä,
“Towards micro-segmentation in 5G network security. In European Conference on
Networks and Communications,” (EuCNC 2016) Workshop on Network Management,
Quality of Service and Security for 5G Networks.
D. Tank, A. Aggarwal and N. Chaubey “Virtualization vulnerabilities, security issues, and
solutions: a critical study and comparison,” International Journal of Information
Technology, pp. 1-16, 2019.
X. Liu, Y. Lin, H. Li, and J. Zhang, “A novel method for malware detection on ML-based
visualization technique,” Computers & Security (Elsevier), vol. 89, Feb. 2020, 101682.
H. Sayadi, N. Patel, S. M. P.D., A. Sasan, S. Rafatirad and H. Homayoun, “Ensemble
Learning for Effective Run-Time Hardware-Based Malware Detection: A Comprehensive
Analysis and Classification,” 2018 55th ACM/ESDA/IEEE Design Automation
Conference (DAC), San Francisco, CA, USA, 2018, pp. 1-6, doi:
10.1109/DAC.2018.8465828.
ETSI GS NFV-SEC 003, “Network Functions Virtualisation (NFV); NFV Security; Security
and Trust Guidance,” v1.1.1, 2014
ETSI GS NFV-SEC 006, “Network Functions Virtualisation (NFV); Security Guide; Report
on Security Aspects and Regulatory Concerns”, v.1.1.1, 2016
ETSI GS NFV-SEC 013, “Network Functions Virtualisation (NFV) Release 3; Security;
Security Management and Monitoring specification, v.3.1.1, 2017
ETSI GS NFV-SEC 021, “Network Functions Virtualisation (NFV) Release 2; Security;
VNF Package Security Specification, v.2.6.1, 2019
3GPP TS 33.501, “Security architecture and procedures for 5G system”, v.15.4.0, Rel.
15, 2019
“The
CHARISMA
5G
Project”,
accessed
05/04/2021.
[Online].
https://www.charisma5g.eu/
“The 5GENSURE Project”, accessed 05/04/2021. [Online]. http://www.5gensure.eu/
“The ASTRID Project”, accessed 05/04/2021. [Online]. https://www.astrid-project.eu/
“The 5GHOSTS Project”, accessed 05/04/2021. [Online]. https://www.5ghosts.eu/
“The
SDN-microSENSE
Project”,
accessed
05/04/201.
[Online].
https://www.sdnmicrosense.eu/

© 2020-2022 Affordable5G Consortium

Page 142 of 152

D1.2: Affordable5G building blocks fitting in 5G system architecture (V 1.0)

[164] “The INSPIRE-5Gplus Project”, accessed 05/04/2021. [Online]. https://www.inspire5gplus.eu/
[165] 3GPP TR 28.809, “Study on enhancement of Management Data Analytics (MDA)”, Rel.
17, V2.0.0, March 2021
[166] Lenovo ThinkSystem SR650 Server Product Guide, accessed 05/04/2021. [Online].
https://lenovopress.com/lp1050-thinksystem-sr650-server-xeon-sp-gen2
[167] Lenovo ThinkSystem SE350 Edge Server Product Guide, accessed 05/04/2021.
[Online]. https://lenovopress.com/lp1168.pdf
[168] cgroups(7) – Linux Manual Page @ man7.org, accessed 05/04/2021. [Online].
https://man7.org/linux/man-pages/man7/cgroups.7.html
[169] Managing Compute Resources with OpenShift/Kubernetes @ www.openshift.com
accessed 05/04/2021. [Online]. https://www.openshift.com/blog/managing-computeresources-openshiftkubernetes
[170] Introduction to Single Root I/O Virtualization (SR-IOV) @ microsoft.com, accessed
05/04/2021,
[Online].
https://docs.microsoft.com/en-us/windowshardware/drivers/network/single-root-i-o-virtualization--sr-iov[171] Deterministic Network Functions Virtualization with Intel® Resource Director Technology
@
intel.com
accessed
05/04/2021.
[Online].
https://builders.intel.com/docs/networkbuilders/deterministic_network_functions_virtuali
zation_with_Intel_Resource_Director_Technology.pdf
[172] ThinkSilicon, NEOX, RISC-V, accessed 05/04/2021. [Online]. https://thinksilicon.com/tsi-products/hardware/neox-v/
[173] O-RAN Alliance, “Slicing Architecture”, v02.00, July 2020
[174] O-RAN Alliance, “O-RAN WG1 – O-RAN Operations and Maintenance Architecture”, ORAN.WG1.OAM-Architecture-v03.00, 2020
[175] O-RAN Alliance, “Cloud Architecture and Deployment Scenarios for O-RAN Virtualized
RAN”, v02.01, July 2020
[176] NearbyOne, “The solution for End-to-end Cross-Platform Edge-Cloud Orchestration”,
accessed
05/04/2021.
[Online].
https://www.nearbycomputing.com/wpcontent/uploads/2020/02/Product-Sheet-NearbyOne-2020.pdf
[177] O-RAN Alliance, “O-RAN Architecture Description”, (O-RAN-WG1-O-RAN Architecture
Description - v02.00), 2020
[178] O-RAN Alliance, “O-RAN Working Group 2 AI/ML workflow description and
requirements”, (ORAN-WG2.AIML.v01.01), 2019
[179] O-RAN Alliance, “A1 interface: General Aspects and Principles”, (ORANWG2.A1.GA&P-v01.00. O-RAN Working Group 2), 2018
[180] S. Niknam et al., “Intelligent O-RAN for Beyond 5G and 6G Wireless Networks,” arXiv
preprint arXiv:2005.08374
[181] F. D. Calabrese, L. Wang, E. Ghadimi, G. Peters, L. Hanzo and P. Soldati, “Learning
Radio Resource Management in RANs: Framework, Opportunities, and Challenges,”
IEEE Communications Magazine, vol. 56, no. 9, pp. 138-145, Sept. 2018, doi:
10.1109/MCOM.2018.1701031.
[182] 3GPP TS 23.288, “Architecture enhancements for 5G System (5GS) to support network
data analytics services,” Rel. 16, 2018.
[183] ETSI TS 128 533, “5G; Management and orchestration; Architecture framework”, v.
16.4.0, Rel. 16, 2018
[184] 3GPP TR 28.890, “Management and orchestration; Study on integration of Open
Network Automation Platform (ONAP) and 3GPP management for 5G networks,”, Rel.

© 2020-2022 Affordable5G Consortium

Page 143 of 152

D1.2: Affordable5G building blocks fitting in 5G system architecture (V 1.0)

[185]
[186]
[187]
[188]
[189]
[190]
[191]
[192]
[193]
[194]
[195]
[196]
[197]

[198]

[199]
[200]
[201]

[202]
[203]
[204]
[205]
[206]
[207]

15, 2018.
3GPP TS 29.517, “Application Function Event Exposure Service”, Rel. 16, 2019
O-RAN Alliance, “O-RAN O2 General Aspects and Principles Specification”, ORAN.WG6.O2-GA&P-v01.00, 2020
3GPP TS 36.323, “Packet Data Convergence Protocol (PDCP) specification”, v.15.2.0,
Rel. 15, 2018
3GPP TS 36.331, “Radio Resource Control (RRC) protocol specification”, v.15.2.1, Rel.
15, 2018
3GPP TS 33.401, “3GPP System Architecture Evolution (SAE) security architecture”,
v16.3.0, 2020
3GPP TS 33.179, “Security of Mission Critical Push To Talk (MCPTT) over LTE”,
v.13.0.0, Rel. 13, 2016
3GPP TS 33.180, “Security of the Mission Critical (MC) service”, v.15.2.0, Rel. 15, 2018
IETF RFC 6509, MIKEY-SAKKE: Sakai-Kasahara Key Encryption in Multimedia Internet
KEYing (MIKEY)
IETF RFC 7714, AES-GCM Authenticated Encryption in the Secure Real-time Transport
Protocol (SRTP)
IETF RFC 5116, An Interface and Algorithms for Authenticated Encryption
IETF RFC 3394, Advanced Encryption Standard (AES) Key Wrap Algorithm
FIRSTNET, accessed 05/04/2021. [Online]. https://www.firstnet.com/
Critical Communications Today, “France's push for public safety broadband”, accessed
05/04/2021. [Online]. https://www.criticalcomms.com/features/france-ppdr-broadbandrrf-pcstorm
LANDMOBILE, Wireless Communications for Business, “Public Safety Broadband: On
the
cusp
of
something
great”,
accessed
05/04/2021.
[Online].
https://www.landmobile.co.uk/indepth/bapco-critical-communications-europe-2019Report/
Y. Hong, “South Korea Finalizes First Phase of Public-Safety LTE Buildout”, accessed
05/04/2021. [Online]. https://www.rrmediagroup.com/Features/FeaturesDetails/FID/978
450 MHz Global Alliance, https://450alliance.org/tele2-launches-russias-first-lte450network/
RAILSYSTEMS, AUSTRALIA, “Mirroring Features: MCX versus FRMCS”, White Paper,
accessed
05/04/2021.
[Online].
https://railsystemsaustralia.com.au/wpcontent/uploads/2020/05/Rail-Systems-Australia-White-Paper-Mirroring-Futures-MCXversus-FRMCS.pdf
ERILLISVERKOT, Virve 2.0 Mobile Strategy, accessed 05/04/2021. [Online].
https://www.erillisverkot.fi/uploads/2020/11/erilisverkot_mobile_strategy_eng091020.pdf
“The 5GENESIS Project-Malaga Platform”, accessed 05/04/2021. [Online].
https://5genesis.eu/malaga-platform/
“The 5G-VINNI Project”, Deliverable 2.1, accessed 05/04/2021, [Online]. https://www.5gvinni.eu/wp-content/uploads/2019/02/5g-vinni_d2.1_annex_a1_norway.pdf
“The MATILDA Project”, accessed 05/04/2021. [Online]. https://www.matilda-5g.eu/
“The INFIRE Project”, accessed 05/04/2021. [Online]. https://5ginfire.eu/ppdr-onefacility/
“The FUDGE-5G Project”, Use Cases, accessed 05/04/2021. [Online]. https://fudge5g.eu/en/use-cases/ppdr

© 2020-2022 Affordable5G Consortium

Page 144 of 152

D1.2: Affordable5G building blocks fitting in 5G system architecture (V 1.0)

[208] “The TRIANGLE Project”, Deliverable 3.5, accessed 05/04/2021. [Online].
https://www.triangle-project.eu/wpcontent/uploads/2019/02/TRIANGLE_Deliverable_D3.5_FINAL.pdf
[209] “The 5G Transformer Project”, Report on vertical requirements and use cases, accessed
05/04/2021.
[Online].
http://5g-transformer.eu/wpcontent/uploads/2017/12/Report_on_vertical_requirements_and_use_cases.pdf
[210] “The NGPAAS Project”, Deliverable 4.1, accessed 05/04/2021. [Online].
http://ngpaas.eu/wp-content/uploads/2018/07/NGPaaS_D4.1_Web.pdf
[211] “The 5G-ESSENCE Project”, Deliverable 2.1, accessed 05/04/2021. [Online].
https://www.5g-essenceh2020.eu/Portals/0/5G%20ESSENCE_%20Deliverable%202.1_v1.0_Final.pdf?ver=20
18-10-04-143227-963
[212] BroadWay, https://www.broadway-info.eu/phase-2-consortia/
[213] “The 5G-VICTORI Project”, Deliverable 2.1, accessed 05/04/2021. [Online].
https://www.5g-victori-project.eu/wp-content/uploads/2020/06/2020-03-31-5GVICTORI_D2.1_v1.0.pdf
[214] 3GPP SA6, “Mission Critical Applications”, 2021
[215] ETSI TR 103.459, “Rail Telecommunications (RT); Future Rail Mobile Communication
System (FRMCS); Study on system architecture”, v.1.1.1, 2019
[216] 3GPP TS 23.280, “Common functional architecture to support mission critical services;
Stage 2”, Rel. 17, 2020
[217] 3GPP TS 23.379, “Functional architecture and information flows to support Mission
Critical Push To Talk (MCPTT); Stage 2”, Rel. 17, 2020
[218] 3GPP TS 23.281, “Functional architecture and information flows to support Mission
Critical Video (MCVideo); Stage 2”, Rel. 17, 2020
[219] 3GPP TS 23.282, “Functional architecture and information flows to support Mission
Critical Data (MCData); Stage 2”, Rel. 17, 2020
[220] 3GPP TS 23.283, “Mission Critical Communication Interworking with Land Mobile Radio
Systems”, Rel. 17, 2020
[221] TS 23.783, “Study on Mission Critical (MC) services support over the 5G System (5GS)”.
v1.1.0, 2021
[222] TS 23.289, “Mission critical services using 5GS; Stage 2”, v0.3.0, 2021
[223] TS 23.222, “ Common API Framework for 3GPP Northbound APIs”, v17.3.0, 2020
[224] TS 23.434, “Service Enabler Architecture Layer for Verticals (SEAL); Functional
architecture and information flows”, v17.0.0, 2020
[225] TS 23.758, “Study on application architecture for enabling Edge Applications”, v17.0.0,
2019
[226] 5G-PPP, “Euro-5g – Supporting the European 5G Initiative”, D2.6 Final report on
programme progress and KPIs, accessed 05/04/2021. [Online]. https://5g-ppp.eu/wpcontent/uploads/2017/10/Euro-5G-D2.6_Final-report-on-programme-progress-andKPIs.pdf
[227] 5G-PPP Phase 1 Projects, accessed 05/04/2021. [Online]. https://5g-ppp.eu/5g-pppphase-1-projects/
[228] “The SELFNET Project”, accessed 05/04/2021. [Online]. https://selfnet-5g.eu/
[229] “The
5G-Exchange
Project”,
accessed
05/04/2021.
[Online].
https://www.the5gexchange.com/
[230] 5G-PPP Phase 2 Projects, accessed 05/04/2021. [Online]. https://5g-ppp.eu/5g-pppphase-2-projects/

© 2020-2022 Affordable5G Consortium

Page 145 of 152

D1.2: Affordable5G building blocks fitting in 5G system architecture (V 1.0)

[231] “The 5G-Media Project”, Use Cases, accessed 05/04/2021. [Online].
http://www.5gmedia.eu/use-cases/
[232] “The 5G-City Project”, accessed 05/04/2021. [Online]. https://www.5gcity.eu/
[233] “The 5G-TRANSFORMER Project”, accessed 05/04/2021. [Online]. http://5gtransformer.eu/.
[234] ETSI,
MultiEdge
Computing,
accessed
05/04/2021.
[Online].
https://www.etsi.org/technologies/multi-access-edge-computing
[235] 5G-PPP Phase 2 Projects, accessed 05/04/2021. [Online]. https://5g-ppp.eu/5g-pppphase-3-projects/
[236] “The 5GO Project”, accessed 05/04/2021. [Online]. https://5go.pt/en/home/
[237] “The 5G-CONNI Project”, accessed 05/04/2021, [Online]. https://5g-conni.eu/.
[238] “The
5GSOLUTIONS
Project”,
accessed
05/04/2021,
[Online].
https://www.5gsolutionsproject.eu/.
[239] “The 5G-SMART Project”, accessed 05/04/2021. [Online]. https://5gsmart.eu/
[240] PostgreSQL, https://www.postgresql.org/
[241] Zabbix, https://www.zabbix.com/
[242] Ublox, “SARA-R5/SARA-R4, Positioning and timing implementation”, –accessed
05/04/2021. [Online]. https://www.u-blox.com/sites/default/files/SARA-R5-R4-GNSSImplementation_AppNote_%28UBX-20012413%29.pdf#page=67&zoom=100,68,572

© 2020-2022 Affordable5G Consortium

Page 146 of 152

D1.2: Affordable5G building blocks fitting in 5G system architecture (V 1.0)

APPENDIX A
The appendix includes a list of standardization activities on network automation within 3GPP
and ITU-T.
TS/TR

Title

3GPP TS 38.314

New Radio (NR); Layer 2 measurements

3GPP TS 38.300

NR; Overall description; Stage 2

3GPP TR 37.816

Study on RAN-centric data collection and utilization for LTE
and NR

3GPP TS 37.320

Minimization of Drive Tests (MDT); Overall description;
Stage 2

3GPP TS 38.306

NR; User Equipment (UE) radio access capabilities

3GPP TS 38.331

NR; Radio Resource Control (RRC); Protocol specification

TS=Technical Specification, TR=Technical Report
Table 3: Standardization activities in 3GPP RAN

TS/TR

Title

3GPP TR 23.791

Study of Enablers for Network Automation for 5G

3GPP TS 23.288

Architecture enhancements for 5G System to support network
data analytics services

3GPP TR 23.700‑91

Study on Enablers for Network Automation for 5G — Phase 2

TS=Technical Specification, TR=Technical Report
Table 4: Standardization activities in 3GPP SA2

TS/TR

Title

3GPP TR 28.809

Study on enhancement of Management Data Analytics (MDA)

3GPP TR 28.810

Study on concept, requirements and solutions for levels of
autonomous network

3GPP TS 28.100

Management and orchestration; Levels of autonomous
network

3GPP TR 28.812

Telecommunication management; Study on scenarios for
Intent driven management services for mobile networks

3GPP TS 28.312

Intent driven management services for mobile networks

3GPP TR 28.805

Telecommunication management; Study on management
aspects of communication services
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3GPP TS 28.535

Management and orchestration; Management services for
communication service assurance; Requirements

3GPP TS 28.536

Management and orchestration; Management services for
communication service assurance; Stage 2 and Stage 3

3GPP TR 28.861

Study on the Self-Organizing Networks (SON) for 5G networks

3GPP TS 28.313

Self-Organizing Networks (SON) for 5G networks

3GPP TS 32.421

Telecommunication management; Subscriber and equipment
trace; Trace concepts and requirements

3GPP TS 32.422

Telecommunication management; Subscriber and equipment
trace; Trace control and configuration management

3GPP TS 32.423

Telecommunication management; Subscriber and equipment
trace; Trace data definition and management

3GPP TS 32.425

Telecommunication management; Performance Management
(PM); Performance measurements Evolved Universal
Terrestrial Radio Access Network (E-UTRAN)

3GPP TS 32.426

Telecommunication management; Performance Management
(PM); Performance measurements Evolved Packet Core
(EPC) network
TS=Technical Specification, TR=Technical Report
Table 5: Standardization activities in 3GPP SA5

Reference number
Supplement
55
Y.3170 Series

Title
to Machine learning in future networks including IMT‑2020: use
cases

ITU–T Y.3172

Architectural framework for machine learning in future
networks including IMT‑2020

ITU–T Y.3173

Framework for evaluating intelligence level of future networks
including IMT‑2020

ITU–T Y.3174

Framework for data handling to enable machine learning in
future networks including IMT‑2020

ITU–T Y.3176

Machine learning marketplace integration in future networks
including IMT‑2020

FG-ML5G spec

Requirements, architecture and design for machine learning
function orchestrator

FG-ML5G spec

Machine Learning Sandbox for future networks including
IMT‑2020 requirements and architecture framework

FG-ML5G spec

Machine learning based end-to-end
management and orchestration

FG-ML5G spec

Vertical-assisted Network Slicing Based on a Cognitive
Framework
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Draft
ITU–T Architecture framework for AI-based network automation of
resource adaptation and failure recovery for future networks
Y.ML‑IMT2020‑RAFR
including IMT‑2020
Table 6: ITU–T standardization activities on AI/ML and AI-based autonomous networks
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APPENDIX B
B.1 5G NG-RAN Vendor Ecosystem
The trend towards RAN disaggregation and virtualization has opened new opportunities and
diversified the vendor ecosystem. The current 4G and 5G infrastructure market remains
primarily dominated by the four incumbent firms: Ericsson, Huawei, Nokia, and ZTE, offering
end-to-end solutions. Samsung, a more recent entrant to the vendor market, does not yet offer
end-to-end solutions across networks, lacking support for legacy 2G and 3G infrastructure. In
addition to those 4+1 vendors, the landscape is in a process of broadening by comparatively
smaller companies disrupting the market through innovative products, typically software-based
O-RAN products, designed to run on COTS hardware.
Gaps in current O-RAN solutions versus the vertical offerings from the big-4 vendors are mainly
in power, performance and support for massive MIMO; however, these gaps are expected to
narrow in the coming years.
The NG-RAN vendor ecosystem is shown in Figure 77.

Figure 77: RAN ecosystem

The main chipset providers for RAN include intel, Broadcom, HiSilicon (owned by Huawei),
Marvell, Qualcomm, Xilinx and Ampere.
Intel’s Xeon processor is used across the wireless core, access and edge. New Xeon D
processors are in SoC form factor to be able to meet the needs of space constrained
environments at the edge, including the RAN. They have also introduced ACC100, a low power
acceleration solution for vRAN deployments based on the Intel eASIC tech. In terms of the
base station workload, it captures the Forward Error Correction (FEC) acceleration, reducing
the power and cost of previous FPGA solution. Intel’s FlexRAN platform is a set of APIs and
software libraries that forms the basis of many development initiatives in Open RAN.
Announced Intel customers include Nokia, Ericsson and ZTE.
Marvell is offering chips for RUs, DUs and CUs, both O-RAN and standard versions. They are
especially enabling an O-RAN massive MIMO RU reference design (supporting 32T/32R
massive MIMO, 8 layer, 100MHz channelization) including software for the lower L1 and beam
forming. Announced Marvell customers include Nokia and Samsung.
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Qualcomm traditionally offers radio baseband chips for small cells. Recently, they have
expanded their offering into chip platforms for both macro and micro RUs, DUs and combined
DU-RU. They aim at offering a silicon SoC solution that will enable massive MIMO use cases
(64T/R MIMO).
There is also innovation from smaller players, like startup EdgeQ claiming that its RISC-Vbased 5G modem chip can replace the functions of multiple, discrete hardware components in
5G base stations, including intel Xeon processors and intel FPGAs, significantly lowering the
cost and power of such deployments. Their “base-station-on-a-chip” is promising a 50%
reduction in total cost of ownership, as the six RISC-V cores can perform a variety of 5G
network and AI functions on the same component instead of separate hardware, which means
savings in power and in cost [https://edgeq.io/].
CU and DU hardware vendors include HP enterprise (USA), Dell (USA), Kontron (Germany),
Advantech Co Ltd. (Taiwan), Cisco (USA), Quanta Cloud Technology-QCT (Taiwan),
Supermicro (USA), and Octasic (Canada).
Virtualized RAN software providers include Parallel Wireless (USA) offering 2G/3G/4G/5G
enabled Open RAN solution including OpenRAN controller, Altiostar (USA) offering 4G/5G
vRAN software supporting indoor and outdoor massive MIMO, macro and small cells, Mavenir
(USA) offering vRAN and O-RAN solutions, NEC (Japan), Fujitsu Ltd (Japan), Airspan (USA)
and JMA (USA) offering 4G/5G vRAN software.
RU vendors include NEC (Japan), a Rakuten 5G partner for sub 6GHz radio also having a
partnership with Vodafone in the Netherlands, MTI mobile (Taiwan) in agreement with Mavenir
to provide Open RAN RUs, KMW inc (South Korea), Fujitsu Ltd (Japan) selected as RU
provider to US greenfield operator Dish, Flex (Singapore) tasked by Rakuten with producing
RUs to its specifications, Airspan (USA) selected as the mmWave RU provider for Rakuten’s
5G build, RunEL (Israel), ASOCS (Israel) and Benetel (Ireland).
The TIP (Telecom Infra Project) has launched the project Evenstar defining a low-cost Remote
Radio Head design that can be priced to the market at about $1,000. Current focus is on
delivering reference designs for RUs supporting the O-RAN 7.2 split, with 4T4R (4X40W) or
2T4R (2x80W) options, for either 1800MHz or 700MHz band support.
Small cell vendors include Comba Telecom (Hong Kong), Commscope Inc. (USA), Sercomm
Corporation (Taiwan) with a partnership agreement with Altiostar for vRAN small cells,
Ubicquia (USA), SpiderCloud Wireless (USA) acquired by Corning Inc., ip access (UK)
acquired by Mavenir, Radisys (USA), Accelleran (Belgium) a small cells vendor that has
developed vRAN features that support the O-RAN RIC and ONF Aether architecture,
CommAgility (UK), Casa Systems (USA), Baicells Technologies (USA), Contela Inc (South
Korea), Benetel (Ireland) a small cell and radio hardware designer also getting into the Open
RAN indoor RU market and Airspan (USA).
Massive MIMO vendors include Blue Danube (USA), Gigatera Communications (USA), NTS
(China), NEC (USA), Xilinx (USA) and Airspan (USA).
System integrators include NEC (Japan), Tech Mahindra (India), Fujitsu Ltd (japan), Cisco
(USA), World Wide Technology (USA), IBM (USA) and Rakuten (Japan).

B.2 5G core network implementations
A few open-source implementations of mobile core networks are available. The most important
initiatives include: OpenAirInterface Core Network (OAI-CN) (https://openairinterface.org/),
Open5GS (https://open5gs.org/), and free5GC (https://free5gc.org/). The main advantage of
this kind of solutions is that they are license-free, thus allowing for early lab testing to a variety
of interested parties. On the other hand, the lack of guaranteed quality of service and
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robustness/reliability makes them unfit for market utilization.
In the last few years, a number of commercial solutions, most of which initiated by smallmedium enterprises (SMEs), have been gaining momentum. It is worth mentioning the
following implementations: the Software Mobile Core by Athonet (https://www.athonet.com/, a
partner
of
the
Affordable5G
project),
Fraunhofer
FOKUS
Open5GCore
(https://www.open5gcore.org/), Polaris Network NetCore 5 (www.polarisnetworks.net), the
Hewlett Packard Enterprise 5G Core (https://www.hpe.com/us/en/solutions/5g.html),
Cumucore (https://cumucore.com/), Druid Raemis (https://www.druidsoftware.com/), Quortus
ECX
Core
(https://quortus.com/),
Affirmed
UnityCloud
(https://www.affirmednetworks.com/products-solutions/5g-core-unitycloud/),
metaswitch
Fusion Core (https://www.metaswitch.com/), Mavenir (https://mavenir.com/). While, on the one
hand, the availability of many vendors allows for a rapid spread of the commercial 5G mobile
networks on the market, it is worth mentioning that only few vendors are capable of providing
solutions that are customizable enough to cover different vertical industries/heterogeneous
use cases.
Finally, 5G mobile core networks are provided by the big players such as Ericsson, Nokia, and
Samsung. The pros of these solutions reside in having a unique manufacturer designing the
E2E solution (from the RAN to the CN). The cons, instead, are typically the lack of flexibility
and the possibility of vendor lock.
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